
Fundamentals of Computer Network Security- 3 credits

CET2660 – Section 2867
Classroom:

Pinellas Star Center Green Pod 2nd floor Room 104

Course Times: 
Thursdays 6:00-8:40 p.m.

Instructor:

Matthew J. Basham, MAMC, CCAI, CCNA, CCDA

E-mail address:
BashamM@spjc.edu 

Office:


2nd Floor at Star Center Room #110

Office phone #:
727-549-6160 

Office Hours:

By appointment only (see below).

COURSE DESCRIPTION:  This course is designed to provide students with classroom and laboratory experience in fundamental legal aspects of computer security for technicians, history and psychology of hacking, and the fundamentals of computer and computer network security. Instruction may include, but is not limited to, the fundamental aspects of website security, protocol inspectors, scanners, cookies, SPAM, hacker speak, bombers, spoofers, firewalls, DOS tools, Trojans, and viruses as they pertain to Cisco-based networks at the most fundamental level.  47 contact hours.

ATTENDANCE:  Attendance for all classes is mandatory. Permission for an excused absence must be obtained from the instructor prior to an absence, which must be based only upon extreme circumstances.  Missing a test, for any reason, will result in a grade of “0” being assigned without the possibility of a makeup test being given.  If you miss 2 consecutive classes or miss 4 classes overall you will be dropped from the course with a grade of “F” being assigned.  This course will be covering a vast amount of information.  It is within your best interests to not only attend every class, but to come fully prepared.  Your attendance will be recorded along with any tardiness or early departure from class.  Note: students with veteran’s status will be reported as “missing” after two consecutive class periods.  You will not be dropped, however, until you miss six 4-hour classes overall.  Missing classes does not ensure you will be automatically dropped.  It is your responsibility to withdraw if you choose to do so.

OFFICE HOURS: I have office hours posted outside my door.  I do have regularly scheduled classes and meetings here and at the Clearwater Campus during those hours and may need to leave the Star Center.  However, you can schedule an appointment with me during most of those hours if you have any additional questions or require lab assistance.  As always, I am here to help you succeed if you are willing to put in the effort.  You can find my schedule posted on my office door.  If I am not there I will leave a message where I am at or where I can be found.

OTHER CONSIDERATIONS:  If you have any special needs please inform your instructor immediately to make accommodations.  For example, if you are near-sighted and need to sit at the front of the room, it will be arranged.  The instructor will frequently make use of screens and dry wipe boards.

Academic Honesty and Behavior: Neither acts of academic misconduct nor inappropriate behavior in any form will be tolerated at St. Petersburg College.  It should go without saying, however, cheating of any kind will not be tolerated.  Furthermore, computer software and hardware should be used properly.  SPC will not tolerate improper use of computers, including the use of the Internet.  Moreover, the behavior of each student in the classroom is expected to contribute to a positive teaching and learning environment.  The instructor has the authority, without warning, to request any student to leave the classroom if any disruptive behavior is observed.  For more information on academic honesty and behavior policies at SPC refer to the “Using software: A guide to the Ethical and Legal Use of Software for Members of the SPC Community” and “Academic Honesty and Behavior: Expectations of Students at SPC” brochures.  

GRADING:  The grading scale will be based upon your performance on the final examination and attendance.

Test 1


50% 

final exam 

50%

will receive an “F” for the course if the incomplete grade is not fulfilled within SPC’s allotted time schedule.  If you have selected the letter grade credit option for the course, then your final grade will be calculated on:



A = 90 – 100%



B = 80 – 89%



C = 70 – 79%



D = 60 - 69%



F = below 59%

You will not be allowed to go on to the next course unless you receiving a passing grade of “B” or higher.  New state policy states that students may not repeat a college credit course for which a grade of “C” or higher has been earned except by appeal to the campus Academic Appeals committee.  A student may repeat a college credit course one time without penalty.  At the third attempt, students will pay the full cost of instruction.  The full cost of instruction rate for 2002/2003 is $257.73 per credit hour.  In addition, the third attempt students may NOT receive the grade of “I,” “W,” or “X” but must receive the letter grade earned.  This grade will be averaged into the overall grade point average.

You will have to choose your grading option (P, G, X) within one week of starting the class.  Students may not change from credit to audit status after the end of the first week of classes.

(G) Grade option (A, B, C, D, F) -- Student receives grade and credit for the course.  Student must complete all homework assignments, tests, quizzes, projects, exercises, and must attend all lectures.  The grades will be assigned upon a weighted scale as discussed above.

(P) Pass/Fail option (P/F) -- Student receives a “pass” and credit for the course with an average of 70% or better on the weighted average of all homework assignments, tests, quizzes, projects, and exercises.  The student must attend all lectures.


(X) Audit option – Student receives no credit for the course.  The student must attend all lectures.  The student is not required to do any homework assignments, tests, quizzes, projects, or exercises.

Grades are not to be transmitted electronically except with the written permission of the student prior to the transmission.  Anyone who totally withdraws from all classes at SPC before the 60% point in the semester may have to pay back any financial aid or federal loans for that semester.

For questions regarding state and federal policies or financial aid see the school’s website at http://www.spjc.edu.

INTERNET CAUTION:  I understand that I may be required to use the Internet for some courses (Internet courses, telecourses, or classroom courses), that I may be required to have discussions of class assignments and share papers and other class materials with instructors and classmates via chat rooms and other mechanisms, and that other Internet users may be able to access my works whether the access is secured or unsecured.  The College cannot protect against the type of materials on the Internet, piracy of your materials or assure the privacy of your materials.  By attending this class you acknowledge and understand that you will abide by all laws and statutes, state and federal, regarding proper computer usage.  Any misuse will result in automatic dismissal from the course with a grade of “F” being assigned.  Furthermore you will not be allowed to enroll in any further computer security-related courses that require approval of a program director for enrollment.  Any knowledge of misuse of information outside of the classroom may also be grounds for denial of admission in future computer security-related courses by a program director.  Being a computer security person requires high ethics and morals and will be strictly adhered to at all times.  The program director will have the final say so in any matter regarding continued enrollment.  If you have any problems or do not agree with the statement herein then you are advised to drop now and receive a refund.  This policy is subject to change without notification for the benefit of the program.

GRADUATION: Students planning to obtain a certificate or degree from St. Petersburg College are required to apply for graduation.  The application must be filled out and turned in by the end of the first month of the student’s last semester.  This means if you plan on completing the certificate program by May, then you must apply for graduation by the end of January.  The applications are available at the information desk in the administration building at the Clearwater, St. Petersburg Gibbs, or Seminole campuses.

PARKING: Students are allowed only to park in the East parking lot of the Star center.  A new policy implemented at the Star Center allows cars to be ticketed and towed for parking elsewhere (visitor spaces, et al.).  These tickets are assigned to the owner of the vehicle and are enforced by the Pinellas County Sheriff’s Department.

SMOKING POLICY: Smoking is not allowed anywhere within the facilities.  You are permitted to smoke only out on the farthest portion of the stairwell.  County fire ordinance prohibits smoking within 10 feet of the building and in stairwells.  If you smoke downstairs, then please do not smoke under the canopy or put your feet on the walls.

CHILDREN ON CAMPUS:  Other than in an emergency when specifically approved by the center provost, employees and students shall not bring children to work or class other than for an occasional quick visit, to drop off a paper, pick up materials, or other similar activities.  In no case is a child to be left unattended on college premises.

STUDENTS WITH DISABILITIES:  To obtain special accommodations, students with disabilities must arrange accommodations through campus Learning Specialist.  

NOTE REGARDING THE USE OF PHOTO ID’S:  A current SPC Photo ID is required to use computer labs, and in the library to use instructors’ required materials, audio visual equipment, and to check out materials.

EMERGENCY EVACUATION PROCEDURE:  If you need assistance during an emergency classroom evacuation, please speak with your instructor immediately regarding arrangements for your safety.

STUDENT ACCIDENT AND HEALTH INSURANCE:  Information on student accident and health insurance may be obtained at the information desk in the Administration building.

FOOD/DRINK/ELECTRONIC DEVICES: No eating, drinking, smoking, gum chewing, or anything else food-related is allowed in the classroom, except for bottled water with tight-sealing caps.  You will be given timely breaks for eating and drinking.  Anyone appearing to be under the influence of alcohol or other foreign substances, illegal or otherwise, will be asked to leave the classroom.  No electronic devices should be brought into the classroom while activated.  These include, but are not limited to, cellular telephones, noise-producing beepers, stereos, headsets, walkman-type players, etc.

UNATTENDED BAGS OR CONTAINERS: Unattended bags or containers left on campus will be removed.

TEXTBOOKS:  As of this date no textbook is required for this course.  However, a manuscript for a textbook will be provided for your comments and input.

Assignments:

Each week you will be given homework assignments.  Please note that an average college class consists of 2 to 3 hours of homework for every hour in class.  If you can read and understand 20 pages of text, then you should only be spending about 4-5 hours per class periods or 8-10 hours per week for a 3-credit class.  You will get out of this class what you put into it.  

Course Outline: Thursdays**

	
	Date
	Lecture
	Homework

	1
	8/28
	Introduction, syllabus
	Ch. 1, 2, 3

	2
	9/4
	Legal system basics; Laws and statutes 
	Ch. 4

	3
	9/11
	Acceptable use policies
	Ch. 5, 6

	4
	9/18
	History and psychology of hacking
	Ch. 7, movies

	5
	9/25
	Networking Frameworks
	Ch. 8

	6
	10/2
	The Anatomy of a Hack
	Ch. 9

	7
	10/9
	Cryptography; Logic Fundamentals
	

	8
	10/16
	Review
	

	9
	10/23
	Test 1
	Ch. 10

	10
	10/23
	Tools of the Trade: DOS tools
	Ch. 11, 12

	11
	10/30
	Tools of the Trade: Passwords, Covering your tracks
	Ch. 13, 14

	12
	11/6
	Tools of the Trade: Protocol Inspectors, Scanners
	Ch. 15, 16, 17

	13
	11/13
	Tools of the Trade: Cookies, SPAM, hacker speak
	Ch. 23, 24

	14
	11/20
	Case studies in hacking: Putting it all together
	

	
	11/27
	Thanksgiving—no class
	

	15
	12/4
	Review
	

	16
	12/11
	Final Exam
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


**Syllabus schedule subject to change

