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General Information

Summary

MikroTik RouterOS™ is independent Linux-based Operating System for IA-32 routers and
thinrouters. It does not require any additional components and has no software prerequirements. It
is designed with easy-to-use yet powerful interface allowing network administrators to deploy
network structures and functions, that would require long education elsewhere ssmply by following
the Reference Manual (and even without it).
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Related Documents

. Package M anagement

. Device Driver List

*  License Management
« Ping

»  Bandwidth Control

» Firewall Filters

. Winbox

Description

MikroTik RouterOS™ turns a standard PC computer into a powerful network router. Just add
standard network PC interfaces to expand the router capabilities. Remote control with easy
real-time Windows application (WinBox)

*  Advanced Quality of Service control with burst support
o  Stateful firewall with P2P protocol filtering, tunnels and IPsec
e STP bridging with filtering capabilities

e Super high speed 802.11a/b/g wireless with WEP

» WDSand Virtua AP features

*  HotSpot for Plug-and-Play access

*  RIP, OSPF, BGP routing protocols

*  Gigahit Ethernet ready

e V.35, X.21, TVEL synchronous support

e async PPPwith RADIUS AAA

* IPTelephony

*  remote winbox GUI admin

* telnet/ssh/serial console admin

» real-time configuration and monitoring

» and much more (please see the Specifications Sheet)

The Guide describes the basic steps of installing and configuring a dedicated PC router running
MikroTik RouterOS™.

Setting up MikroTik RouterOS™

Description
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Downloading and Installing the MikroTik RouterOS™

The download and installation process of the MikroTik RouterOS™ is described in the following
diagram:

www. mikrotik.com

MikroTik
Support/Downloads
Internet
1.
Download the Fouter Consaole
In:rtﬂ::f_ﬂlﬂﬂ (Manitar & Keyboard
chive for installing and initial setup)

v 10 J'

Workstation

-
2. 3.
Create the U=ze the Installation Media

Installation Media to boot up the PC

CD or Floppies i o Ti Dedicated PC Router
{ it arﬂ&ﬂ:g;h:urﬁﬂ:{;ﬁ:m with MikraTik HouterQS

1. Download the basic installation archievefile.
Depending on the desired media to be used for installing the MikroTik RouterOS™ please
chose one of the following archive types for downloading:

* 1SO image - of theinstallation CD, if you have a CD writer for creating CDs. The ISO image is
in the MTcdimage_v2-8-x_dd-mmm-yyyy (build_z).zip archive file containing a bootable CD
image. The CD will be used for booting up the dedicated PC and installing the MikroTik
RouterOS™ on its hard-drive or flash-drive.

* Netinstall - if you want to install RouterOS over aLAN with one floppy boot disk, or
aternatively using PXE or EtherBoot option supported by some network interface cards, that
allowstruly networked installation. Netinstall program works on Windows 95/98/NT4/2K/XP.

* MikroTik Disk Maker - if you want to create 3.5" installation floppies. The Disk Maker isa
self-extracting archive DiskMaker_v2-8-x_dd-mmm-yyyy (build_z).exe file, which should be
run on your Windows 95/98/NT4/2K/X P workstation to create the installation floppies. The
installation floppies will be used for booting up the dedicated PC and installing the MikroTik
RouterOS™ on its hard-drive or flash-drive.

2. Createtheinstallation media
Use the appropriate installation archive to create the Installation CD or floppies.
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e  For the CD, write the ISO image onto a blank CD.

e  For the floppies, run the Disk Maker on your Windows workstation to create the
installation floppies. Follow the instructions and insert the floppies in your FDD as
requested, label them as Disk 1,2,3, etc.

3. Instal the MikroTik RouterOS™ software.
Y our dedicated PC router hardware should have:

* CPU and motherboard - advanced 4th generation (core frequency 100MHz or more), 5th
generation (Intel Pentium, Cyrix 6X86, AMD K5 or comparable) or newer uniprocessor Intel
IA-32 (i386) compatible (multiple processors are not supported)

* RAM - minimum 64 MB, maximum 1 GB; 64 MB or more recommended

» Hard Drive/Flash - standard ATA interface controller and drive (SCSI and USB controllers
and drives are not supported; RAID controllers that require additional drivers are not supported)
with minimum of 64 MB space

Hardware needed for installation time only
Depending on installation method chosen the router must have the following hardware:
* Floppy-based installation - standard AT floppy controller and 3.5" disk drive connected as the
first floppy disk drive (A); AT, PS/2 or USB keyboard; V GA-compatible video controller card
and monitor

* CD-basad installation - standard ATA/ATAPI interface controller and CD drive supporting
"El Torito" bootable CDs (you might need also to check if the router's BIOS supports booting
from thistype of media); AT, PS/2 or USB keyboard; VGA-compatible video controller card
and monitor

* Floppy-based network installation - standard AT floppy controller and 3.5" disk drive
connected as the first floppy disk drive (A); PCI Ethernet network interface card supported by
MikroTik RouterOS (see the Device Driver List for the list)

* Full network-based installation - PCI Ethernet network interface card supported by MikroTik
RouterOS (see the Device Driver List for the list) with PXE or EtherBoot extension booting
ROM (you might need also to check if the router's BIOS supports booting from network)

Note that if you use Netinstall, you can license the software during the installation procedure
(the next point of this section describes how to do it).

Boot up your dedicated PC router from the Installation Media you created and follow the
instructions on the console screen while the HDD is reformatted and MikroTik RouterOS
installed on it. After successful installation please remove the installation media from your CD
or floppy disk drive and hit 'Enter' to reboot the router.

4. Licensethe software.

When booted, the software allows you to use al its features for 24 hours. If the license key
will not be entered during this period of time, the router will become unusable, and will need a
complete reinstallation.

RouterOS licensing scheme is based on software IDs. To license the software, you must know
the software ID. It is shown during installation procedures, and also you can get it from system
console or Winbox. To get the software ID from system console, type: /system license print
(note that you must first log in the router; by default there is user admin with no password
(just press [Enter] key when prompted for password)). See sections below on basic
configuration of your router

Once you have the ID, you can obtain a license:
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 You shoud have an account on our account server. If you do not have an account at
www.mikrotik.com, just press the ‘New' button on the upper right-hand corner of the
MikroTik's web page to create your account

e Choose the appropriate licence level that meets your needs. Please see the License
Manual or the Software price list. Note that there is a free license with restricted
features (no time limitation)

e There are different methods how to get alicense from the accout server:

1. Enter the software ID in the account server, and get the license key by e-mail. You
can upload the file received on the router's FTP server, or drag-and-drop it into
opened Winbox window

2. You can open the file with a text editor, and copy the contents. Then paste the text
into system console (in any menu - you just should be logged in), or into
System->License window of Winbox

3. If the router has Internet connection, you can obtain the license directly from
within it. The commands are described in the License Manual. Note that you must
have Allow to use my account in netinstall option enabled for your account. Y ou
can set it by following change user information link on the main screen of the
account server.

Notes

The hard disk will be entirely reformatted during the installation and all dataon it will be lost!

Y ou can move the hard drive with MikroTik RouterOS installed to a new hardware without loosing
a license, but you cannot move the RouterOS to a different hard drive without purchasing an
another license (except hardware failure situations). For additional information write to
key-support@mikrotik.com.

Note! Do not use MS-DOS format command or other disk format utilities to reinstall your
MikroTik router! Thiswill cause the Software-1D to change, so you will need to buy another license
in order to get MikroTik RouterOS running.

Logging into the MikroTik Router

Description

When logging into the router via terminal console, you will be presented with the MikroTik
RouterOS™ |ogin prompt. Use 'admin’ and no password (hit 'Enter’) for logging in the router for the
first time, for example:

M kroTik v2.8
Logi n: admin
Passwor d:

The password can be changed with the /passwor d command.

[adm n@M kroTi k] > password
ol d password:
neW paSSV\Drd *kkhkkkkkhkkkkk
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retype new password: **xx*xxxskkxx
[adm n@M kroTi k] >

Adding Software Packages

Description

The basic installation comes only with the system package. This includes basic IP routing and
router administration. To have additional features such as IP Telephony, OSPF, wireless and so on,
you will need to download additional software packages.

The additional software packages should have the same version as the system package. If not, the
package won't be installed. Please consult the MikroTik RouterOS™ Software Package Installation
and Upgrading Manual for more detailed information about installing additional software packages.

To upgrade the router packages, simply upload the packages to the router via ftp, using the binary
transfer mode. After you have uploaded the packages, reboot the router, and the features that are
provided by those packages will be available (regarding your license type, of course).

Navigating The Terminal Console
Description

Welcome Screen and Command Prompt

After logging into the router you will be presented with the MikroTik RouterOS™ Welcome Screen
and command prompt, for example:

MWM MW KKK TTTTTTTTTITT KKK
MVIW MVIW KKK TTTTTTTTTITT KKK

MVWM MW MW 111 KKK KKK RRRRRR (000000) TTT 11 KKK KKK
MWM MM MW Il KKKKK RRR RRR OO0 OO TTT 11 KKKKK
MWM MW 111 KKK KKK RRRRRR o000 000 TTT 11 KKK KKK
MWM MW 111 KKK KKK RRR RRR 000000 TTT 11 KKK KKK
M kroTi k RouterGS 2.8 (c) 1999-2004 http://ww. m krotik.com

Term nal xtermdetected, using nultiline input node
[adm n@M kroTi k] >

The command prompt shows the identity name of the router and the current menu level, for
example:

[adm n@M kroTi k] > Base menu | evel
[adm n@M kroTi k] interface> I nterface managemnent
[adm n@M kroTi k] ip address> | P addr ess manangenent

Commands
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The list of available commands at any menu level can be obtained by entering the question mark ?,
for example:

[adm n@M kroTi k] >

certificate Certificate nmanagenent

driver Driver nmanageent
file Local router file storage.

import Run exported configuration script

interface Interface configuration
log System | ogs
password Change password

ping Send | CWP Echo packets
port Serial ports
quit Quit console

radius Radius client settings
redo Redo previosly undone action

setup Do basic setup of system
snnp SNMWP settings
special-login Special |ogin users
undo Undo previous action
user User nanagenent
ip |P options
gueue Bandw dth managenent

system Systeminformation and utilities
tool Diagnostics tools

export Print or save an export script that can be used to restore

configuration
[adm n@M kroTi k] >

[adm n@M kroTi k] ip>

accounting Traffic accounting
address Address nanagenent
arp ARP entries nanagenent
dns DNS settings
firewall Firewall nanagenent
nei ghbor Nei ghbors
packi ng Packet packing settings
pool | P address pools
route Route nanagenent
service |P services
policy-routing Policy routing
upnp Universal Plug and Pl ay
vrrp Virtual Router Redundancy Protocol
socks SOCKS version 4 proxy
hot spot Hot Spot nmnagenent
ipsec |P security
web- proxy HTTP proxy
export Print or save an export script that can be used to restore
configuration
[admi n@M kroTi k] ip>

The list of available commands and menus has short descriptions next to the items. Y ou can move
to the desired menu level by typing its name and hitting the [Enter] key, for example:

[adm n@M kroTi k] > Base | evel nenu

[adm n@M kroTi k] > driver Enter 'driver' to nove to the driver |evel
nmenu

[adm n@M kroTi k] driver>/ Enter '/' to nove to the base | evel nenu
fromany |evel

[adm n@M kroTi k] > interface Enter "interface' to nove to the interface
| evel nenu

[adm n@M kroTi k] interface> /ip Enter '/ip' to nove to the |IP |level nenu

fromany |evel
[adm n@M kroTi k] ip>

A command or an argument does not need to be completed, if it is not ambiguous. For example,
instead of typing interface you can typejust in or int. To complete acommand use the [Tab] key.
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The commands may be invoked from the menu level, where they are located, by typing its name. If
the command is in a different menu level than the current one, then the command should be invoked
using itsfull (absolute) or relative path, for example:

[adm n@M kroTi k] ip route> print Prints the routing table
[adm n@M kroTi k] ip route> .. address print Prints the I P address table
[adm n@ kroTik] ip route> /ip address print Prints the I P address table

The commands may have arguments. The arguments have their names and values. Some
commands, may have arequired argument that has no name.

Summary on executing the commands and navigating the menus

Command Action
command [Enter] Executes the command
[?] Showsthelist of all available commands
command [?] Displays help on ;k;zgsnmgnd and thelist of
command argument [?] Displays help on the command's argument
Completesthe command/word. If theinput is
[Tab] ambiguous, a second_ [Tab] gives possible
options
/ Moves up to the base level
/command Executesthe base level command
Moves up one level
" Specifies an empty string
“word1 word2" Specifiesa string o;pza\(/:\;ords that contain a

Y ou can abbreviate names of levels, commands and arguments.

For the IP address configuration, instead of using the 'address and 'netmask’ arguments, in most
cases you can specify the address together with the number of true bits in the network mask, i.e.,
there is no need to specify the 'netmask’ separately. Thus, the following two entries would be
equivalent:

/ip address add address 10.0.0.1/24 interface etherl
/ip address add address 10.0.0.1 netnask 255.255.255.0 interface etherl

Notes

You must specify the size of the network mask in the address argument, even if it is the 32-bit
subnet, i.e., use 10.0.0.1/32 for addr ess=10. 0. 0. 1 net mask=255. 255. 255. 255

Basic Configuration Tasks
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Description

Interface Management

Before configuring the I P addresses and routes please check the /interface menu to see the list of
available interfaces. If you have Plug-and-Play cards installed in the router, it is most likely that the
device drivers have been loaded for them automatically, and the relevant interfaces appear on the
/interface print list, for example:

[adm n@M kroTi k] interface> print
Fl ags: X - disabled, D - dynamic, R - running

# NAME TYPE RX- RATE TX- RATE MIuU
0 Retherl et her 0 0 1500
1 Rether2 et her 0 0 1500
2 X wavel anl wavel an 0 0 1500
3 X prism w an 0 0 1500

[adm n@M kroTi k] interface>

The interfaces need to be enabled, if you want to use them for communications. Use the /interface
enable name command to enable the interface with a given name or number, for example:

[adm n@M kroTi k] interface> print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE RX- RATE TX- RATE Mru
0 X etherl et her 0 0 1500
1 X ether2 et her 0 0 1500
[adm n@M kroTi k] interface> enable 0
[adm n@M kroTi k] interface> enable ether2
[adm n@M kroTi k] interface> print
Fl ags: X - disabled, D - dynamic, R - running
# NAMVE TYPE RX- RATE TX- RATE MrU
0 Retherl et her 0 0 1500
1 Rether2 et her 0 0 1500

[adm n@M kroTi k] interface>
The interface name can be changed to a more descriptive one by using /inter face set command:

[adm n@M kroTi k] interface> set 0 nane=Local; set 1 nanme=Public
[adm n@M kroTi k] interface> print
Flags: X - disabled, D - dynamc, R - running

# NANE TYPE RX- RATE TX- RATE MIuU
0 R Local et her 0 0 1500
1 R Public et her 0 0 1500

[adm n@M kroTi k] interface>

Notes

The device drivers for NE2000 compatible ISA cards need to be loaded using the add command
under the /drivers menu. For example, to load the driver for a card with 10 address 0x280 and IRQ
5, it is enough to issue the command:

[adm n@M kroTi k] driver> add nane=ne2k-isa i 0=0x280
[adm n@M kroTi k] driver> print
Flags: | - invalid, D - dynamc
# DRI VER IRQ 1O MEMORY | SDN- PROTOCOL
0 D Real Tek 8139
1 D Intel EtherExpressPro
2 D PClI NE2000
3 I SA NE2000 280
4 Moxa Cl01 Synchronous C8000
[adm n@M kroTi k] driver>
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There are some other drivers that should be added manually. Please refer to the respective manual
sections for the detailed information on how drivers are to be loaded.

Setup Command
Command name: /setup

Description

The initial setup of the router can be done by using the /setup command which offers the following
configuration:

» reset al router configuration

* loadinterface driver

» configure ip address and gateway
e setup dhcp client

e setup dhcp server

e setup pppoe client

e setup pptp client

Configure IP address on router, using the Setup command

Execute the /setup command from command line:

[adm n@M kroTi k] > setup

Setup uses Safe Mbde. It means that all changes that are made during setup
are reverted in case of error, or if Qrl-Cis used to abort setup. To keep
changes exit setup using the 'x' key.

[ Saf e Mbde taken]

Choose options by pressing one of the letters in the left colum, before
dash. Pressing 'x' will exit current nenu, pressing Enter key will select the
entry that is marked by an '*'. You can abort setup at any time by pressing
crl-C
Entries marked by '+ are already configured.

Entries marked by '-' cannot be used yet.

Entries marked by ' X cannot be used without installing additional packages.
- reset all router configuration

load interface driver

configure ip address and gat eway

setup dhcp client

setup dhcp server

setup pppoe client

setup pptp client

- exit menu

choice [press Enter to configure ip address and gateway]: a

+
*

r
|
a
d
s
p
t
X

your

To configure IP address and gateway, press a or [Enter], if the a choice is marked with an asterisk
symbol ("*").

* a - add ip address
- g - setup default gateway
X - exit menu
your choice [press Enter to add ip address]: a

Choose a to add an | P address. At first, setup will ask you for an interface to which the address will
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be assigned. If the setup offers you an undesirable interface, erase this choice, and press the [Tab]
key twice to see all available interfaces. After the interface is chosen, assign IP address and network

mask on it:

your choice: a
enabl e i nterface:
etherl ether2 wanl
enabl e interface: etherl
i p address/ net mask: 10.1.0.66/24
#Enabl ing interface
/interface enable etherl
#Addi ng | P address
/ip address add address=10.1.0.66/24 interface=etherl coment="added by setup"
+ a - add ip address
* g - setup default gateway
X - exit menu
your choice: x

Basic Examples

Example

Assume you need to configure the MikroTik router for the following network setup:

-

SEber Internet
10.00.4 |mezmss=s ot o
Fublic Metwark 1000
10.0.0.0/24
i : interface Public
el S address 10.0.0.217/24

Internet

interface I ocal
address 192 168.0.254:24

192.168.0.0/24
e
i Huh
= _
' Laptop
W orkstation
192 168.0 1 192.168.0.2

In the current example we use two networks:

. The local LAN with network address 192.168.0.0 and 24-bit netmask: 255.255.255.0. The
router's addressis 192.168.0.254 in this network
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. The ISP's network with address 10.0.0.0 and 24-bit netmask 255.255.255.0. The router's
addressis 10.0.0.217 in this network

The addresses can be added and viewed using the following commands:

[adm n@M kroTi k] ip address> add address 10.0.0.217/24 interface Public
[adm n@M kroTi k] ip address> add address 192. 168. 0.254/24 interface Local
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.217/ 24 10. 0. 0. 217 10. 0. 0. 255 Publ i c
1 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 Local

[adm n@M kroTi k] ip address>

Here, the network mask has been specified in the value of the address argument. Alternatively, the
argument 'netmask’ could have been used with the value '255.255.255.0'. The network and
broadcast addresses were not specified in the input since they could be calculated automatically.

Please note that the addresses assigned to different interfaces of the router should belong to
different networks.

Viewing Routes

You can see two dynamic (D) and connected (C) routes, which have been added automatically
when the addresses were added in the example above:

[adm n@M kroTi k] ip route> print

Flags: X - disabled, | - invalid, D- dynamc, J - rejected,
C - connect, S - static, R- rip, O- ospf, B - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 DC 192.168.0. 0/ 24 r 0.0.0.0 0 Local
1 DC 10.0.0.0/24 r 0.0.0.0 0 Publ i c
[adm n@ kroTi k] ip route> print detail
Flags: X - disabled, | - invalid, D - dynamc, J - rejected,
C - connect, S - static, R- rip, O- ospf, B -

bgp
0 DC dst-address=192. 168. 0. 0/ 24 preferred-source=192. 168. 0. 254
gat eway=0. 0. 0. 0 gat eway- st at e=reachabl e di stance=0 i nterface=Local

1 DC dst-address=10.0.0.0/ 24 preferred-source=10.0.0.217 gateway=0.0.0.0
gat eway- st at e=r eachabl e di stance=0 interface=Public

[adm n@M kroTi k] ip route>

These routes show, that IP packets with destination to 10.0.0.0/24 would be sent through the
interface Public, whereas |P packets with destination to 192.168.0.0/24 would be sent through the
interface Local. However, you need to specify where the router should forward packets, which have
destination other than networks connected directly to the router.

Adding Default Routes

In the following example the defaul t rout e (destination 0.0.0.0 (any), netmask 0.0.0.0 (any)) will
be added. In this case it is the ISP's gateway 10.0.0.1, which can be reached through the interface
Public

[adm n@M kroTi k] ip route> add gateway=10.0.0.1
[adm n@V kroTi k] ip route> print

Flags: X - disabled, | - invalid, D - dynamc, J - rejected,

C - connect, S - static, R- rip, O- ospf, B - bgp
# DST- ADDRESS G GATEVAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 10.0.0.1 1 Publ i c
1 DC 192.168.0.0/ 24 r 0.0.0.0 0 Local
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2 DC 10.0.0.0/ 24 r 0.0.0.0 0 Public
[adm n@ kroTi k] ip route>

Here, the default route is listed under #0. As we see, the gateway 10.0.0.1 can be reached through
the interface 'Public'. If the gateway was specified incorrectly, the value for the argument 'interface’
would be unknown.

Notes

You cannot add two routes to the same destination, i.e., destination-address/netmask! It applies to
the default routes as well. Instead, you can enter multiple gateways for one destination. For more
information on IP routes, please read the Routes, Equal Cost Multipath Routing, Policy Routing
manual.

If you have added an unwanted static route accidentally, use the remove command to delete the
unneeded one. Y ou will not be able to delete dynamic (DC) routes. They are added automatically
and represent routes to the networks the router connected directly.

Testing the Network Connectivity

From now on, the /ping command can be used to test the network connectivity on both interfaces.
Y ou can reach any host on both connected networks from the router.

How the /ping command works:

[admi n@ kroTik] ip route> /ping 10.0.0.4

10.0.0.4 64 byte ping: ttl=255 time=7 s

10.0.0.4 64 byte ping: ttl=255 time=5 s

10.0.0.4 64 byte ping: ttl=255 time=5 s

3 packets transmitted, 3 packets received, 0% packet |oss

round-trip mn/avg/ max = 5/5.6/7 s
[adm n@M kroTi k] ip route>

[adm n@ kroTi k] ip route> /ping 192.168.0.1

192.168.0.1 64 byte ping: ttl=255 tinme=1 s

192.168.0.1 64 byte ping: ttl=255 tinme=1 s

192.168.0.1 64 byte ping: ttl=255 tine=1 s

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/mex = 1/1.0/1 s
[adm n@M kroTi k] ip route>

The workstation and the laptop can reach (ping) the router at its local address 192.168.0.254, If the
router's address 192.168.0.254 is specified as the default gateway in the TCP/IP configuration of
both the workstation and the laptop, then you should be able to ping the router:

C:\>ping 192. 168. 0. 254

Reply from 192. 168. 0. 254: bytes=32 ti me=10ns TTL=253
Reply from 192. 168. 0. 254: byt es=32 ti me<l0Ons TTL=253
Reply from 192. 168. 0. 254: bytes=32 ti me<l0ns TTL=253

C:\>pi ng 10.0.0. 217

Reply from 10.0.0.217: bytes=32 time=10ns TTL=253
Reply from 10.0.0.217: bytes=32 tinme<l0ns TTL=253
Reply from 10.0.0.217: bytes=32 tinme<l0ns TTL=253

C.\>ping 10.0.0.4
Request tinmed out.
Request tinmed out.
Request tined out.

Notes

Y ou cannot access anything beyond the router (network 10.0.0.0/24 and the Internet), unless you do
the one of the following:
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»  Use source network address trandation (masquerading) on the MikroTik router to ‘hide' your
private LAN 192.168.0.0/24 (see the information below), or

* Add a static route on the ISP's gateway 10.0.0.1, which specifies the host 10.0.0.217 as the
gateway to network 192.168.0.0/24. Then all hosts on the 1SP's network, including the server,
will be able to communicate with the hosts on the LAN

To set up routing, it is required that you have some knowledge of configuring TCP/IP networks.
There is a comprehensive list of [P resources compiled by Uri Raz at
http://www.private.org.il/tcpip_rl.html. We strongly recommend that you obtain more knowledge,
if you have difficulties configuring your network setups.

Advanced Configuration Tasks

Description

Next will be discussed situation with 'hiding' the private LAN 192.168.0.0/24 "behind' one address
10.0.0.217 given to you by the I SP.

Application Example with Masquerading

If you want to 'hide' the private LAN 192.168.0.0/24 'behind' one address 10.0.0.217 given to you
by the ISP, you should use the source network address translation (masquerading) feature of the
MikroTik router. Masquerading is useful, if you want to access the |SP's network and the Internet
appearing as all requests coming from the host 10.0.0.217 of the ISP's network. The masquerading
will change the source IP address and port of the packets originated from the network
192.168.0.0/24 to the address 10.0.0.217 of the router when the packet is routed through it.

Masquerading conserves the number of global 1P addresses required and it lets the whole network
use asingle | P address in its communication with the world.

To use masquerading, a source NAT rule with action 'masguerade’ should be added to the firewall
configuration:

[adm n@M kroTi K]
[adm n@M kroTi K] i

ip firewall src-nat> add action=masquerade out-interface=Public
Ip

Fl ags: X - disabl ed,
e=
Ip

irewal | src-nat> print
- invalid, D- dynanmic
i ¢ action=nasquerade src-address=192. 168. 0. 0/ 24

0 out-interfac I
rewal | src-nat>

[adm n@M kroTi k] i
Notes

Please consult Network Address Translation for more information on masguerading.

Example with Bandwidth Management

Assume you want to limit the bandwidth to 128kbps on downloads and 64kbps on uploads for all
hosts on the LAN. Bandwidth limitation is done by applying queues for outgoing interfaces
regarding the traffic flow. It is enough to add a single queue at the MikroTik router:

[adm n@M kroTi k] queue sinple> add nmax-1imt=64000/128000 interface=Loca
[adm n@M kroTi k] queue sinple> print

Fl ags: X - disabled, I - invalid, D - dynanic

0 name="queuel" target-address=0.0.0.0/0 dst-address=0.0.0.0/0
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i nterface=Local queue=default priority=8 linmt-at=0/0
max- | i m t =64000/ 128000
[adm n@M kroTi k] queue sinpl e>

Leave al other parameters as set by default. The limit is approximately 128kbps going to the LAN
(download) and 64kbps leaving the client's LAN (upload).

Example with NAT

Assume we have moved the server in our previous examples from the public network to our local
one:

Internet

Internet

Gatews
Public Metwork 10.0.0.
10.0.0.0524
interface Public
adidress 10.0.0.277/24

interface I ocal

address 102.168.0.254/24
Local Metwork

192 1b5.0.0/24

"
-

wZE :
Wiarkstation Laptop SErYET
192.168.0.1 192.1658.0.2 192 1658.0.4

The server's address is now 192.168.0.4, and we are running web server on it that listensto the TCP
port 80. We want to make it accessible from the Internet at address.port 10.0.0.217:80. This can be
done by means of Static Network Address trandation (NAT) at the MikroTik Router. The Public
address.port 10.0.0.217:80 will be trandated to the Local address:port 192.168.0.4:80. One
destination NAT ruleisrequired for tranglating the destination address and port:

[adm n@M kroTik] ip firewall dst-nat> add action=nat protocol=tcp \
dst - addr ess=10. 0. 0. 217/ 32: 80 t o- dst-address=192. 168.0. 4
[admi n@ kroTik] ip firewall dst-nat> print
Flags: X - disabled, | - invalid, D- dynanic
0 dst-address=10.0.0.217/32:80 protocol =tcp acti on=nat
t o- dst - addr ess=192. 168. 0. 4
[admi n@ kroTik] ip firewall dst-nat>

Notes
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Please consult Network Address Translation for more information on Network Address
Tranglation.
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Description

General Information

Summary

The Terminal Console is used for accessing the MikroTik Router's configuration and management
features using text terminals, id est remote terminal clients or locally attached monitor and
keyboard. The Terminal Console is also used for writing scripts. This manual describes the general
console operation principles. Please consult the Scripting Manual on some advanced console
commands and on how to write scripts.

Specifications

Packages required: system
License required: levell
Hardware usage: Not significant

Related Documents

. Scripting Host and Complementary Tools
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Common Console Functions

Description

The console allows configuration of the router's settings using text commands. Although the
command structure is similar to the Unix shell, you can get additional information about the
command structure in the Scripting Host and Complementary Tools manual. Since thereis alot
of available commands, they are split into groups organized in a way of hierarchica menu levels.
The name of a menu level reflects the configuration information accessible in the relevant section,
exempli gratia /ip hotspot.

In general, al menu levels hold the same commands. The difference is expressed mainly in
command parameters.

Example

For example, you can issue the /ip route print command:

[admi n@ kroTik] > /ip route print

Flags: X - disabled, | - invalid, D- dynamc, J - rejected,
C - connect, S - static, r - rip, o - ospf, b - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 192.168.2.1 1 WAN
1 DC 192.168. 124.0/ 24 r 0.0.0.0 0 LAN
2 DC 192.168.2.0/ 24 r 0.0.0.0 0 WAN
3 DC 192.168.0.0/ 24 r 0.0.0.0 0 LAN

[adm n@M kroTi k] >

Instead of typing ip route path before each command, the path can be typed only once to move into
this particular branch of menu hierarchy. Thus, the example above could also be executed like this:

[adm n@M kroTik] > ip route
[adm n@M kroTik] ip route> print

Flags: X - disabled, | - invalid, D- dynamc, J - rejected,
C - connect, S - static, r - rip, o - ospf, b - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 192.168.2.1 1 WAN
1 DC 192.168. 124. 0/ 24 r 0.0.0.0 0 LAN
2 DC 192.168.2.0/ 24 r 0.0.0.0 0 WAN
3 DC 192.168. 0.0/ 24 r 0.0.0.0 0 LAN

[adm n@M kroTi k] ip route>

Notice that the prompt changes in order to reflect where you are located in the menu hierarchy at
the moment . To move to the top level again, type/:

[adm n@M kroTik] > /ip route
[adm n@M kroTik] ip route> /
[adm n@M kroTi k] >

To move up one command level, type ...

[adm n@V kroTik] ip route> ..
[adm n@M kroTi k] ip>

You can also use/ and .. to execute commands from other menu levels without changing the current
level:
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[admi n@ kroTik] ip route> /ping 10.0.0.1
10.0.0.1 ping tinmeout
2 packets transmitted, O packets received, 100% packet | oss
[adm n@ kroTik] ip route> .. firewall print
NAME

# POLI CY
0 i nput accept
1 forward accept
2 out put accept
3 ;;; Limt unauthorized HS clients

hs-tenp none
4 ;:: account auth HS clients

hot spot none

[adm n@V kroTi k] ip route>

Lists and Item Names
Description

Lists

Many of the command levels operate with arrays of items: interfaces, routes, users etc. Such arrays
are displayed in similarly looking lists. All items in the list have an item number followed by its
parameter values.

To change parameters of an item, you have to specify it's number to the set command.

Item Names

Some lists have items that have specific names assigned to each. Examples are interface or user
levels. There you can use item names instead of item numbers.

You do not have to use the print command before accessing items by name. As opposed to
numbers, names are not assigned by the console internally, but are one of the items properties.
Thus, they would not change on their own. However, there are all kinds of obscure situations
possible when several users are changing router's configuration at the same time. Generaly, item
names are more "stable" than the numbers, and also more informative, so you should prefer them to
numbers when writing console scripts.

Notes

Item numbers are assigned by print command and are not constant - it is possible that two
successive print commands will order items differently. But the results of last print commands are
memorized and thus, once assigned, item numbers can be used even after add, remove and move
operations (after move operation item numbers are moved with the items). Item numbers are
assigned on per session basis, they will remain the same until you quit the console or until the next
print command is executed. Also, numbers are assigned separately for every item list, so ip
address print would not change numbers for interface list.

Example

[admi n@M kroTi k] interface> set 0 ntu=1200
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ERROR item nunber nust be assigned by a print comand
use print command before using an item nunber in a comand
[adm n@M kroTi k] interface> print

Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE RX- RATE TX- RATE MruU
0 R Public et her 0 0 1500
1 R Local et her 0 0 1500
2 Rwani w an 0 0 1500

[adm n@M kroTi k] interface> set 0

disabled mtu name rx-rate tx-rate

[adm n@M kroTi k] interface> set 0 mtu=1200
[adm n@M kroTi k] interface> set wl anl mt u=1300
[adm n@M kroTi k] interface> print

Flags: X - disabled, D - dynamc, R - running

# NAME TYPE RX- RATE TX- RATE MTU
0 R Public et her 0 0 1200
1 R Local et her 0 0 1500
2 Rwanl w an 0 0 1300

[adm n@M kroTi k] interface>
Quick Typing

Description

There are two features in the console that help entering commands much quicker and easier - the
[Tab] key completions, and abbreviations of command names. Completions work similarly to the
bash shell in UNIX. If you press the [Tab] key after a part of a word, console tries to find the
command within the current context that begins with this word. If there is only one match, it is
automatically appended, followed by a space:

/inte[ Tab] _becomes/interface _

If there is more than one match, but they all have a common beginning, which is longer than that
what you have typed, then the word is completed to this common part, and no space is appended:

/interface set e[Tab]_ becomes/interface set et her _

If you've typed just the common part, pressing the tab key once has no effect. However, pressing it
for the second time shows all possible completions in compact form:

[adm n@M kroTi k]
[ adm n@M kroTi k]
[ adm n@M kroTi K]
etherl ether5

[adm n@M kroTi k] > interface set ether_

interface set e[ Tab]_
interface set ether|[Tab] _
interface set ether[Tab] _

vV VYV

The [Tab] key can be used amost in any context where the console might have a clue about
possible values - command names, argument names, arguments that have only several possible
values (like names of items in some lists or name of protocol in firewall and NAT rules).Y ou
cannot complete numbers, |P addresses and similar values.

Another way to press fewer keys while typing is to abbreviate command and argument names. Y ou
can type only beginning of command name, and, if it is not ambiguous, console will accept it as a
full name. So typing:

[adm n@ kroTik] > pi 10.1 ¢ 3 s 100
equal s to:

[adm n@ kroTi k] > ping 10.0.0.1 count 3 size 100
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Notes

Pressing [Tab] key while entering IP address will do a DNS lookup, instead of completion. If what
is typed before cursor is a valid IP address, it will be resolved to a DNS name (reverse resolve),
otherwise it will be resolved directly (i.e. to an IP address). To use this feature, DNS server must be
configured and working. To avoid input lockups any such lookup will timeout after half a second,
so you might have to press[Tab] several times, before the name is actually resolved.

It is possible to complete not only beginning, but also any distinctive substring of a name: if thereis
no exact match, console starts looking for words that have string being completed asfirst letters of a
multiple word name, or that simply contain letters of this string in the same order. If single such
word isfound, it is completed at cursor position. For example:

[adm n@M kr oTi i
i

[adm n@M kr oTi

erface x[TAB] _
erface export _

~ X

nt
nt

]
]

[adm n@M kroTi k] > interface nt[TAB] _
] >

[ adm n@M kroTi k

Additional Information
Description

Built-in Help

interface nonitor-traffic _

The console has a built-in help, which can be accessed by typing ?. General rule is that help shows
what you can type in position where the ? was pressed (similarly to pressing [Tab] key twice, but in

verbose form and with explanations).

Internal Item Numbers

Y ou can specify multiple items as targets to some commands. Almost everywhere, where you can
write the number of item, you can also write alist of numbers:

[adm n@M kroTi k] > interface print

Flags: X - disabled, D - dynamc, R - running
# NAME TYPE Mru
0 Retherl et her 1500
1 R ether2 et her 1500
2 Rether3 et her 1500
3 Rether4 et her 1500
[admi n@M kroTik] > interface set 0,1,2 ntu=1460
[adm n@M kroTi k] > interface print
Fl ags: X - disabled, D - dynamic, R - running
# NAME TYPE
0 Retherl et her 1460
1 R ether2 et her 1460
2 Rether3 et her 1460
3 Rether4 et her 1500

[admi n@M kroTi k] >

General Commands
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Description

There are some commands that are common to nearly al menu levels, namely: print, set, remove,
add, find, get, export, enable, disable, comment, move. These commands have similar behavior
throughout different menu levels.

Command Description

print - shows al information that's accessible from particular command level. Thus, /system clock
print shows system date and time, /ip route print shows all routes etc. If there's a list of items in
current level and they are not read-only, i.e. you can change/remove them (example of read-only
item list is /system history, which shows history of executed actions), then print command also
assigns numbers that are used by all commands that operate with items in thislist. - applicable only
to lists of items. The action is performed with all items in this list in the same order in which they
are given. - forces the print command to use tabular output form - specifies what parameters to
include in printout - forces the print command to use property=value output form - shows the
number of items - prints the contents of the specific submenu into afile. This file will be available
in the router's ftp - shows the output from the print command for every interval seconds - prints the
oid value, which is useful for SNMP - prints the output without paging, to see printed output which
does not fit in the screen, use [Shift]+[PgUp] key combination

set - allows you to change values of general parameters or item parameters. The set command has
arguments with names corresponding to values you can change. Use ? or double [Tab] to see list of
all arguments. If thereisalist of itemsin this command level, then set has one action argument that
accepts the number of item (or list of numbers) you wish to set up. This command does not return
anything.

add - this command usually has all the same arguments as set, except the action number argument.
It adds a new item with values you have specified, usually to the end of list (in places where order is
relevant). There are some values that you have to supply (like the interface for a new route), other
values are set to defaults unless you explicity specify them. - Copies an existing item. It takes
default values of new item's properties from another item. If you do not want to make exact copy,
you can specify new values for some properties. When copying items that have names, you will
usually have to give a new name to a copy - add command returns internal number of item it has
added - places a new item before an existing item with specified position. Thus, you do not need to
use the move command after adding an item to the list - controls disabled/enabled state of the newly
added item(-s) - holds the description of anewly created item

remove - removes item(-s) from alist - contains number(-s) or name(-s) of item(-s) to remove.

move - changes the order of itemsin list where one is relevant. Item numbers after move command
are left in a consistent, but hardly intuitive order, so it's better to resync them by using print after
each move command. - first argument. Specifies the item(-s) being moved. - second argument.
Specifies the item before which to place all items being moved (they are placed at the end of the list
if the second argument is omitted).

find - The find command has the same arguments as set, and an additional from argument which
works like the from argument with the print command. Plus, find command has flag arguments like
disabled, invalid that take values yes or no depending on the value of respective flag. To see all
flags and their names, look at the top of print command's output. The find command returns internal
numbers of all items that have the same values of arguments as specified.
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edit - this command is in every place that has set command, it can be used to edit values of
properties, exempli gratia

[adm n@ D] ip rout e> print
Fl ags: X - di sabl ed, | - invalid, D - dynanmi c, J - rej ected,
C - connect, S - stati c, r - rip, o] - ospf, b - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S 0.0.0.0/0 r 1.1.1.1 1 ether1l
1 DC 10.10.11.0/ 24 r 0.0.0.0 0 et her1
2 DC 10.1.0.0/ 24 r 0.0.0.0 0 et her 2
3 DC 1.1.1.0/ 24 r 0.0.0.0 0 ether1l

[admi n@D] ip route> edit O gateway

Safe Mode

Description

It is possible to change router configuration in a way that will make it not accessible except from
local console. Usually this is done by accident, but there is no way to undo last change when
connection to router is already cut. Safe mode can be used to minimize such risk.

Safe mode is entered by pressing [Ctrl]+[X]. To quit safe mode, press [Ctrl]+[X] again.

[admi n@M kroTik] ip firewall rule input> [Crl]+[X]
[ Saf e Mbde taken]
[adm n@ kroTik] ip firewall rule input<SAFE>

Message Safe Mode taken is displayed and prompt changes to reflect that session is now in safe
mode. All configuration changes that are made (also from other login sessions), while router is in
safe mode, are automatically undone if safe mode session terminates abnormally. You can see al
such changes that will be automatically undone tagged with an F flag in system history:

[admi n@ kroTik] ip firewall rule input<SAFE> add
[admi n@ kroTik] ip firewall rule input<SAFE> /system history print
Fl ags: U - undoable, R - redoable, F - floating-undo
ACTI ON BY PCLI CY
F rul e added admin wite
[admi n@ kroTik] ip firewall rule input<SAFE>

Now, if telnet connection is cut, then after awhile (TCP timeout is 9 minutes) all changes that were
made while in safe mode will be undone. Exiting session by [Ctrl]+[D]emphasis> also undoes all
safe mode changes, while /quit does not.

If another user triesto enter safe mode, he's given following message:

[adm n@M kroTi k] >
Hi j acki ng Safe Mbde from sonmeone - unroll/release/don't take it [u/r/d]:

* [u] - undoes all safe mode changes, and puts the current session in safe mode.
* [d] - leaves everything as-is.
e [r] - keeps al current safe mode changes, and puts current session in a safe mode. Previous
owner of safe mode is notified about this:
[adm n@ kroTik] ip firewall rule input

[ Saf e node rel eased by anot her user]

If too many changes are made while in safe mode, and there's no room in history to hold them all
(currently history keeps up to 100 most recent actions), then session is automatically put out of the
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safe mode, no changes are automatically undone. Thus, it is best to change configuration in small
steps, while in safe mode. Pressing [Ctrl]+[X] twice is an easy way to empty safe mode action list.
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Summary

The MikroTik RouterOS is distributed in the form of software packages. The basic functionality of
the router and the operating system itself is provided by the system software package. Other
packages contain additional software features as well as support to various network interface cards.

Specifications

License required: levell

Home menu level: /system package
Standards and Technologies. ETP
Hardware usage: Not significant

Related Documents

. Basic Setup Guide
. Driver Management

. License Management
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Description

Features

The modular software package system of MikroTik RouterOS has the following features:

* Ability to extend RouterOS functions by installing additional software packages
*  Optimal usage of the storage space by employing modular/compressed system

*  Unused software packages can be uninstalled

*  The RouterOS functions and the system itself can be easily upgraded

*  Multiple packages can beinstalled at once

*  The package dependency is checked before installing a software package. The package will not
beinstaled, if the required software package is missing

*  Theversion of the feature package should be the same as that of the system package

*  The packages can be uploaded on the router using ftp and installed only when the router is
going for shutdown during the reboot process

» If the software package file can be uploaded to the router, then the disk space is sufficient for
the installation of the package

Installation (Upgrade)

Description

Installation or upgrade of the MikroTik RouterOS software packages can be done by uploading the
newer version of the software package to the router and rebooting it.

The software package files are compressed binary files, which can be downloaded from the
MikroTik's web page download section. The full name of the software package consists of a
descriptive name, version number and extension .npk, exempli gratia system-2.8rc3.npk,
router boar d-2.8rc3.npk.

You should check the available hard disk space prior to downloading the package file by issuing
/system resource print command. If there is not enough free disk space for storing the upgrade
packages, it can be freed up by uninstalling some software packages, which provide functionality
not required for your needs. If you have a sufficient amount of free space for storing the upgrade
packages, connect to the router using ftp. Use user name and password of a user with full access
privileges.

Step-by-Step

e Connect to the router using ftp client
*  Select the BINARY mode file transfer
*  Upload the software package files to the router and disconnect
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»  Check theinformation about the uploaded software packages using the /file print command

*  Reboot the router by issuing the /system reboot command or by pressing Ctrl+Alt+Del keys
at the router's console

*  After reboot, verify that the packages were installed correctly by issuing /system package
print command

Notes

The packages uploaded to the router should retain the original name and also be in lowercase.
The installation/upgrade process is shown on the console screen (monitor) attached to the router.

The Free Demo License do not allow software upgrades using ftp. You should do a complete
reinstall from floppies, or purchase the license.

Before upgrading the router, please check the current version of the system package and the
additional software packages. The versions of additional packages should match the version number
of the system software package. The version of the MikroTik RouterOS system software (and the
build number) are shown before the console login prompt. Information about the version numbers
and build time of the installed MikroTik RouterOS software packages can be obtained using the
/system package print command.

Uninstalling

Description

Usually, you do not need to uninstall software packages. However, if you have installed a wrong
package, or you need additional free space to install a new one, you have to uninstall some unused
packages.

In order to uninstall software package, you have to set uninstall property for that package to yes
and reboot the router.

Property Description

uninstall (yes | no; default: no) - If set to yes, schedules the package for uninstallation on next
reboot.

Notes
If apackage is marked for uninstallation, but it is required for another (dependent) package, then the
marked package cannot be uninstalled. Y ou should uninstall the dependent package too. For the list

of package dependencies see the 'Software Package List; section below. The system package will
not be uninstalled even if marked for uninstallation.

Example

Suppose we need to uninstall security package from the router:
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[adm n@M kroTi k] system package> print

BU LD TI ME

oct/ 21/ 2003
oct/ 21/ 2003
oct/ 21/ 2003
oct/ 21/ 2003
oct/ 21/ 2003
oct/ 21/ 2003
oct/ 21/ 2003
oct/ 21/ 2003

Flags: | - invalid
#  NAME VERSI ON
0 system 2. 8bet a8
1 ppp 2. 8bet a8
2 advanced-t ool s 2. 8bet a8
3 dhcp 2. 8bet a8
4 routing 2. 8bet a8
5 security 2. 8bet a8
6 synchr onous 2. 8bet a8
7 wirel ess 2. 8bet a8

[adm n@M kroTi k] system package> set 5 uninstall=yes

[adm n@ kroTi k] > .. reboot

Downgrading
Command name: /system package downgrade

Description

MikroTik RouterOS™ v2.8 features downgrade option. It allows you to downgrade the software via

ftp without losing your license key or reinstalling the router.

Y ou have to choose to what version of RouterOS your present version should be downgraded and
upload relevant packages to your router via ftp. Then you need to issue /system package

downgrade command.

Command Description

downgrade - this command asks your confirmation and reboots the router. After reboot the
software is downgraded (if all needed packages were uploaded to the router)

Example

13:
12:
12:
12:
12:
12:
12:
12:

27:
31:
31:
31:
31:
31:
32:
32:

59
52
42
49
55
47
05
09

UNI NSTALL
no
no
no
no
no
no
no
no

To downgrade the RouterOS™ (we assume that all packages needed are already uploaded):

[admi n@M kroTi k] system package> downgr ade
Router will be rebooted. Continue? [y/N: vy
systemwi || reboot shortly

[adm n@M kroTi k] system package>

Software Package List
Description

System Software Package

The system software package provides the basic functionality of the MikroTik RouterOS, namely:

* |P address management, ARP, static IP routing, policy routing, firewall (packet filtering,
content filtering, masguerading, and static NAT), traffic shaping (queues), IP traffic
accounting, MikroTik Neighbour Discovery, IP Packet Packing, DNS client settings, IP

service (servers)
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*  Ethernet interface support

* IPover IPtunnel interface support

»  Ethernet over IP tunnel interface support

e driver management for Ethernet |SA cards

e seria port management

* loca user management

*  export and import of router configuration scripts

*  backup and restore of the router's configuration

» undo and redo of configuration changes

*  network diagnostics tools (ping, traceroute, bandwidth tester, traffic monitor)
*  bridge support

e system resource management

*  package management

* telnet client and server

* loca and remote logging facility

* winbox server aswell aswinbox executable with some plugins

After installing the MikroTik RouterOS, a free license should be obtained from MikroTik to enable
the basic system functionality.

Additional Software Feature Packages

The table below shows additional software feature packages, extended functionality provided by
them, the required prerequisites and additional licenses, if any.

Name Contents Prerequisites Minimal license level
email client, pingers,
advanced-tools netwatch and other none 1
utilities
support for DSSS
arlan 2.4GHz 2mbps none 4

Aironet | SA cards
DHCP server and

dhcp client support nhone 1
aps wppgg/ifge;G PS none 1
hotspot HotSpot gateway none 1
isdn wppc()jrévfic(;r%I SDN opp 1
lcd support for none 1
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informational LCD
display

ntp

network time
protocol support

none

PpPP

support for PPP,
PPTP, L2TP, PPPoE
and | SDN PPP

none

radiolan

Provides support for
5.8GHz RadioL AN
cards

none

routerboard

support for
Router Boar d-specific
functionsand utilities

none

routing

support for RIP,
OSPF and BGP4

none

security

support for IPSEC,
SSH and secure
WinBox connections

none

synchronous

support for Frame
Relay and Moxa
C101, Moxa C502,
Farsync, Cyclades
PC300, LMC SBE
and XPeed
synchronous cards

none

telephony

| P telephony support
(H.323)

none

ups

APC Smart Mode
UPS support

none

web-proxy

HTTP Web proxy
support

none

wireless

Provides support for

Cisco Aironet cards,

Prismll and Atheros

wireless stations and
APs

none

4 (Wireless Station) /
5 (Wireless Access
Point)
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Description

Major features

* Firewall and NAT - stateful packet filtering; Peer-to-Peer protocol filtering; source and
destination NAT; classification by source MAC, |IP addresses, ports, protocols, protocol
options, interfaces, internal marks, content, matching frequency

* Routing - Static routing; Equal cost multi-path routing; Policy based routing (classification by
source and destination addresses and/or by firewall mark); RIPv1/v2, OSPF v2, BGP v4

» Data Rate Management - per IP/ protocol / subnet / port / firewall mark; HTB, PCQ, RED,
SFQ, byte limited queue, packet limited queue; hierarchical limitation, CIR, MIR, contention
ratios, dynamic client rate equalizing (PCQ)

* HotSpot - HotSpot Gateway with RADIUS authentication/accounting; data rate limitation;
traffic quota; real-time status information; walled-garden; customized HTML login pages; iPass
support; SSL secure authentication

* Point-to-Point tunneling protocols - PPTP, PPPoE and L2TP Access Concentrators and
clients; PAP, CHAP, MSCHAPv1 and MSCHA Pv2 authentication protocols;, RADIUS
authentication and accounting; MPPE encryption; compression for PPPOE; data rate limitation;
PPPOE dial on demand

* Simpletunnels - IPIP tunnels, EolP (Ethernet over IP)

* | Psec - IP security AH and ESP protocols; Diffie-Hellman groups 1,2,5; MD5 and SHA1
hashing algorithms; DES, 3DES, AES-128, AES-192, AES-256 encryption algorithms; Perfect
Forwarding Secresy (PFS) groups 1,2,5

* Web proxy - FTP, HTTP and HTTPS caching proxy server; transparent HT TP caching proxy;
SOCKS protocol support; support for caching on a separate drive; access control lists; caching
lists; parent proxy support

» Caching DNSclient - name resolving for local use; Dynamic DNS Client; local DNS cache
with static entries

* DHCP - DHCP server per interface; DHCP relay; DHCP client; multiple DHCP networks;
static and dynamic DHCP |eases

« Universal Client - Transparent address translation not depending on the client's setup
* VRRP - VRRP protocol for high availability
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« UPnP - Universal Plug-and-Play support

* NTP - Network Time Protocol server and client; synchronization with GPS system
» Monitoring/Accounting - IP traffic accounting, firewall actions logging

* SNMP - read-only access

* M3P - MikroTik Packet Packer Protocol for Wireless links and Ethernet

* MNDP - MikroTik Neighbor Discovery Protocol; also supports Cisco Discovery Protocol
(CDP)
* Tools - ping; traceroute; bandwidth test; ping flood; telnet; SSH; packet sniffer

TCP/IP protocol suite:

» Wireless - IEEE802.11a/b/g wireless client and Access Point; Wireless Distribution System
(WDS) support; virtual AP; 40 and 104 bit WEP; access control list; authentication on RADIUS
server; roaming (for wireless client); Access Point bridging

* Bridge - spanning tree protocol; multiple bridge interfaces; bridge firewalling

* VLAN - IEEE802.1q Virtual LAN support on Ethernet and WLAN links, multiple VLANS;
VLAN bridging

» Synchronous- V.35, V.24, E1/T1, X.21, DS3 (T3) mediatypes; sync-PPP, Cisco HDLC,
Frame Relay line protocols; ANSI-617d (ANDI or annex D) and Q933a (CCITT or annex A)
Frame Relay LMI types

» Asynchronous - serial PPP dial-in/ dial-out; PAP, CHAP, MSCHAPv1 and MSCHAPv2
authentication protocols; RADIUS authentication and accounting; onboard serial ports; modem
pool with up to 128 ports; dial on demand

* ISDN - ISDN did-in/ dia-out; PAP, CHAP, MSCHAPv1 and MSCHAPVv2 authentication
protocols; RADIUS authentication and accounting; 128K bundle support; Cisco HDLC, x75i,
X75Uui, X75bui line protocols; dial on demand

» SDSL - Single-line DSL support; line termination and network termination modes
Layer 2 connectivity

Hardware requirements

» CPU and motherboard - advanced 4th generation (core frequency 100MHz or more), 5th
generation (Intel Pentium, Cyrix 6X86, AMD K5 or comparable) or newer uniprocessor Intel
IA-32 (i386) compatible (multiple processors are not supported)

* RAM - minimum 48 MB, maximum 1 GB:; 64 MB or more recommended

» Hard Drive/Flash - standard ATA interface controller and drive (SCSI and USB controllers
and drives are not supported; RAID controllers that require additional drivers are not supported)
with minimum of 64 MB space

Hardware needed for installation time only

* Floppy-based installation - standard AT floppy controller and 3.5" disk drive connected as the
first floppy disk drive (A); AT, PS/2 or USB keyboard; VGA-compatible video controller card
and monitor

* CD-based installation - standard ATA/ATAPI interface controller and CD drive supporting
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"El Torito" bootable CDs (you might need aso to check if the router's BIOS supports booting
from thistype of media); AT, PS/2 or USB keyboard; VGA-compatible video controller card
and monitor

* Floppy-based network installation - standard AT floppy controller and 3.5" disk drive
connected as the first floppy disk drive (A); PCI Ethernet network interface card supported by
MikroTik RouterOS (see the Device Driver List for the list)

* Full network-based installation - PCI Ethernet network interface card supported by MikroTik
RouterOS (see the Device Driver List for the list) with PXE or EtherBoot extension booting
ROM (you might need also to check if the router's BIOS supports booting from network)

Depending on installation method chosen the router must have the following hardware:

Configuration possibilities

RouterOS provides powerful command-line configuration interface. You can also manage the
router through WinBox - the easy-to-use remote configuration GUI for Windows -, which provides
all the benefits of the command-line interface, without the actual "command-line", which may scare
novice users. Major features:

*  Clean and consistent user interface

*  Runtime configuration and monitoring
e Multiple connections

e Userpolicies

e Action history, undo/redo actions

»  safe mode operation

e Scripts can be scheduled for executing at certain times, periodically, or on events. All
command-line commands are supported in scripts

 Local terminal console - AT, PS/2 or USB keyboard and V GA-compatible video controller
card with monitor

 Serial console - First RS232 asynchronous serial port (usually, onboard port marked as
COM1), which is by default set to 9600bit/s, 8 data bits, 1 stop bit, no parity

When router is not configured, there are only two ways to configure it:

* Local teminal console - AT, PS/2 or USB keyboard and VV GA-compatible video controller card
with monitor

 Serial console - any (you may choose any one; the first, a'so known as COM1, is used by
default) RS232 asynchronous serial port, which is by default set to 9600bit/s, 8 data bits, 1 stop
bit, no parity

» Telnet - telnet server isrunning on 23 TCP port by default

* SSH - SSH (secure shell) server isrunning on 22 TCP port by default (available only if security
package is installed)

* MAC Telnet - MikroTik MAC Telnet potocol server is by default enabled on all Ethernet-like
interfaces

* Winbox - Winbox is a RouterOS remote administration GUI for Windows, that use 3986 TCP
port (or 3987 if security package isinstalled)
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After the router is configured, it may be managed through the following interfaces:
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Description
General Information

Summary
The document lists the drivers, included in MikroTik RouterOS and the devices that are tested to

work with MikroTik RouterOS. If a device is not listed here, it does not mean the device is not
supported, it still may work. It just means that the device was not tested.

Ethernet
Packages required: system

Description

3Com 509 Series

Chipset type: 3Com 509 Series |SA 10Base
Compatibility:
»  3Com EtherLink I11

3Com FastEtherLink

Chipset type: 3Com 3¢590/3¢900 (3Com FastEtherLink and FastEtherLink XL) PCI 10/100Base

Compatibility:
. 3c590 Vortex 10BaseT
e 3c592 chip

e 3c595 Vortex 100BaseTX

e 3c595 Vortex 100BaseT4

e 3c595 Vortex 100Base-Ml|

e 3c597 chip

 3Com Vortex

e 3c900 Boomerang 10BaseT

e 3c900 Boomerang 10Mbit/s Combo
e 3c900 Cyclone 10Mbit/s Combo
e 3c900B-FL Cyclone 10Base-FL
e 3c905 Boomerang 100BaseT X

e 3c905 Boomerang 100BaseT4

e 3c905B Cyclone 100BaseT X
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e 3c905B Cyclone 10/100/BNC
e 3c905B-FX Cyclone 100BaseFX
*  3c905C Tornado

e 3c980 Cyclone

e 3cSOHO100-TX Hurricane

¢ 3CSOHO100B-TX

e 3c555 Laptop Hurricane

*  3c575 Boomerang CardBus

*  3CCFE575 Cyclone CardBus
*  3CCFE656 Cyclone CardBus
e 3c575 series CardBus

»  3Com Boomerang

ADMtek Pegasus

Chipset type: ADMtek Pegasus/Pegasus |1 USB 10/100BaseT
Compatibility:

e Planet 10/100Base-TX USB Ethernet Adapter UE-9500

*  LinksysInstant EtherFast 10/100 USB Network Adapter USB100TX

AMD PCnet

Chipset type: AMD PCnet/PCnet 11 ISA/PCI 10BaseT
Compatibility:

* AMD PCnet-ISA

e AMD PCnet-ISA Il

« AMD PCnet-PCI 11

*  AMD 79C960 based cards

AMD PCnet32

Chipset type: AMD PCnet32 PCI 10BaseT and 10/100BaseT
Compatibility:
e AMD PCnet-PCI

e AMD PCnet-32
*  AMD PCnet-Fast
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Broadcom Tigon3

Chipset type: Broadcom Tigon3 PCI 10/100/1000BaseT
Compatibility:

*  Broadcom Tigon3 570x

*  Broadcom Tigon3 5782

*  Broadcom Tigon3 5788

*  Broadcom Tigon3 5901

*  Broadcom Tigon3 5901-2

»  SysKonnect SK-9Dxx Gigabit Ethernet
»  SysKonnect SK-9Mxx Gigabit Ethernet
* Altima AC100x

e AltimaAC9100

Davicom DM9102

Chipset type: Davicom DM9102 PCI 10/100Base
Compatibility:

» Davicom DM9102

*  Davicom DM9102A

«  Davicom DM9102A+DM9801

«  Davicom DM9102A+DM 9802

DEC 21x4x 'Tulip'

Chipset type: DEC 21x4x "Tulip" PCI 10/100Base
Compatibility:

» Digita DC21040 Tulip

» Digita DC21041 Tulip

» Digita DS21140 Tulip

e 21140A chip

e 21142 chip

 Digital DS21143 Tulip

e D-Link DFE 570TX 4-port
* Lite-On82c168 PNIC

*  Macronix 98713 PMAC
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Macronix 98715 PMAC
Macronix 98725 PMAC
ASIX AX88140

Lite-On LC82C115 PNIC-II
ADMtek AN981 Comet
Compex RL100-TX

Intel 21145 Tulip

IMC QuikNic FX

Conexant LANfinity

Intel EtherExpressPro

Chipset type: Intel 182557 "Speedo3" (Intel EtherExpressPro) PCl 10/100Base
Compatibility:

Intel 182557/182558/182559ER/i82801BA-7 EtherExpressPro PCI cards

Intel PRO/1000

Chipset type: Intel i8254x (Intel PRO/1000) PCI 10/100/1000Base
Compatibility:

Intel PRO/1000 Gigabit Server Adapter (182542, Board IDs: 700262-xxX, 717037-XXX)

Intel PRO/1000 F Server Adapter (182543, Board IDs: 738640-xxx, A38888-xxX)

Intel PRO/1000 T Server Adapter (182543, Board IDs. A19845-xxx, A33948-xxX)

Intel PRO/1000 XT Server Adapter (182544, Board IDs. A51580-xxx)

Intel PRO/1000 XF Server Adapter (182544, Board IDs: A50484-xxx)

Intel PRO/1000 T Desktop Adapter (182544, Board IDs. A62947-xXX)

Intel PRO/1000 MT Desktop Adapter (182540, Board IDs. A78408-xxx, C91016-xxX)

Intel PRO/1000 MT Server Adapter (182545, Board IDs. A92165-xxx, C31527-xxX)

Intel PRO/1000 MT Dual Port Server Adapter (182546, Board IDs: A92111-xxx, C29887-xxX)
Intel PRO/1000 MT Quad Port Server Adapter (182546, Board IDs. C32199-xxx)

Intel PRO/1000 MF Server Adapter (182545, Board IDs: A91622-xxx, C33915-xxx)

Intel PRO/1000 MF Server Adapter (LX) (182545, Board IDs. A91624-xxx, C33916-XxX)
Intel PRO/1000 MF Dual Port Server Adapter (182546, Board IDs. A91620-xxx, C30848-xxXx)

Marvell Yukon

Chipset type: Marvell Yukon 88E80xx PCI 10/100/1000Base
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Compatibility:

*  3Com 3C940 Gigabit LOM Ethernet Adapter

e 3Com 3C941 Gigabit LOM Ethernet Adapter

 Allied Telesyn AT-2970L X Gigabit Ethernet Adapter
 Allied Telesyn AT-2970L X/2SC Gigabit Ethernet Adapter
 Allied Telesyn AT-2970SX Gigabit Ethernet Adapter

* Allied Telesyn AT-2970SX/2SC Gigabit Ethernet Adapter
 Allied Telesyn AT-2970TX Gigabit Ethernet Adapter
 Allied Telesyn AT-2970TX/2TX Gigabit Ethernet Adapter
 Allied Telesyn AT-2971SX Gigabit Ethernet Adapter
 Allied Telesyn AT-2971T Gigabit Ethernet Adapter
 DGE-530T Gigabit Ethernet Adapter

* EG1032 v2 Instant Gigabit Network Adapter
 EG1064 v2 Instant Gigabit Network Adapter

*  Marvell 88E8001 Gigabit LOM Ethernet Adapter

Marvell RDK-80xx Adapter

*  Marvell Yukon Gigabit Ethernet 10/100/1000Base-T Adapter
 N-Way PCI-Bus Giga-Card 1000/100/10Mbps(L)

e SK-9521 10/100/1000Base-T Adapter

*  SK-98xx Gigabit Ethernet Server Adapter

e SMC EZ Card 1000

*  Marvell Yukon 88E8010 based

e Marvell Yukon 88E8003 based

*  Marvell Yukon 88E8001 based

National Semiconductor DP83810

Chipset type: National Semiconductor DP83810 PCI 10/100BaseT
Compatibility:
*  RouterBoard 200 built-in Ethernet

*  RouterBoard 24 4-port Ethernet
NS DP8381x-based cards

National Semiconductor DP83820

Chipset type: National Semiconductor DP83820 PCI 10/100/1000BaseT
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Compatibility:
. Planet ENW-9601T
NS DP8382x-based cards

NE2000 ISA

Chipset type: NE2000 ISA 10Base
Compatibility:

. various | SA cards

NE2000 PCI

Chipset type: NE2000 PCI 10Base
Compatibility:

* ReadTek RTL-8029

e Winbond 89C940 and 89C940F
e Compex RL2000

« KTIET32P2

e NetVin NV5000SC

* Via86C926

e SureCom NE34

*  Holtek HT80232

*  Holtek HT80229

e IMC EtherNic/PCI FO

NS8390

Chipset type: NS8390 PCMCIA/CardBus 10Base
Compatibility:
*  D-Link DE-660 Ethernet

*  NE-2000 Compatible PCMCIA Ethernet
e NS8390-based PCMCIA cards

RealTek RTL8129

Chipset type: Real Tek RTL8129 PCI 10/100Base
Compatibility:
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. Real Tek RTL8129 Fast Ethernet

. Real Tek RTL8139 Fast Ethernet
 RTL8139A/B/C chip

* RTL8130 chip

¢ SMC1211TX EZCard 10/100 (Real Tek RTL8139)
*  Accton MPX5030 (Rea Tek RTL8139)

. D-Link DFE 538TX

RealTek RTL8169

Chipset type: Real Tek RTL8169 PCI 10/100/1000Base
Compatibility:
* ReaTek RTL8169 Gigahit Ethernet

Not recommended: may lock up the router
Sundance ST201 'Alta’

Chipset type: Sundance ST201 "Alta" PCl 10/100Base

Compatibility:

* D-Link DFE-550TX Fast Ethernet Adapter

*  D-Link DFE-550FX 100Mbps Fiber-optics Adapter

* D-Link DFE-580TX 4-port Server Adapter (not recommended: may lock up the system)
*  D-Link DFE-530TXS Fast Ethernet Adapter

e D-Link DL10050-based FAST Ethernet Adapter

*  Sundance ST201 "Alta" chip

*  Kendin KS8723 chip

Tl ThunderLAN

Chipset type: TI ThunderLAN PCI 10/100Base
Compatibility:

e Compaq Netelligent 10 T

*  Compaq Netelligent 10 T/2

*  Compaq Netelligent 10/100 TX

e Compaq NetFlex-3/P

*  Olicom OC-2183

*  Olicom OC-2185

Page 42 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



. Olicom OC-2325
. Olicom OC-2326

VIA vt612x 'Velocity'

Chipset type: VIA vt612x "Velocity" PCI 10/100/1000Base
Compatibility:
« VIAVT6120

«  VIAVT6121
«  VIAVT6122

VIA vt86¢c100 'Rhine'

Chipset type: VIA vt86¢100 "Rhine" PCI 10/100Base
Compatibility:

*  VIA Rhine (vt3043)

*  VIA Rhinell (vt3065 AKA vt86¢100)

e VIA VT86C100A Rhine

*  VIAVT6102 Rhine-11

*  VIA VT6105 Rhine-1ll

« VIAVT6105M Rhine-1ll

*  RouterBOARD 44 4-port Fast Ethernet card

. D-Link DFE 530TX

Winbond w89c840

Chipset type: Winbond w89¢840 PCI 10/100Base
Compatibility:

e Winbond W89c840

Compex RL100-ATX

Notes

For ISA cards load the driver by specifying the 1/0 base address. IRQ is not required.

Wireless
Packages required: wireless
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Description

Atheros

Chipset type: Atheros AR5001X PC/PCI 11/54Mbit/s IEEE802.11a/b/g
Compatibility:

Intel 5000 series
Dlink DWL-A520
Dlink DWL-G650

Atheros AR5000 chipset series based IEEE802.11a (AR5210 MAC plus AR5110 PHY chips)
cards

Atheros ARS5001A chipset series based IEEE802.11a (AR5211 MAC plus AR5111 PHY
chips) cards

Atheros AR5001X chipset series based IEEE802.11a (AR5211 MAC plus AR5111 PHY
chips), IEEE802.11b/g (AR5211 MAC plus AR2111 PHY chips), IEEE802.11a/b/g (AR5211
MAC plus AR5111 and 2111 PHY chips) cards

Atheros AR5001X+ chipset series based IEEE802.11a (AR5212 MAC plus AR5111 PHY
chips), IEEE802.11b/g (AR5212 MAC plus AR2111 PHY chips), IEEE802.11a/b/g (AR5212
MAC plus AR5111 and 2111 PHY chips) cards

Atheros AR5002X+ chipset series based IEEE802.11b/g (AR5212 MAC plus AR2112 PHY
chips), IEEE802.11a/b/g (AR5212 MAC plus AR5112 PHY chips) cards

Atheros AR5004X+ chipset series based IEEE802.11b/g (AR5213 MAC plus AR2112 PHY
chips), IEEE802.11a/b/g (AR5213 MAC plus AR5112 PHY chips) cards

Cisco/Aironet

Chipset type: Cisco/Aironet ISA/PCI/PC 11Mbit/s IEEE802.11b
Compatibility:

Aironet ISA/PCI/PC4800 2.4GHz DS 11Mbit/s Wireless LAN Adapters (100mW)
Aironet | SA/PCI/PC4500 2.4GHz DS 2Mbit/s Wireless LAN Adapters (100mW)
CISCO AIR-PCI340 2.4GHz DS 11Mbit/s Wireless LAN Adapters (30mW)

CISCO AIR-PCI/PC350/352 2.4GHz DS 11Mbit/s Wireless LAN Adapters (100mw)

Intersil Prism I

Chipset type: Intersil Prism II PC/PCI 11Mbit/s IEEE802.11b
Compatibility:

Intersil PRISM2 Reference Design 11Mbit/s IEEE802.11b WLAN Card
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e GemTek WL-211 WirelessLAN PC Card

*  Compag WL100/200 11Mbit/s 802.11b WLAN Card

e Compaq iPag HNW-100 11Mbit/s 802.11b WLAN Card
e Samsung SWL2000-N 11Mbit/s 802.11b WLAN Card

e Z-Com XI1300 11Mbit/s 802.11b WLAN Card

e ZoomAir 4100 11Mbit/s 802.11b WLAN Card

*  LinksysWPC11 11Mbit/s 802.11b WLAN Card

e Addtron AWP-100 11Mbit/s 802.11b WLAN Card

e D-Link DWL-650 11Mbit/s 802.11b WLAN Card

e SMC 2632W 11Mbit/s 802.11b WLAN Card

*  BroMax Freeport 11Mbit/s 802.11b WLAN Card

* Intersil PRISM2 Reference Design 11Mbit/s WLAN Card
*  Bromax OEM 11Mbit/s 802.11b WLAN Card (Prism 2.5)
 coregaK.K. WiredessLAN PCC-11

 coregaK.K. WirelessLAN PCCA-11

* CONTEC FLEXSCAN/FX-DDS110-PCC

*  PLANEX GeoWave/GW-NS110

*  Ambicom WL1100 11Mbit/s 802.11b WLAN Card

* LeArtery SYNCBYAIR 11Mbit/s 802.11b WLAN Card

*  Intermec MobileLAN 11Mbit/s 802.11b WLAN Card

* NETGEAR MA401 11Mbit/s 802.11 WLAN Card

e Intersil PRISM Freedom 11Mbit/s 802.11 WLAN Card

* OTCWirelessAirEZY 2411-PCC 11Mbit/s 802.11 WLAN Card
e Z-Com XI-325HP PCMCIA 200mW Card

e Z-Com X1-626 Wireless PCI Card

Note If planned to use WEP with Prism cards see link for more information: Wireless Security

WaveLAN/ORINOCO

Chipset type: Lucent/Agere/Proxim WaveL AN/ORINOCO ISA/PC 11Mbit/s IEEE802.11b
Compatibility:

*  WaveL AN Bronze/Gold/Silver ISA/PCMCIA

Aironet Arlan

Packages required: arlan
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Description

Thisisdriver for legacy Aironet Arlan cards, not for newer Cisco/Aironet cards.
Chipset type: Aironet Arlan IC2200 ISA 2Mbit/s IEEES02.11b

Compatibility:

*  Aironet Arlan 655

RadioLAN
Packages required: radiolan

Description

Thisisdriver for legacy RadioLAN cards.

Chipset type: RadioLAN ISA/PC 10Mbit/s 5.8GHz
Compatibility:

* RadioLAN ISA card (Model 101)
 RadioLAN PCMCIA card

Synchronous Serial
Packages required: synchronous

Description

« MoxaC101 ISA and PCI V.35 (4 Mbit/s)
*  MoxaC502 PCI 2-port V.35 (8 Mbit/s)

e Cyclades PCl PC-300 V.35 (5 Mhit/s)

*  CycladesPCl PC-300 EV/T1

e FarSync PCI V.35/X.21 (8.448 Mbit/s)

«  LMC/SBEI wanPCI-1T1E1 PCl TI/E1 (also known as DS1 or LMC1200P, 1.544 Mbit/s or
2.048 Mbit/s)

 LMC/SBEI wanPCI-1T3 PCI T3 (also known as DS3, 44.736Mbit/s)

e Sangoma S5141 (dual-port) and S5142 (quad-port) PCI RS232/V.35/X.21 (4Mbit/s - primary
port and 512K bit/s - secondary ones)

e Sangoma S5148 (single-port) and S5147 (dua-port) PCI EL/T1

Asynchronous Serial
Packages required: system
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Description

. Standard Communication Ports Com1 and Com2

 Moxa Smartio C104H/PCI, CP-114, CT-114, CP-132, C168H, CP-168H, and CP-168U PClI
2/4/8 port up to 4 cards (up to 32 ports)

*  Cyclades Cyclom-Y and Cyclades-Z Series PCI cards up to 64 ports per card, up to 4 cards (up
to 256 ports)

TCL DataBooster 4 or 8 PCI 4/8 port cards

e Sangoma S514/56 PCI 56 or 64Kbit/s DDS DSU with secondary 128Kbit/s RS232 port (Note:
this card is not for modem pools or serial terminals)

ISDN
Packages required: isdn
Description

PCI I1SDN cards:

*  Eicon.Diehl Diva PCI

e Sedlbauer Speed Card PCI

*  ELSA Quickstep 1000PCI

*  Traverse Technologie NETjet PCl SO card
» TelesPCI

*  Dr. Neuhaus Niccy PCI

e AVM Fritz PCI

*  Gazel PCI ISDN cards

*  HFC-2BS0 based PCI cards (Telelnt SA1)
*  Winbond W6692 based PCI cards

VolP
Packages required: telephony
Description

H.323 Protocol VolP Analog Gateways

*  QuickNet LineJack ISA

*  QuickNet PhoneJack ISA

*  Voicetronix V4PCI - 4 analog telephone lines cards
o Zaptel X.100P IP telephony card (1 analog line)
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xDSL
Packages required: synchronous

Description

Xpeed 300 SDSL cards (up to 6.7km twisted pair wire connection, max 2.3Mbit/s)
HomePNA

Packages required: system

Description

Linksys HomeL ink Phoneline Network Card (up to 10Mbit/s home network over telephone line)
LCD

Packages required: |cd

Description

*  Crystafontz Intelligent Serial LCD Module 632 (16x2 characters)
*  Powertip Character LCD Module PC2404 (24x4 characters)
PCMCIA Adapters

Packages required: system

Description

*  Vadem VG-469 PCMCIA-ISA adapter (one or two PCMCIA ports)
*  RICOH PCMCIA-PCI Bridge with R5C475 Il or RC476 11 chip (one or two PCMCIA ports)

*  CISCO/Aironet PCMCIA adapter (ISA and PCI versions) for CISCO/Aironet PCMCIA cards
only

GPRS Cards
Packages required: wireless

Description

*  MikroTik-supplied GPRS card
For more information, see interface list.
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Driver Management
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Description
Notes

General Information

Summary

Device drivers represent the software interface part of installed network devices. Some drivers are

included in the system software package and some in additional feature packages.

For complete list of supported devices and respective device driver names please consult the

'Related Documents' section.

The device drivers for PCI, miniPCI, PC (PCMCIA) and CardBus cards are loaded automatically.
Other network interface cards (most ISA and PCI ISDN cards) require the device drivers to be

loaded manually using the /driver add command.

Users cannot add their own device drivers, only driversincluded in the Mikrotik RouterOS software
packages can be used. If you need a support for a device, which hasn't a driver yet, you are

welcome to suggest it at suggestion page on our web site.

Home menu levdl: /driver

Standards and Technologies: PCI, | SA, PCMCI A, miniPCI, CardBus

Hardware usage: Not significant

Related Documents

. Package Management

. License Management

. Device Driver List
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Loading Device Drivers
Home menu level: /driver

Description

In order to use network interface card which has a driver that is not loaded automatically, exempli
gratia NE2000 compatible ISA card, you need to add driver manually. This is accomplished by
issuing add command under the driver submenu level.

To see system resources occupied by the installed devices, use the /system resource io print and
/system resourceirq print commands.

Property Description

io (integer) - input-output port base address

irqg (integer) - interrupt request number

isdn-protocol (euro | german; default: euro) - line protocol setting for ISDN cards
memory (integer; default: 0) - shared memory base address

name (name) - driver name

Notes

Not all combinatios of irq and io base addresses might work on your particular system. It is
recommended, that you first find an acceptable irq setting and then try different i/o base addresses.

If you need to specify hexadecimal values instead of decimal for the argument values, put Ox before
the number.

To seethelist of available drivers, issue the /driver add name ? command.
The resource list shows only those interfaces, which are enabled.
Typical io valuesfor ISA cards are 0x280, 0x300 and 0x320

Example

To view thelist of available drivers, do the following:

[adm n@M kroTi k] driver> add nanme ?
3c509 ¢101 lance ne2k-isa pc-isa
[adm n@M kroTi k] driver> add nane

To see system resources occupied by the devices, use the /system resource io print and /system
resourceirq print commands:

[adm n@M kroTi k] systemresource> io print
- RANGE ONNER

PORT

0x20- Ox3F AP|I C
0x40- Ox5F tinmer
0x60- Ox6F keyboard
0x80- Ox8F DIVA
0OxA0- OxBF API C
0xC0- OxDF DIVA
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0xFO0- OxFF FPU
0x100- 0x13F [ prism_cs]
0x180- Ox1BF [orinoco_cs]
0x1F0- Ox1F7 IDE 1
0x3D4- 0x3D5 [ cgal
0x3F6- 0x3F6 IDE 1
0x3F8- Ox3FF serial port
0xCF8- OxCFF [ PCl conf1]
0x1000- Ox10FF [ Nat i onal Semi conductor Corporation DP83815 (MacPhyter) Et...
0x1000- Ox10FF etherl
0x1400- Ox14FF [ Nat i onal Sem conductor Corporation DP83815 (MacPhyter) Et...
0x1400- Ox14FF et her 2
0x1800- Ox18FF PCl device 100b: 0511 (National Sem conductor Corporation)]
0x1C00- 0x1C3F PCl device 100b: 0510 (National Sem conductor Corporation)]
0x1CA40- Ox1C7F PCl device 100b: 0510 (National Sem conductor Corporation)]
0x1C80- 0x1CBF PCl device 100b: 0515 (Nati onal Sem conductor Corporation)]
0x1CC0- 0x1CCF Nat i onal Sem conductor Corporation SCx200 | DE]
0x4000- 0x40FF PCl CardBus #01]
0x4400- 0x44FF PCl CardBus #01]
0x4800- 0x48FF PCl Car dBus #05]
0x4C00- 0x4CFF PCl Car dBus #05]
[adm n@M kroTi k] systemresource> irq print
Fl ags: U - unused
I RQ OMNER
1 keyboard
2 API C
uas
4 serial port
us
Uue6
uv
us
9 etherl
10 ether2

11 [Texas Instruments PCl 1250 PC card Cardbus Controller]
11 [Texas Instrunents PCl 1250 PC card Cardbus Controller (#2)]
11 [prisnR_cs]
11 [orinoco_cs]
12 [usb-ohci]
U 13
14 IDE 1

[adm n@M kroTi k] system resource>

Suppose we need to load a driver for a NE2000 compatible ISA card. Assume we had considered
the information above and have checked avalable resources in our system. To add the driver, we
must do the following:

[adm n@M kroTi k] driver> add nane=ne2k-isa i 0=0x280
[adm n@/l kroTi k] driver> print

Flags: | - invalid, D- dynanic
# DRI VER IRQIO MEMORY | SDN- PROTOCCL
0 D Real Tek 8139
1 D Intel EtherExpressPro
2 D PCl NE2000
3 I SA NE2000 280
4 Moxa Cl01 Synchronous C8000

[adm n@M kroTi k] driver>

Removing Device Drivers

Description

Y ou can remove only statically loaded drivers, id est those which do not have the D flag before the
driver name. The device drivers can be removed only if the appropriate interface has been disabled.
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To remove a device driver use the /driver remove command. Unloading a device driver is useful
when you swap or remove a network device - it saves system resources by avoiding to load drivers
for removed devices.

The device driver needs to be removed and loaded again, if some parameters (memory range, i/o
base address) have been changed for the network interface card.

Notes on PCMCIA Adapters

Description

Currently only the following PCMCIA-ISA and PCMCIA-PCI adapters are tested to comply with
MikroTik RouterOS:

* RICOH PCMCIA-PCI Bridge with R5C475 Il or RC476 11 chip (one or two PCMCIA ports)

CISCO/Aironet PCMCIA adapter (ISA and PCI versions) for CISCO/Aironet PCMCIA cards
only

Other PCMCIA-1SA and PCM CIA-PCI adapters might not function properly.
Notes

The Ricoh adapter might not work properly with some older motherboards. When recognized
properly by the BIOS during the boot up of the router, it should be reported under the PCI device
listing as "PCI/CardBus bridge". Try using another motherboard, if the adapter or the PCMCIA card
are not recognized properly.

The maximum number of PCMCIA ports for asingle system is equal to 8. If you will try to install 9
or more ports (no matter one-port or two-port adapters), no one will be recognized.
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General Interface Settings
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Traffic Monitoring

Description
Notes

Example

General Information

Summary

MikroTik RouterOS supports a variety of Network Interface Cards as well as some virtua
interfaces (like VLAN, Bridge, etc.). Each of them has its own submenu, but there is aso alist of
all interfaces where some common properties can be configured.

Related Documents

. Wireless Client and Wireless Access Point Manual

*  Bridge Interfaces

e ARLAN 655 Wireless Client Card

e CISCO/Aironet 2.4GHz 11Mbps Wireless | nterface
*  Cyclades PC300 PCI Adapters

»  Ethernet Interfaces

*  EolP Tunnel Interface

* FarSync X.21 Interface

*  FrameRelay (PVC, Private Virtual Circuit) | nterface
* |PIP Tunnel Interfaces

* |SDN (Integrated Services Digital Network) I nterface
 L2TPInterface

* MOXA C101 Synchronous I nterface
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« MOXA C502 Dual-port Synchronous I nterface
e PPP and Asynchronous I nterfaces

e  PPPOE Interface

e PPTPInterface

e« RadiolL AN 5.8GHz Wireless I nterface

e VLAN Interface

Xpeed SDSL Interface

Description

The Manual describes general settings of MikroTik RouterOS interfaces.

Interface Status
Home menu level: /interface
Property Description

name (text) - the name of the interface
status - shows the interface status

type (read-only: arlan | bridge | cyclades | eoip | ethernet | farsync | ipip | isdn-client | isdn-server |
|2tp-client | 12tp-server | moxa-c101 | moxa-c502 | mtsync | pc | ppp-client | ppp-server | pppoe-client
| pppoe-server | pptp-client | pptp-server | pvc | radiolan | sbe | vian | wavelan | wireless | xpeed) -
interface type
mtu (integer) - maximum transmission unit for the interface (in bytes)
rx-rate (integer; default: 0) - maximum data rate for receiving data

* 0-nolimits

tx-rate (integer; default: 0) - maximum data rate for transmitting data
* 0-no limits

Example
To seethelist of all available interfaces:

[adm n@M kroTi k] interface> print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE RX- RATE TX- RATE MIruU

0 Retherl et her 0 0 1500
1 R bridgel bri dge 0 0 1500
2 R ether2 et her 0 0 1500
3 Rwanl w an 0 0 1500

[adm n@M kroTi k] interface>

Traffic Monitoring

Command name: /interface monitor-traffic
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Description

The traffic passing through any interface can be monitored.

Notes

One or more interfaces can be monitored at the same time.

Example

Multiple interface monitoring:

[adm n@M kroTi k] interface> nonitor-traffic etherl,w anl
recei ved- packet s- per-second: 1 0
recei ved- bit s-per-second: 475bps Obps
sent - packet s- per-second: 1 1
sent - bi t s- per-second: 2.43kbps 198bps
-- [Qquit|D dump| Gz pause]
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FarSync X.21 Interface

Document revision 1.1 (Fri Mar 05 08:14:24 GMT 2004)
This document appliesto V

Table of Contents

Table of Contents
Genera Information

Summary

Specifications

Related Documents

Additional Documents
Synchronous Interface Configuration

Description

Property Description

Example

Troubleshooting
Description

Synchronous Link Applications
MikroTik router to MikroTik router
MikroTik router to MikroTik router P2P using X.21 line
MikroTik router to Cisco router using X.21 line
MikroTik router to MikroTik router using Frame Relay

General Information

Summary

The MikroTik RouterOS supports FarSync T-Series X.21 synchronous adapter hardware. These
cards provide versatile high performance connectivity to the Internet or to corporate networks over
leased lines.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface farsync

Standards and Technologies. X.21, Frame Relay, PPP
Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
. Log Management
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Additional Documents

. http: //www.farsite.co.uk/

Synchronous Interface Configuration
Home menu level: /interface farsync

Description

Y ou can change the interface name to a more descriptive one using the set command. To enable the
interface, use the enable command.

Property Description

hdlc-keepalive (time; default: 10s) - Cisco HDL C keepalive period in seconds

clock-rate (integer; default: 64000) - the speed of internal clock

clock-source (external | internal; default: external) - clock source

disabled (yes| no; default: yes) - shows whether the interface is disabled

frame-relay-dce (yes | no; default: no) - operate in Data Communications Equipment mode
frame-relay-Imi-type (ans | ccitt; default: ansi) - Frame Relay Local Management Interface type
line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol

media-type (V24 | V35 | X21; default: V35) - type of the media

mtu (integer; default: 1500) - Maximum Transmit Unit

name (name; default: far syncN) - assigned interface name

Example

[adnmi n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running

# NAVE TYPE

0 Retherl et her 1500
1 X farsyncl farsync 1500
2 X farsync2 farsync 1500

[adm n@M kr oTi K]
[ admi n@M kr oTi K]
[ adm n@M kr oTi K]
[ adm n@M kr oTi K]
Fl ags: X - disabl

nterface>

nterface> enable 1
nterface> enabl e farsync2
interface print

i
i
i
>
ed, D - dynanmic, R - running

# NAME TYPE

0 Retherl et her 1500
1 farsyncl farsync 1500
2 farsync2 farsync 1500

[adm n@M kroTi k] interface>farsync
[adm n@M kroTi k] interface farsync> print
Flags: X - disabled, R - running
0 nane="farsyncl" mu=1500 |i ne-protocol =sync-ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-source=ext ernal chdl c-keepal i ve=10s
frame-rel ay-1m-type=ansi frane-rel ay-dce=no

1 nane="farsync2" mu=1500 |i ne-protocol =sync-ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-source=external chdl c-keepalive=10s
frame-relay-Im-type=ansi frane-rel ay-dce=no
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[adm n@M kroTi k] interface farsync>

Y ou can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface farsync> nonitor 0
card-type: T2P FarSync T-Series
state: running
firmare-id: 2
firmvare-version: 0.7.0

physi cal - medi a: V35
cabl e: detected
cl ock: not-detected

i nput -signals: CTS

out put-signals: RTS DIR

[adm n@M kroTi k] interface farsync>

Troubleshooting

Description

* Thefarsyncinterface does not show up under theinterfacelist
Obtain the required license for synchronous feature

e Thesynchronouslink does not work
Check the cabling and the line between the modems. Read the modem manual

Synchronous Link Applications

MikroTik router to MikroTik router

Let us consider the following network setup with two MikroTik routers connected to a leased line
with baseband modems:
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Internet

interface Public
address 10.1.1.12524

interface fsync
address 1.1.1.2/32

Baseband Modermn MlikraTik V.3
interface farsync 0 hikraTik Baseband hodem
__ address 1.1.1.1542 ’ _____________
interface ether? — intetface etherl
address 10.0.0.254,24 address 192 168.0.254524
LAMN LAMN
10.0.00524 192.168.00/24

The interface should be enabled according to the instructions given above. The IP addresses
assigned to the synchronous interface should be as follows:

[adm n@ kroTi k] ip address> add address 1.1.1.1/32 interface farsyncl \
\... network 1.1.1.2 broadcast 255.255.255. 255

[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynanic

#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2

1 192. 168. 0. 254/ 24 192. 168. 0. 254 192.168.0.255 etherl

2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 farsyncl
admi n@J kroTi k] ip address> /ping 1.1.1.2

1.1.2 64 byte pong: ttl =255 tinme=31 ns

1.1.2 64 byte pong: ttl =255 tinme=26 ns

1.1.2 64 byte pong: ttl =255 tinme=26 ns

packets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/27.6/31 ns

adm n@ kroTi k] i p address>

[
1
1
1
3
:
[

Note that for the point-to-point link the network mask is set to 32 bits, the argument network is set
to the | P address of the other end, and the broadcast address is set to 255.255.255.255. The default
route should be set to the gateway router 1.1.1.2:

[adm n@ kroTi k] ip route> add gateway 1.1.1.2
[adm n@ kroTi k] ip route> print

Flags: X - disabled, | - invalid, D - dynanmc, J - rejected,

C - connect, S - static, R- rip, O- ospf, B - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 1.1.1.2 1 farsyncl
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1 DC 10.0.0.0/ 24 r 10.0.0. 254 1 et her 2
2 DC 192.168. 0.0/ 24 r 192.168.0.254 O etherl
3 DC1.1.1.2/32 r 0.0.0.0 0 farsyncl

[adm n@M kroTi k] ip route>
The configuration of the MikroTik router at the other end is similar:

[adm n@M kroTi k] ip address> add address 1.1.1.2/32 interface fsync \
\... network 1.1.1.1 broadcast 255.255. 255. 255
[adm n@M kroTi k] ip address> print
Flags: X - disabled, I - invalid, D- dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 10.1.1.12/ 24 10.1.1.12 10.1. 1. 255 Publ i c
1.1.1.2/32 1.1.1.1 255. 255. 255. 255 fsync
admi n@ kroTi k] ip address> /ping 1.1.1.1
.1.1.1 64 byte pong: ttl=255 tinme=31 ns
.1.1.1 64 byte pong: ttl =255 tinme=26 ns
.1.1.1 64 byte pong: ttl =255 tinme=26 ns
ackets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/27.6/31 ns
adm n@ kroTi k] ip address>

1
[ad
i1
1.1
1.1
3p
rou
[

MikroTik router to MikroTik router P2P using X.21 line

Consider the following example:

Headquarters Remote
famynzi Offi
1.1.1.2/32 cE

e network=1.1.1.1

famync
1111032
network=1.1.1.2

=

The default value of the property clock-source must be changed to internal for one of the cards.
Both cards must have media-type property set to X21.

| P address configuration on both routers is as follows (by convention, the routers are named hq
and office respectively):

[admi n@gq] ip address> pri

Flags: X - disabled, | - invalid, D - dynanmic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168.0.1/ 24 192.168.0.0 192. 168. 0. 255 etherl
1 1.1.1.1/32 1.1.1.2 1.1.1.2 farsyncl

[adm n@q] ip address>
[adm n@ffice] ip address>

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.112/24 10.0.0.0 10. 0. 0. 255 etherl
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1 1.1.1.2/32 1.1.1.1 1.1.1.1 farsyncl

[adm n@ffice] ip address>
MikroTik router to Cisco router using X.21 line

Assume we have the following configuration:

MT
router

CISCO sefalo 1.1.1.1/24

1.1.1.224 line-protocol=cisco- hdc
router

The configuration of MT router is as follows.

[adm n@M kroTi k] interface farsync> set farsyncl |ine-protocol =cisco-hdlc \
. medi a-t ype=X21 cl ock-sour ce=i nt er nal
[adm n@M kroTi k] interface farsync> enable farsyncl
[adm n@M kroTi k] interface farsync> print
Flags: X - disabled, R - running
0 R nanme="farsyncl" ntu=1500 | i ne-protocol =ci sco-hdlc nedi a-type=X21
cl ock-rat e=64000 cl ock-source=internal chdl c-keepalive=10s
frame-rel ay-Inm-type=ansi frane-rel ay-dce=no

1 X nane="farsync2" ntu=1500 |i ne-protocol =sync-ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-source=external chdl c-keepalive=10s
frame-rel ay-I nm-type=ansi frane-rel ay-dce=no

[admi n@M kroTi k] interface farsync>
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[adm n@M kroTi k] interface farsync> /ip address add address=1.1.1.1/24 \
\... interface=farsyncl

The essentia part of the configuration of Cisco router is provided below:

interface SerialO
ip address 1.1.1.2 255.255.255.0
no i p route-cache
no i p nroute-cache
no fair-queue
|
ip classless
iproute 0.0.0.0 0.0.0.0 1.1.1.1

MikroTik router to MikroTik router using Frame Relay

Consider the following example:

Headquarters Remote
Office

The default value of the property clock-source must be changed to internal for one of the cards.
This card also requires the property frame-relay-dce set to yes. Both cards must have media-type
property set to X21 and the line-protocol set to frame-relay.

Now we need to add pvc interfaces:

[admi n@q] interface pvc> add dlci=42 interface=farsyncl

[admi n@gq] interface pvc> print

Flags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 X pvcl 1500 42 farsyncl

[admin@q] interface pvc>
Similar routine has to be done aso on office router:

[adm n@ffice] interface pvc> add dlci=42 interface=farsyncl

[adm n@ffice] interface pvc> print

Flags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 X pvcl 1500 42 farsyncl

[adm n@ffice] interface pvc>
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Finally we need to add | P addr esses to pvc interfaces and enable them.

On the hq router:

[adm n@q] interface
[adni n@aq] interface
Fl ags: X - disabl ed,
#  ADDRESS
0 10.0.0.112/24
1 192.168.0. 1/ 24
2 2.2.21/24

[adm n@q] interface
[adm n@q] interface

and on the office router:

[admi n@ffice] interface

pvc> /ip addr add address 2.2.2.1/24 interface pvcl

pvc> /ip addr print

I - invalid, D- dynanic
NETWORK
10.0.0.0
192.168.0.0
2.2.2.0

pvc> enable 0
pvc>

[admi n@ffice] interface pvc> /ip addr print

Fl ags: X - disabl ed,
# ADDRESS
0 10.0.0.112/ 24
1 2.2.2.2/24

I - invalid, D - dynamc
NETWORK
10.0.0.0
2.2.2.0

[adm n@ffice] interface pvc> enable 0O
[adm n@ffice] interface pvc>

Now we can monitor the synchronous link status:

[adm n@q] interface pvc> /ping 2.2.2.2
2.2.2.2 64 byte ping: ttl=64 tinme=20 ns
2.2.2.2 64 byte ping: ttl=64 tinme=20 ns
2.2.2.2 64 byte ping: ttl=64 tinme=21 ns
2.2.2.2 64 byte ping: ttl=64 tinme=21 ns
4 packets transmtted, 4 packets received, 0% packet
round-trip nln/avg/nax = 20/ 20.5/21 ns
[adm n@qg] interface pvc> /interface farsync nmonitor O
card-type: T2P FarSync T-Series
state:

firmvare-id:
firmvare-version
physi cal

cabl e:

cl ock

i nput -si gnal s
out put-signal s

[adm n@q] interface

runni ng-normal |y
2

1.0.1

X 21

det ect ed
det ect ed
CTS

RTS, DTR

pvc>

BROADCAST

10. 0. 0. 255
192. 168. 0. 255
2.2.2.255

pvc> /ip addr add address 2.2.2

BROADCAST
10. 0. 0. 255
2.2.2.255

| NTERFACE
et her1l

et her 2
pvcl

2/ 24 interface pvcl

| NTERFACE
et her1l
pvcl
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L2TP Interface
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Description

General Information

Summary

L2TP (Layer 2 Tunnel Protocol) supports encrypted tunnels over IP. The MikroTik RouterOS
implementation includes support for both L2TP client and server.

General applications of L2TP tunnels include:

e  securerouter-to-router tunnels over the Internet

* linking (bridging) local Intranets or LANS (in cooperation with EolP)

» extending PPP user connections to a remote location (for example, to separate authentication
and Internet access points for |SP)
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e accessing an Intranet/LAN of acompany for remote (mobile) clients (employees)

Each L2TP connection is composed of a server and a client. The MikroTik RouterOS may function
as a server or client or, for various configurations, it may be the server for some connections and
client for other connections.

Quick Setup Guide

To make a L2TP tunnel between 2 MikroTik routers with |P addresses 10.5.8.104 (L2TP server)
and 10.1.0.172 (L2TP client), follow the next steps.

*  Configuration on L2TP server router:
1. AddaL2TPuser:

[adm n@2TP- Server] ppp secret> add nanme=j anes passwor d=pass \
\... local -address=10.0.0.1 renote-address=10.0.0.2

2. Enablethe L2TP server

[adm n@2TP- Server] interface |2tp-server server> set enabl ed=yes

*  Configuration on L2TP client router:
1. AddaL2TPclient:

[adm n@Q2TP-Cient] interface |2tp-client> add user=j ames password=pass \
\... connect-to0=10.5.8.104

Specifications

Packages required: ppp

License required: level1 (limited to 1 tunnel), level 3 (limited to 200 tunnels), level5
Home menu level: /interface | 2tp-server, /interface | 2tp-client

Standards and Technologies: L2TP (REC 2661)

Hardware usage: Not significant

Related Documents

. Package Management
. | P Addresses and ARP

. AAA

. Eol P Tunnel Interface
. | P Security
Description

L2TP is a secure tunnel protocol for transporting IP traffic using PPP. L2TP encapsulates PPP in
virtual lines that run over IP, Frame Relay and other protocols (that are not currently supported by
MikroTik RouterOS). L2TP incorporates PPP and MPPE (Microsoft Point to Point Encryption) to
make encrypted links. The purpose of this protocol is to allow the Layer 2 and PPP endpoints to
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reside on different devices interconnected by a packet-switched network. With L2TP, a user has a
Layer 2 connection to an access concentrator - LAC (e.g., modem bank, ADSL DSLAM, etc.), and
the concentrator then tunnels individual PPP frames to the Network Access Server - NAS. This
allows the actual processing of PPP packets to be divorced from the termination of the Layer 2
circuit. From the user's perspective, there is no functional difference between having the L2 circuit
terminate in aNAS directly or using L2TP.

It may also be useful to use L2TP just as any other tunneling protocol with or without encryption.
The L2TP standard says that the most secure way to encrypt data is using L2TP over 1Psec (Note
that it is default mode for Microsoft L2TP client) as all L2TP control and data packets for a
particular tunnel appear as homogeneous UDP/IP data packets to the |Psec system.

L2TP includes PPP authentication and accounting for each L2TP connection. Full authentication
and accounting of each connection may be done through a RADIUS client or locally.

MPPE 40bit RC4 and MPPE 128bit RC4 encryption are supported.

L2TP traffic uses UDP protocol for both control and data packets. UDP port 1701 is used only for
link establishment, further traffic is using any available UDP port (which may or may not be 1701).
This means that L2TP can be used with most firewalls and routers (even with NAT) by enabling
UDP traffic to be routed through the firewall or router.

L2TP Client Setup
Home menu level: /interface | 2tp-client
Property Description

name (name; default: 12tp-outN) - interface name for reference

mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal value is the MTU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the MTU
to 1460 to avoid fragmentation of packets)

mru (integer; default: 1460) - Maximum Receive Unit. The optima vaue is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

connect-to (1P address) - The IP address of the L2TP server to connect to

user (text) - user name to use when logging on to the remote server

password (text; default: " ") - user password to use when logging to the remote server
profile (name; default: default) - profile to use when connecting to the remote server

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to alow the client to use for authentication

add-default-route (yes | no; default: no) - whether to use the server which this client is connected
to asits default router (gateway)

Example

To set up L2TP client named test2 using username john with password john to connect to the
10.1.1.12 L2TP server and use it as the default gateway:
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[admi n@M kroTi k] interface |2tp-client> add name=test2 connect-to=10.1.1.12 \
\... user=john add-default-route=yes password=j ohn
[adm n@ kroTi k] interface |2tp-client> print
Flags: X - disabled, R - running
0 X name="test2" mtu=1460 nru=1460 connect-to=10.1.1.12 user="john"
passwor d="j ohn" profil e=default add-default-route=yes

[adm n@J kroTi k] interface | 2tp-client> enable O

Monitoring L2TP Client
Command name: /interface 12tp-client monitor
Property Description

status (text) - status of the client
« Dialing - attempting to make a connection
* Verifying password... - connection has been established to the server, password verification in
progress
» Connected - self-explanatory
* Terminated - interface is not enabled or the other side will not establish a connection uptime
(time) - connection time displayed in days, hours, minutes and seconds

encoding (text) - encryption and encoding (if asymmetric, separated with '/") being used in this
connection

Example

Example of an established connection

[adm n@ kroTi k] interface |2tp-client> nonitor test2
status: "connected"
uptime: 4n27s
encodi ng: "MPPE128 st at el ess”
[adm n@ kroTi k] interface | 2tp-client>

L2TP Server Setup

Home menu level: /interface | 2tp-server server

Description

The L2TP server creates a dynamic interface for each connected L2TP client. The L2TP connection
count from clients depends on the license level you have. Levell license alows 1 L2TP client,
Level3 or Level4 licenses up to 200 clients, and Level5 or Level6 licenses do not have L2TP client
limitations.

To create L2TP users, you should consult the PPP_secret and PPP_Profile manuals. It is also
possible to use the MikroTik router as a RADIUS client to register the L2TP users, see the manual
how to do it.

Property Description
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enabled (yes| no; default: no) - defines whether L2TP server is enabled or not

mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal value is the MTU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the MTU
to 1460 to avoid fragmentation of packets)

mru (integer; default: 1460) - Maximum Receive Unit. The optima vaue is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

authentication (multiple choice: pap | chap | mschapl | mschap2; default: mschap2) -
authentication algorithm

default-profile - default profile to use

Example
To enable L2TP server:
[adm n@M kroTi k] interface |2tp-server server> set enabl ed=yes
[adm n@M kroTi k] interface |2tp-server server> print
enabl ed: yes
ntu: 1460

nru: 1460
aut henti cation: nschap2
default-profile: default
[adm n@M kroTi k] interface |2tp-server server>

L2TP Server Users

Home menu level: /interface | 2tp-server

Description

There are two types of itemsin L2TP server configuration - static users and dynamic connections.
A dynamic connection can be established if the user database or the default-profile has its
local-address and remote-address set correctly. When static users are added, the default profile
may be left with its default values and only PPP user (in /ppp secret) should be configured. Note
that in both cases PPP users must be configured properly.

Property Description

name (name) - interface name

user (text) - the name of the user that is configured statically or added dynamically
mtu - shows client's MTU

client-address - shows the | P of the connected client

uptime - shows how long the client is connected

encoding (text) - encryption and encoding (if asymmetric, separated with /') being used in this
connection

Example

To add a static entry for ex1 user:
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[adm n@M kroTi k] interface |2tp-server> add user=exl

[adm n@M kroTi k] interface |2tp-server> print

Flags: X - disabled, D - dynamc, R - running
# NAME USER MIU  CLI ENT- ADDRESS UPTIME  ENC. ..
0 DR <I2tp-ex> ex 1460 10.0.0. 202 6nmB2s none
1 | 2t p-inl exl

[adm n@M kroTi k] interface | 2tp-server>

In this example an already connected user ex is shown besides the one we just added.

L2TP Application Examples

Router-to-Router Secure Tunnel Example

Hetwork Setup without L2 TP enabled

netwaork 192.168.80.0

netmask 255.285.255 .0

Internet

network 192 168.81.0

hetmask 250 255 255 1

To Intemeat
FQ2 168 87 1724

[HomeOffice] [Femotelffice]

To fnternat
192.168.80.1/24 &
LocalHomeOffice . T TN ocaHemor

T0.150.2 254724 JOA50. 1. 254/24

network 10.150.2.0 network 10.150.1.0
netmask 255.255.255.0 netmask 235.255.2550
= "~
G i
Laptop Work station
0150 2.1/24 101501 1724

There are two routersin this example:

*  [HomeOffice]
Interface LocalHomeOffice 10.150.2.254/24
Interface Tolnternet 192.168.80.1/24

e [RemoteOffice]
Interface Tolnternet 192.168.81.1/24
Interface LocalRemoteOffice 10.150.1.254/24

N [ ocalRemoteOffice

Each router is connected to a different ISP. One router can access another router through the

Internet.
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On the L2TP server a user must be set up for the client:

[adm n@onmeOr fice] ppp secret> add nane=ex service=l 2tp password=l kj r ht
| ocal - address=10. 0. 103. 1 renot e- addr ess=10. 0. 103. 2
[adm n@onmeOr fice] ppp secret> print detail
Fl ags: X - disabl ed
0 name="ex" service=l2tp caller-id= password="1kjrht" profil e=default
| ocal - addr ess=10. 0. 103. 1 renot e- address=10. 0. 103. 2 rout es==""

[adm n@onmeOF fice] ppp secret>
Then the user should be added in the L2TP server list:

[adm n@onmeOfice] interface | 2tp-server> add user=ex

[adm n@onmeO fice] interface | 2tp-server> print

Flags: X - disabled, D - dynamc, R - running
# NAVE USER Mru CLI ENT- ADDRESS UPTI ME ENC. . .
0 | 2t p-inl ex

[adm n@onmeO fice] interface | 2tp-server>

And finally, the server must be enabled:

[adm n@HomeOi fice] interface | 2tp-server server> set enabl ed=yes
[adm n@omeOfifice] interface | 2tp-server server> print
enabl ed: yes
ntu: 1460
nru: 1460
aut henti cati on: nschap2
default-profile: default
[adm n@onmeO fice] interface | 2tp-server server>

Add aL2TP client to the RemoteOffice router:

[adm n@enoteCffice] interface | 2tp-client> add connect-to0=192. 168. 80. 1 user=ex \
\... password=l kjrht disabl ed=no
[adm n@RenoteCffice] interface | 2tp-client> print
Flags: X - disabled, R - running
0 R name="1|2tp-outl" ntu=1460 nru=1460 connect-to0=192. 168. 80. 1 user="ex"
password="1kjrht" profile=default add-default-route=no

[adm n@RenmoteCffice] interface | 2tp-client>

Thus, a L2TP tunnel is created between the routers. This tunnel is like an Ethernet point-to-point
connection between the routers with IP addresses 10.0.103.1 and 10.0.103.2 at each router. It
enables 'direct' communication between the routers over third party networks.
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Hetwork Setup with L2TP

Internet

_.f' "—
o
-

i

" Encrypted e
L2TP Tunnel /' ™ ISP #2

neywork 192.168.81.0
netrask 255.255.255,0

I.
a

ISP #1
netwark 192 168.504
netmask 255.255.2

Hame Offi [FemoteOffice]
Tal .’r[ ':'”:E ! gt MR e To Intemet
ety g 10.0.703.724 Tunnel To HomeOffice 407 168 89 1704

192.168.80.1/24

LocalHomeOffice
10,780 2 254724

10.0.703.2 |

LocalRemoteDffice
T0.780 4. 254724

network 10.150.2.0 network 10.150.1.0
netmask 255.293.295.0 netmask 7299.299.2959.0
ﬁl"
Laptop Wark station
107502 1/24 07801 1724

To route the local Intranets over the L2TP tunnel you need to add these routes:

[adm n@HomeCffice] > ip route add dst-address 10.150.1.0/24 gateway 10.0.103.2
[adm n@embteCffice] > ip route add dst-address 10.150. 2.0/ 24 gateway 10.0.103.1

On the L2TP server it can aternatively be done using routes parameter of the user configuration:

[adm n@HomreOF fice] ppp secret> print detail
Fl ags: X - disabled
0 name="ex" service=l2tp caller-id="" password="lkjrht" profile=default
| ocal - address=10. 0. 103. 1 renot e- address=10. 0. 103. 2 rout es==""

[adm n@HomeOi fice] ppp secret> set O routes="10.150.1.0/24 10.0.103.2 1"
[adm n@HomeOi fice] ppp secret> print detail
Fl ags: X - disabled
0 name="ex" service=l2tp caller-id="" password="lkjrht" profile=default
| ocal - address=10. 0. 103. 1 renot e- addr ess=10. 0. 103. 2
rout es="10. 150. 1. 0/ 24 10.0.103.2 1"

[adm n@HomeCf fi ce] ppp secret>
Test the L2TP tunnel connection:

[adm n@Renmpt eCf fice] > /ping 10.0.103.1

10.0.103.1 pong: ttl=255 time=3 ns

10.0.103.1 pong: ttl=255 time=3 ns

10.0.103.1 pong: ttl =255 time=3 ns

ping interrupted

3 packets transmitted, 3 packets received, 0% packet |oss
round-trip mn/avg/max = 3/3.0/3 s

Test the connection through the L2TP tunnel to the Local HomeOffice interface:
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[adm n@Renpt eCf fice] > /pi ng 10. 150. 2. 254

10. 150. 2. 254 pong: ttl =255 time=3 ns

10. 150. 2. 254 pong: ttl =255 time=3 ns

10. 150. 2. 254 pong: ttl =255 time=3 ns

ping interrupted

3 packets transmitted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 3/3.0/3 s

To bridgea LAN over this secure tunnel, please see the example in the 'Eol P section of the manual.
To set the maximum speed for traffic over thistunnel, please consult the 'Queues’ section.

Connecting a Remote Client via L2TP Tunnel

The following example shows how to connect a computer to a remote office network over L2TP
encrypted tunnel giving that computer an | P address from the same network as the remote office has
(without need of bridging over Eol P tunnels).

Please, consult the respective manual on how to set up a L2TP client with the software you are
using.

IS #1 A

hetwork 192,168,804
netmask 255.255.2

5.,

L2TP Tunnel /=, ISP #

nedwvork 192 168.81.0
netrfask 2552552550

I
]

ToRemoteOffice lzemataCiiice)
F 10.150.1.2/32 FromlLaptop % To intemet

! 10.150.1.254/32 beg 192 168 87 1724
ﬁ. —_ e

Lapton
102 468,80 1711/24 JO1501.254/24

network 10.150.1.0
netmask 255.255.255.0

Work stabion
J0. 780 1 1/24

The router in this example:

*  [RemoteOffice]
Interface Tolnternet 192.168.81.1/24
Interface Office 10.150.1.254/24

The client computer can access the router through the Internet.
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On the L2TP server a user must be set up for the client:

[adm n@Renmot e fice] ppp secret> add nane=ex service=l2tp password=l kj rht
| ocal - address=10. 150. 1. 254 renot e- addr ess=10. 150. 1. 2
[adm n@Renmot e fice] ppp secret> print detail
Fl ags: X - disabl ed
0 name="ex" service=l2tp caller-id= password="1kjrht" profil e=default
| ocal - addr ess=10. 150. 1. 254 renot e- addr ess=10. 150. 1. 2 rout es==""

[adm n@Renmot eOf fice] ppp secret>
Then the user should be added in the L2TP server list:

[adm n@Renmpt e fice] interface | 2tp-server> add nane=Fronlapt op user=ex

[adm n@RemoteOffice] interface | 2tp-server> print

Flags: X - disabled, D - dynamc, R - running
# NAVE USER Mru CLI ENT- ADDRESS UPTI ME ENC. . .
0 FromLapt op ex

[adm n@RenmoteCf fice] interface | 2tp-server>

And the server must be enabled:

[admi n@enmpteOf fice] interface | 2tp-server server> set enabl ed=yes
[adm n@empteOf fice] interface | 2tp-server server> print
enabl ed: yes
ntu: 1460
nru: 1460
aut henti cati on: nschap2
default-profile: default
[adm n@RenmoteCffice] interface | 2tp-server server>

Finally, the proxy APR must be enabled on the 'Office' interface:

[adm n@enmoteOffice] interface ethernet> set O fice arp=proxy-arp
[adm n@enmpteOffice] interface ethernet> print
Flags: X - disabled, R - running

# NANVE Mru MAC- ADDRESS ARP
0 R Tol nternet 1500 00: 30: 4F: 0B: 7B: C1 enabl ed
1 ROfice 1500 00: 30: 4F: 06: 62: 12 proxy-arp

[adm n@enpteCf fice] interface ethernet>

L2TP Setup for Windows

Microsoft provides L2TP client support for Windows XP, 2000, NT4, ME and 98. Windows 2000
and XP include support in the Windows setup or automatically install L2TP. For 98, NT and ME,
installation requires a download from Microsoft (L2TP/IPsec VPN Client).

For more information, see:

Microsoft L 2TP/I Psec VPN Client Microsoft L 2TP/I Psec VPN Client
On Windows 2000, L2TP setup without |Psec requires editing registry:
Disabling | Psec for the Windows 2000 Client

Disabling |PSEC Policy Used with L2TP

Troubleshooting

Description
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* lusefirewall and | cannot establish L 2TP connection
Make sure UDP connections can pass through both directions between your sites.

* My Windows L2TP/IPsec VPN Client fails to connect to L2TP server with "Error 789"
or "Error 781"

The error messages 789 and 781 occur when IPsec is not configured properly on both ends.
See the respective documentation on how to configure IPsec in the Microsoft L2TP/IPsec VPN
Client and in the MikroTik RouterOS. If you do not want to use IPsec, it can be easily
switched off on the client side. Note: if you are using Windows 2000, you need to edit system
registry using regedt32.exe or regedit.exe. Add the following registry vaue to
HKEY_LOCAL_MACHINE\System\CurrentContr ol Set\Ser vices\Rasman\Par ameter s:

Val ue Nane: ProhibitlpSec
Dat a Type: REG DWORD
Val ue: 1

Y ou must restart the Windows 2000 for the changes to take effect
For more information on configuring Windows 2000, see:

. Configuring Cisco 1 0OS and Windows 2000 Clients for L2TP Using Microsoft |AS
. Disabling |PSEC Policy Used with L2TP

. How to Configure a L 2TP/I Psec Connection Using Pre-shared Key Authentication
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CISCO/Aironet 2.4GHz 11Mbps Wireless Interface

Document revision 1.2 (Mon May 31 20:18:58 GMT 2004)
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General Information

Summary

The MikroTik RouterOS supports the following CISCO/Aironet 2.4GHz Wireless ISA/PCI/PC
Adapter hardware:

* Aironet ISA/PCI/PC4800 2.4GHz DS 11Mbps Wireless LAN Adapters (100mw)

» Aironet ISA/PCI/PC4500 2.4GHz DS 2Mbps Wireless LAN Adapters (100mW)

*  CISCO AIR-PCI340 2.4GHz DS 11Mbps Wireless LAN Adapters (30mW)

* CISCO AIR-PCI/PC350/352 2.4GHz DS 11Mbps Wireless LAN Adapters (100mW)
Specifications

Packages required: wireless

Licenserequired: level4

Home menu level: /interface pc

Standards and Technologies: | EEE802.11b
Hardware usage: Not significant

Related Documents

. Package Management
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. Device Driver List
. | P Addresses and ARP
. Log Management

Additional Documents

. CISCO Aironet 350 Series

For more information about the CISCO/Aironet PCI/ISA adapter hardware please see the relevant
User's Guides and Technical Reference Manuals in PDF format:

e 710-003638a0.pdffor PCI/ISA 4800 and 4500 series adapters
e 710-004239B0.pdffor PC 4800 and 4500 series adapters

Documentation about CISCO/Aironet Wireless Bridges and Access Points can be found in archives:

«  AP48MAN.exe for AP4800 Wireless Access Point
« BR50MAN.exe for BR500 Wireless Bridge

Wireless Interface Configuration
Home menu level: /interface pc

Description

CISCO/Aironet 2.4GHz card is an interface for wireless networks operating in IEEE 802.11b
standard. If the wireless interface card is not registered to an AP, the green status led is blinking
fast. If the wireless interface card is registered to an AP, the green status led is blinking slow. To set
the wireless interface for working with an access point (register to the AP), typically you should set
the following parameters:

*  The service set identifier. It should match the ssid of the AP. Can be blank, if you want the
wireless interface card to register to an AP with any ssid. The ssid will be received from the
AP, if the AP is broadcasting its ssid.

*  The datarate of the card should match one of the supported data rates of the AP. Data rate
‘auto’ should work in most cases.

Loading the Driver for the Wireless Adapter

PCl and PC (PCMCIA) cards do not require a 'manual’ driver loading, since they are recognized
automatically by the system and the driver isloaded at the system startup.

The ISA card requires the driver to be loaded by issuing the following command:

There can be several reasons for afailure to load the driver:

 Thedriver cannot be loaded because other device usestherequested IRQ.
Try to set different IRQ using the DIP switches.

 Therequested I/O base address cannot be used on your motherboard
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Try to change the /O base address using the DIP switches

Property Description

apl (MAC address) - forces association to the specified access point
ap2 (MAC address) - forces association to the specified access point
ap3 (MAC address) - forces association to the specified access point
ap4 (MAC address) - forces association to the specified access point
arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol

beacon-period (integer: 20..976; default: 100) - Specifies beaconing period (applicable to ad-hoc
mode only)

card-type (read-only: text) - your CISCO/Aironet adapter model and type
client-name (text; default: " ") - client name
data-rate - datarate in Mbit/s

fragmentation-threshold (integer: 256..2312; default: 2312) - this threshold controls the packet
size at which outgoing packets will be split into multiple fragments. If a single fragment transmit
error occurs, only that fragment will have to be retransmitted instead of the whole packet. Use alow
setting in areas with poor communication or with agreat deal of radio interference

frequency - Channel Frequency in MHz (applicable to ad-hoc mode only)

join-net (time; default: 10) - an amount of time,during which the interface operating in ad-hoc
mode will try to connect to an existing network rather than create a new one
* 0 - do not create own network

long-retry-limit (integer: 0..128; default: 16) - specifies the number of times an unfragmented
packet isretried beforeiit is dropped

mode (infrastructure | ad-hoc; default: infrastructure) - operation mode of the card
modulation (cck | default | mbok; default: cck) - modulation mode
* cck - Complementary Code Keying
» mbok - M-ary Bi-Orthogonal Keying
mtu (integer: 0..65536; default: 1500) - Maximum Transmission Unit
name (name) - assigned interface name

rts-threshold (integer: 0..2312; default: 2312) - determines the packet size at which the interface
issues a request to send (RTS) before sending the packet. A low value can be useful in areas where
many clients are associating with the access point or bridge, or in areas where the clients are far
apart and can detect only the access point or bridge and not each other

rx-antenna (both | default | left | right; default: both) - receive antennas

short-retry-limit (integer: 0..128; default: 16) - specifies the number of times a fragmented packet
isretried beforeit is dropped

ssidl (text; default: tsunami) - establishes the adapter's service set identifier This value must match
the SSID of the system in order to operate in infrastructure mode

ssid2 (text; default: " ") - service set identifier 2
ssid3 (text; default: " ") - service set identifier 3
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tx-antenna (both | default | left | right; default: both) - transmit antennas
tx-power (1]5]20 |50 | 100; default: 100) - transmit power in mW

Example
Interface informational printouts

[adm n@M kroTi k] > interface print
Fl ags: X - disabled, D - dynamic, R - running

# NAME TYPE

0 Retherl et her 1500
1 X ether2 et her 1500
2 X pcl pc 1500

[adm n@M kroTi k] interface> set 1 name aironet
[adm n@M kroTi k] interface> enabl e aironet
[adm n@M kroTi k] > interface print

Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE MIU
0 Retherl et her 1500
1 X ether2 et her 1500

2 R aironet pc 1500
[adm n@M kroTi k] > interface pc
[adm n@M kroTi k] interface pc> print
Flags: X - disabled, R - running
0 R name="aironet"” ntu=1500 nac- addr ess=00: 40: 96: 29: 2F: 80 ar p=enabl ed
client-nane="" ssidl="tsunam " ssid2="" ssid3="" nopde=infrastructure
data-rate=1Mit/s frequency=2437MHz nodul ati on=cck t x- power =100
ap1=00: 00: 00: 00: 00: 00 ap2=00: 00: 00: 00: 00: 00 ap3=00: 00: 00: 00: 00: 00
ap4=00: 00: 00: 00: 00: 00 rx-antenna=ri ght tx-antenna=ri ght beacon-peri 0od=100
long-retry-limt=16 short-retry-limt=16 rts-threshol d=2312
fragnentation-threshol d=2312 j oi n-net=10s card-type=PC4800A 3. 65

[adm n@M kroTi k] interface pc>
Interface status monitoring

[adm n@M kroTi k] interface pc> monitor O
synchroni zed: no
associ ated: no
error-nunber: 0O

[adm n@M kroTi k] interface pc>

Example

Suppose we want to configure the wireless interface to accomplish registration on the AP with a
ssid 'mt'.

We need to change the value of ssid property to the corresponding value.
To view the results, we can use monitor feature.

[admi n@ kroTi k] interface pc> set 0 ssidl nt
[adm n@M kroTi k] interface pc> nmonitor O
synchroni zed: yes
associ ated: yes
frequency: 2412MHz
data-rate: 11Miit/s
ssid: "nmt"
access-point: 00:02:6F:01: 5D FE
access-poi nt-nanme: ""
signal -quality: 132
signal -strength: -82
error-nunber: 0O
[adm n@M kroTi k] interface pc>
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Troubleshooting

Description

Keep in mind, that not al combinations of 1/0 base addresses and IRQs may work on particular
motherboard. It is recommended that you choose an IRQ not used in your system, and then try to
find an acceptable 1/0 base address setting. As it has been observed, the IRQ 5 and /O 0x300 or
0x180 will work in most cases.

* Thedriver cannot beloaded because other device usestherequested IRQ.
Try to set different IRQ using the DIP switches.

* Therequested |/O base address cannot be used on your mother board.
Try to change the I/O base address using the DIP switches.

*  Thepcinterface does not show up under theinterfaceslist
Obtain the required license for 2.4/5GHz Wireless Client feature.

* Thewirelesscard doesnot register to the Access Point
Check the cabling and antenna alignment.

Application Examples

Point-to-Multipoint Wireless LAN

Let us consider the following network setup with CISCO/Aironet Wireless Access Point as a base
station and MikroTik Wireless Router as a client:
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TN

Internet

Wyireless
Accesspoint
ssid: mt
frequency: 2442
address 10.1.1.250/24

Internet
Gateway
10.1.1.254

Vyireless Metworl

10.1.1.0/24 _ _
interface aironet
ssid1: mt
Wiireless Router i mode: infrastructure
[mikrotil] address 10.1.1.12/24

interface Local
address 192 168 0 254724

Local Metworls
192 168 0.0/24

YWyorkstation Laptop
192.168.0.1 192 168.0.2

The access point is connected to the wired network's HUB and has IP address from the network
10.1.1.0/24.

The minimum configuration required for the AP is:

1. Setting the Service Set Identifier (up to 32 alphanumeric characters). In our case we use ssid
"mt".

2. Setting the allowed datarates at 1-11Mbps, and the basic rate at 1Mbps.
3. Choosing the frequency, in our case we use 2442MHz.

4. (For CISCO/Aironet Bridges only) Set
Configuration/Radio/Extended/Bridge/mode=access _point. If you leave it to 'bridge only', it
wont register clients.

5. Setting the identity parameters Configuration/ldent: Inaddr, Inmask, and Gateway. These are
required if you want to access the AP remotely using telnet or http.

The IP addresses assigned to the wireless interface should be from the network 10.1.1.0/24:

[adm n@M kroTi k] ip address> add address 10.1.1.12/24 interface aironet
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/24 10.1.1.0 10. 1. 1. 255 ai ronet

1 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 Local
[adm n@M kroTi k] ip address>
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The default route should be set to the gateway router 10.1.1.254 (! not the AP 10.1.1.250 !):

[adm n@M kroTi k] ip route> add gateway=10.1.1.254
[adm n@M kroTik] ip route> print
Flags: X - disabled, | - invalid, D - dynamc, J - rejected,
C - connect, S - static, R- rip, O- ospf, B - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 10.1.1.254 1 ai ronet
1 DC 192.168.0.0/ 24 r 0.0.0.0 0 Local
2 DC 10.1.1.0/24 r 0.0.0.0 0 ai ronet

[admi n@M kroTi k] ip route>
Point-to-Point Wireless LAN

Point-to-Point links provide a convenient way to connect apair of clients on a short distance.

Let us consider the following point-to-point wireless network setup with two MikroTik wireless

routers:

|Nternet

. Internet
interface Public I\ereless ROULeF Gateway

addre%’lﬂ.’l.’l.’liﬁiélmj [wnet_gw] =" 52,
_______ PR .

interface pci

Y
ssid1: b_link , 2.406Hz
mode: ad-hoc \K']']MbDS
address 192 165811 .2/30 y intertacs. airanct

,

Wireless MNetwork  Wireless Router
192 16811 .0/30 [mikrotik]

mode: ad-hoc
address 192 162.11.1/30

interface Local
address 192 163.0.254/24

i ssid1: b_link

Local Mebwork
192 168 .0.0/24

0 "~y
-

Wyorkstation Laptop
19216801 19216502

To establish a point-to-point link, the configuration of the wireless interface should be as follows:

* A unique Service Set Identifier should be chosen for both ends, say "mt"
* A channel frequency should be selected for the link, say 2412MHz
*  The operation mode should be set to ad-hoc
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*  One of the units (slave) should have wireless interface property join-net set to Os (never create
a network), the other unit (master) should be set to 1s or whatever, say 10s. This will enable
the master unit to create a network and register the slave unit to it.

The following command should be issued to change the settings for the pc interface of the master
unit:
[adm n@M kroTi K]

\... bitrate=auto
[adm n@M kr oTi k]

interface pc> set 0 npde=ad-hoc ssidl=nt frequency=2442MHz \

interface pc>

For 10 seconds (this is set by the property join-net) the wireless card will look for a network to
join. The status of the card is not synchronized, and the green status light is blinking fast. If the card
cannot find a network, it creates its own network. The status of the card becomes synchronized, and
the green status led becomes solid.

The monitor command shows the new status and the MAC address generated:

[adm n@M kroTi k] interface pc> nonitor O

synchroni zed:
associ at ed:
frequency:
data-rate:

ssid:
access-point:
access- poi nt - nane:
signal -quality:

si gnal - strengt h:
error-nunber:
[adm n@M kroTi K]

yes
yes
2442NHz
11Moit/s

"t "

2E: 00: B8: 01: 98: 01
35

-62

0

interface pc>

The other router of the point-to-point link requires the operation mode set to ad-hoc, the System
Service Identifier set to 'mt’, and the channel frequency set to 2412MHz. If the cards are able to
establish RF connection, the status of the card should become synchronized, and the green status led
should become solid immediately after entering the command:

n@mnet _gw] interface pc> set 0 node=ad-hoc ssidl=b_link frequency=2412MHz \
bi trate=auto

[ admi
\.
[adm n@wmnet _gw] interface pc> nmonitor O

synchroni zed:
associ at ed:
frequency:
data-rate:

ssi d:
access-point:
access- poi nt - nane:
signal -quality:

si gnal - strengt h:
error-nunber:

[ adm n@wmet _gw]

yes

no

2442NVHz

11Moit/s

"b_link"

2E: 00: B8: 01: 98: 01
131

-83

0

interface pc>

Aswe see, the MAC address under the access-point property is the same as on the first router.

If desired, |P addresses can be assigned to the wireless interfaces of the pint-to-point linked routers
using asmaller subnet, say 30-bit one:

[adm n@M kr oTi k]
[ adm n@M kr oTi K]

i p address> add address 192.168.11.1/30 interface aironet
i p address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168.11.1/30 192.168.11.0 192.168.11. 3 ai ronet
1 192. 168.0.254/ 24  192.168.0.0 192. 168. 0. 255 Local

[adm n@M kroTi K]

i p address>
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The second router will have address 192.168.11.2. The network connectivity can be tested by using
ping or bandwidth test:

[adm n@wmnet _gw] ip address> add address 192.168.11.2/30 interface aironet
[adm n@wmet _gw] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168. 11. 2/ 30 192.168.11.0 192.168.11. 3 ai ronet
1 10.1.1.12/24 10.1.1.0 10. 1. 1. 255 Public

[adm n@wmet _gw] ip address> /ping 192.168.11.1
192.168.11.1 pong: ttl =255 tine=3 ns
192.168.11.1 pong: ttl=255 tinme=1 ns
192.168.11.1 pong: ttl=255 tine=1 ns
192.168.11.1 pong: ttl =255 ping interrupted
4 packets transmtted, 4 packets received, 0% packet |oss
round-trip mn/avg/max = 1/1.5/3 ns
[admi n@wmnet _gw] interface pc> /tool bandw dth-test 192.168.11.1 protocol tcp
status: running
rx-current: 4.61Mps
rx- 10- second- aver age: 4.25Mps
rx-total -average: 4.27Mps

[adm n@wmnet _gw] interface pc> /tool bandw dth-test 192.168.11.1 protocol udp size 1500
status: running
rx-current: 5.64Mps
rx- 10- second- aver age: 5. 32Mops
rx-total -average: 4.87Mps

[adm n@wmnet _gw] interface pc>
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General Information

Summary

The IPIP tunneling implementation on the MikroTik RouterOS is RFC 2003 compliant. IPIP tunnel
is a smple protocol that encapsulates IP packets in IP to make a tunnel between two routers. The
IPIP tunnel interface appears as an interface under the interface list. Many routers, including Cisco
and Linux based, support this protocol. This protocol makes multiple network schemes possible.

I P tunneling protocol adds the following possibilities to a network setups:

* totunnel Intranets over the Internet
* touseitinstead of source routing

Quick Setup Guide

To make an IPIP tunnel between 2 MikroTik routers with IP addresses 10.5.8.104 and 10.1.0.172,
using IPIP tunnel addresses 10.0.0.1 and 10.0.0.2, follow the next steps.

e Configuration on router with IP address 10.5.8.104:

1. AddanIPIPinterface (by default, its name will beipipl):

[adm n@0.5.8.104] interface ipip> add |ocal -address=10.5. 8. 104 \
r enot e- addr ess=10. 1. 0. 172 di sabl ed=no

2. Addan IP addressto created ipipl interface:
[adm n@O0.5.8.104] ip address> add address=10.0.0.1/24 interface=ipipl

e Configuration on router with |P address 10.1.0.172:
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1. Addan IPIPinterface (by default, its name will beipipl):
[adm n@0. 1.0.172] interface ipip> add | ocal -address=10.1.0.172 \
renot e- addr ess=10. 5. 8. 104 di sabl ed=no
2. Addan IP addressto created ipipl interface:
[adm n@0. 1.0.172] ip address> add address=10.0.0.2/24 interface=ipipl

Specifications

Packages required: system

License required: level1 (limited to 1 tunnel), level 3 (200 tunnels), level 5 (unlimited)
Home menu level: /interface ipip

Standards and Technologies: | PI P (RFEC 2003)

Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
. Log Management

Additional Documents

. http://mwww.ietf.org/rfc/rfc1853.txt?number=1853
. http://www.ietf.org/rfc/rfc2003.txt?number=2003
. http://www.ietf.org/rfc/rfc1241.txt?number=1241

IPIP Setup

Home menu level: /interface ipip

Description

An IPIP interface should be configured on two routers that have the possibility for an IP level
connection and are REC 2003 compliant. The IPIP tunnel may run over any connection that
transports IP. Each IPIP tunnel interface can connect with one remote router that has a
corresponding interface configured. An unlimited number of IPIP tunnels may be added to the

router. For more details on | PIP tunnels, see REC 2003.

Property Description

name (name; default: ipipN) - interface name for reference

mtu (integer; default: 1480) - Maximum Transmission Unit. Should be set to 1480 bytes to avoid
fragmentation of packets. May be set to 1500 bytes if mtu path discovery is not working properly

Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
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on links
local-address (IP address) - local address on router which sends IPIP traffic to the remote host

remote-address (IP address) - the IP address of the remote host of the IPIP tunnel - may be any
RFC 2003 compliant router

Notes

Use/ip address add command to assign an | P address to the | PIP interface.

There is no authentication or 'state' for this interface. The bandwidth usage of the interface may be
monitored with the monitor feature from the interface menu.

MikroTik RouterOS IPIP implementation has been tested with Cisco 1005. The sample of the Cisco
1005 configuration is given below:

i nterface Tunnel O

i p address 10.3.0.1 255.255.255.0
tunnel source 10.0.0.171

tunnel destination 10.0.0.204
tunnel node ipip

General Information

Description

Suppose we want to add an IPIP tunnel between routers R1 and R2:

—
IPIP tunnel —

R1 R2

IP address: 10.0.0.1 IP address: 22.63.11.6

At first, we need to configure IPIP interfaces and then add | P addr esses to them.
The configuration for router R1 isasfollows:

[adm n@M kroTi k] interface ipip> add
| ocal -address: 10.0.0.1
renot e- address: 22.63.11.6
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[adm n@M kroTi k]

interface ipip> print

Flags: X - disabled, R - running
# NAME MTU
0 X ipipl 1480

[adm n@M kr oTi k]
[ adm n@M kr oTi k]

interface ipip>en O

LOCAL- ADDRESS
10.0.0.1

REMOTE- ADDRESS

22.63.11.6

interface ipip> /ip address add address 1.1.1.1/24 interface=ipipl

The configuration of the R2 is shown below:

[ admi n@M kr oTi K]
0.0.1
[ admi n@M kr oTi K]

interface ipip> add | ocal -address=22.63.11. 6 renot e-address=10.

interface ipip> print

Fl ags: X - disabled, R - running
# NANVE MIru
0 X ipipl 1480

[adm n@M kr oTi k]
[ adm n@M kroTi k]

interface ipip> enable 0

LOCAL- ADDRESS
22.63.11.6

REMOT E- ADDRESS

10.0.0.1

interface ipip> /ip address add address 1.1.1.2/24 interface=ipipl

Now both routers can ping each other:

[adm n@M kr oTi K]
1.

1.
1.
3
r
[

adm n@M kr oTi k]

d

1.1.2 64 byte ping:
1.1.2 64 byte ping:
1.1.2 64 byte ping:
packets transmtted, 3 packets received, 0% packet
ound-trip mn/avg/ max = 19/21.0/24 s

interface ipip>/ping 1.1.1.2
ttl =64 time=24 ns
ttl =64 time=19 ns
ttl =64 ti me=20 ns

interface ipip>

| oss
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Description

General Information

Summary

MikroTik RouterOS supports various types of Ethernet Interfaces. The complete list of supported
Ethernet NICs can be found in the Device Driver List.

Specifications

Packages required: system
Licenserequired: levell

Home menu level: /interface ethernet
Standards and Technologies: | EEE 802.3
Hardware usage: Not significant

Related Documents

. Package M anagement

. Device Driver List
. | P Addresses and ARP
. DHCP Client and Server
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Additional Documents

. http: //www.ether manage.com/ethernet/ethernet.html

. http: //www.dcs.gla.ac.uk/~liddellj/nct/ethernet protocol.html

Ethernet Interface Configuration
Home menu levdl: /interface ethernet

Property Description

name (name; default: etherN) - assigned interface name, whrere 'N' is the number of the ethernet
interface

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
mtu (integer; default: 1500) - Maximum Transmission Unit

disable-running-check (yes | no; default: yes) - disable running check. If this value is set to 'no,
the router automatically detects whether the NIC is connected with a device in the network or not

mac-addr ess (read-only: MAC address) - Media Access Control address of the card

auto-negotiation (yes | no; default: yes) - when enabled, the interface "advertises" its maximum
capabilities to achieve the best connection possible

full-duplex (yes | no; default: yes) - defines whether the transmission of data appears in two
directions simultaneously

long-cable (yes | no; default: no) - changes the cable length setting (only applicable to NS
DP83815/6 cards). For cable lengths of more than 50m, set "long-cable=yes’

speed (10 Mbps | 100 Mbps | 1000 Mbps) - sets the data transmission speed of the interface. By
default, this value is the maximal data rate supported by the interface

Notes

For some Ethernet NICs it is possible to blink the LEDs for 10s. Type /interface ethernet blink
ether 1 and watch the NICs to see the one which has blinking LEDs.

When disable-running-check is set to no, the router automatically detects whether the NIC is
connected to a device in the network or not. When the remote device is not connected (the leds are
not blinking), the route which is set on the specific interface, becomesinvalid.

Example

[admi n@M kroTik] > interface print

Fl ags: X - disabled, D - dynamic, R - running

# NAME TYPE RX- RATE TX- RATE MTU
0 Xetherl et her 0 0 1500
[adm n@M kroTi k] > interface enable etherl

[adm n@M kroTi k] > interface print

Fl ags: X - disabled, D - dynamic, R - running

# NAME TYPE RX- RATE TX- RATE MIU
0 Retherl et her 0 0 1500
[adm n@ kroTi k] > interface ethernet

[adm n@M kroTi k] interface ethernet> print

Flags: X - disabled, R - running
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# NAME MIU  MAC- ADDRESS ARP
0 Retherl 1500 00:0C: 42:03: 00: F2 enabl ed
[adm n@ kroTi k] interface ethernet> print detai
Flags: X - disabled, R - running
0 R name="ether1l" ntu=1500 mac-address=00: 0C: 42: 03: 00: F2 ar p=enabl ed
di sabl e-runni ng- check=yes aut o- negoti ati on=yes full-dupl ex=yes
| ong- cabl e=no speed=100Mips
[adm n@M kroTi k] interface ethernet>

Monitoring the Interface Status
Command name: /interface ethernet monitor

Property Description

status (link-ok | no-link | unknown) - status of the interface, one of the:
* link-ok - the card has connected to the network

* no-link - the card has not connected to the network
» unknown - the connection is not recognized

rate (10 Mbps | 100 Mbps | 1000 Mbps) - the actual data rate of the connection

auto-negotiation (done | incomplete) - fast link pulses (FLP) to the adjacent link station to
negotiate the SPEED and MODE of the link

« done - negotiation done
* incomplete - negotiation failed
full-duplex (yes| no) - whether transmission of data occurs in two directions simultaneously

Notes

See the | P_ Addresses and ARP section of the manual for information how to add | P addr esses to
the interfaces.

Example

[adm n@M kroTi k] interface ethernet> nonitor etherl,ether2
status: |ink-ok |ink-ok
aut o- negoti ation: done done
rate: 100Mops 100Mops
full -dupl ex: yes yes

Troubleshooting

Description

e Interface monitor showswrong information
In some very rare casesit is possible that the device driver does not show correct information,
but it does not affect the NIC's performance (of course, if your card is not broken)
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Description

Synchronous Link Application Examples
MikroTik Router to MikroTik Router
MikroTik Router to Cisco Router

General Information

Summary

The MikroTik RouterOS supports the MOXA C502 PCI Dual-port Synchronous 8Mb/s Adapter
hardware. The V.35 synchronous interface is the standard for VSAT and other satellite modems.
However, you must check with the satellite system supplier for the modem interface type.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface moxa-c502

Standards and Technologies: Cisco/HDL C-X.25 (REC 1356), Frame Relay (REC1490), PPP
(REC-1661), PPP (RFC-1662)

Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
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. Log Management

Description

Y ou can install up to four MOXA C502 synchronous cards in one PC box, if you have so many PCI
dlots available. Assuming you have all necessary packages and licences installed, in most cases it
should to be done nothing at that point (all drivers are loaded automatically).

Additional Documents

For more information about the MOXA C502 Dual-port Synchronous 8Mb/s Adapter hardware
please see:

. C502 Dual Port Sync Board User's Manuall the user's manual in PDF format

Synchronous Interface Configuration
Home menu level: /interface moxa-c502

Description

Moxa c502 synchronous interface is shown under the interfaces list with the name moxa-c502-N

Property Description

name (name; default: moxa-c502-N) - interface name

cisco-hdlc-keepalive-interval (time; default: 10s) - keepalive period in seconds
clock-rate (integer; default: 64000) - speed of internal clock

clock-source (external | internal | tx-from-rx | tx-internal; default: external) - clock source
frame-relay-dce (yes | no; default: no) - operate or not in DCE mode

frame-relay-Imi-type (ans | ccitt; default: ansi) - Frame-relay Local Management Interface type:
e ans - set LMI typeto ANSI-617d (also known as Annex A)

* ccitt - set LMI typeto CCITT Q933a (also known as Annex A)
ignore-dcd (yes | no; default: no) - ignore or not DCD
line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol name
mtu (integer; default: 1500) - Maximum Transmit Unit

Notes

There will be TWO interfaces for each MOXA C502 card since the card has TWO ports.

The MikroTik driver for the MOXA C502 Dua Synchronous adapter alows you to unplug the
V.35 cable from one modem and plug it into another modem with a different clock speed, and you
do not need to restart the interface or router.

The default encapsulation method for CISCO is HDLC. If you have not changed this setting on
CISCO, you should change line-protocol to cisco-hdlc for Moxa C502 interface.
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Example

[adm n@M kroTi k] interface noxa-c502> set 0,1 |ine-protocol =cisco-hdlc
[adm n@M kroTi k] interface nobxa-c502> print
Flags: X - disabled, R - running
0 R name="noxa-c502-1" ntu=1500 |i ne-protocol =ci sco-hdl c cl ock-rat e=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nterval =10s
1 R name="npbxa-c502-2" ntu=1500 |i ne-protocol =ci sco-hdl c cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s

[adm n@M kroTi k] interface noxa-c502>

Y ou can monitor the status of the synchronous interface:

[admi n@M kroTi k] interface noxa-c502> nonitor O
dtr: yes

rts: yes

cts: no

dsr: no

dcd: no

[adm n@M kroTi k] interface nmoxa-c502>

Connect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. If the
link is working properly the status of the interfaceis:

[adm n@M kroTi k] interface noxa-c502> nmonitor O
dtr: yes

rts: yes

cts: yes

dsr: yes

dcd: yes

[adm n@M kroTi k] interface noxa-c502>

Troubleshooting

Description

*  Thesynchronousinterface does not show up under theinterfaceslist
Obtain the required license for synchronous feature

*  Thesynchronouslink does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

Synchronous Link Application Examples

MikroTik Router to MikroTik Router

Let us consider the following network setup with two MikroTik Routers connected to a leased line
with baseband modems:
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Internet

interface Fublic
address 10.1.1.12/24

Interface moxa
address 1.1.1.2/32

i 1o - et L
LTI duadd m ’

V.35 MikroTilk Baseband Modem

Interface wan
address 1.1.1.1/32

iNnterface ether?
address 10.0.0.254/24

INnterface ether
address 192 168.0.254/24

LAMN
192.168.0.0/24

LAMN
10.0.0.0/24

The driver for MOXA C502 card should be loaded and the interface should be enabled according to
the instructions given above. The IP addresses assigned to the synchronous interface should be as
follows:

[adm n@ kroTi k] ip address> add address 1.1.1.1/32 interface wan \
\... network 1.1.1.2 broadcast 255.255.255. 255

[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 10.0.0.254/24 10. 0. 0. 254 10. 0. 0. 255 et her2
1 192.168. 0. 254/ 24  192.168.0.254  192.168.0.255 etherl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

[admi n@ kroTik] ip address> /ping 1.1.1.2

1.1.1.2 64 byte pong: ttl=255 tine=31 ns

1.1.1.2 64 byte pong: ttl=255 tine=26 ns

1.1.1.2 64 byte pong: ttl=255 tine=26 ns

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 1.1.1.2:

[adm n@ kroTi k] ip route> add gateway 1.1.1.2 interface wan
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[adm n@ kroTi k] ip route> print

Flags: X - disabled, | - invalid, D - dynamc, J - rejected,
C - connect, S - static, R- rip, O- ospf, B - p
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 1.1.1.2 1 wan
1 DC 10.0.0.0/24 r 10.0.0. 254 1 et her2
2 DC 192.168.0.0/ 24 r 192.168.0. 254 0 et her1l
3 DC1.1.1.2/32 r 0.0.0.0 0 wan

[adm n@M kroTi k] ip route>
The configuration of the MikroTik router at the other end is similar:

[adm n@ kroTi k] ip address> add address 1.1.1.2/32 interface noxa \
\... network 1.1.1.1 broadcast 255.255.255. 255
[admi n@ kroTi k] ip address> print
Flags: X - disabled, | - invalid, D - dynanic
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/24 10.1.1.12 10. 1. 1. 255 Public
1 1.1.1.2/32 1.1.1.1 255. 255. 255. 255 npxa
admi n@J kroTi k] ip address> /ping 1.1.1.1
1.1.1 64 byte pong: ttl =255 time=31 ns
1.1.1 64 byte pong: ttl =255 tinme=26 ns
1.1.1 64 byte pong: ttl =255 tinme=26 ns
packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 26/27.6/31 s
[adm n@M kroTi k] ip address>

[
1
1
1
3

MikroTik Router to Cisco Router

Let us consider the following network setup with MikroTik Router connected to a leased line with
baseband modems and a CISCO router at the other end:
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Internet

interface Ethernet
address 10.1.1.12/24

interface Senalld
address 1.1.1.2/32

Baseband Modem ClsCo

| o 1o - et L
LTI duadd m '

interface wan .35 MilroTilk Easeband Modem
address 1.1.1.1/32

iNnterface ether?
address 10.0.0.254/24

LAMN
10.0.0.0/24

The driver for MOXA C502 card should be loaded and the interface should be enabled according to
the instructions given above. The IP addresses assigned to the synchronous interface should be as
follows:

INnterface ether
address 192 168.0.254/24

LAMN
192.168.0.0/24

[adm n@ kroTi k] ip address> add address 1.1.1.1/32 interface wan \
\... network 1.1.1.2 broadcast 255.255.255. 255
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 10.0.0.254/24 10. 0. 0. 254 10. 0. 0. 255 et her2
1 192.168. 0. 254/ 24  192.168.0.254  192.168.0.255 etherl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

[admi n@M kroTik] ip address> /ping 1.1.1.2

1.1.1.2 64 byte pong: ttl=255 tine=31 ns

1.1.1.2 64 byte pong: ttl=255 tine=26 ns

1.1.1.2 64 byte pong: ttl=255 tine=26 ns

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 1.1.1.2:

[adm n@M kroTi k
[ adm n@M kroTi k

route> add gateway 1.1.1.2
route> print

————

ip
ip
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Flags: X - disabled, | - invalid, D - dynamic, J - rejected
C - connect, S - static, R- rip, O- ospf, B - bgp

# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 1.1.1.2 1 wan

1 DC 10.0.0.0/24 r 10.0.0. 254 0 et her 2

2 DC 192.168.0.0/ 24 r 192. 168. 0. 254 0 etherl

3 DbC1.1.1.2/32 r 1.1.1.1 0 wan

[adm n@ kroTi k] ip route>
The configuration of the Cisco router at the other end (part of the configuration) is:

Cl SCO#show runni ng-confi g
Bui | di ng configuration..

Current configuration:

!

interface EthernetO
description connected to EthernetLAN
ip address 10.1.1.12 255.255.255.0

I

interface Serial0
description connected to M kroTik
ip address 1.1.1.2 255.255. 255, 252

serial restart-delay 1
I

i p classless
iproute 0.0.0.0 0.0.0.0 10.1.1.254
I

end
Cl SCo#

Send ping packets to the MikroTik router:

Cl scogping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds:
RERN

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/32/40 ns
Cl SCO#

Note! Keep in mind that for the point-to-point link the network mask is set to 32 bits, the argument
network is set to the IP address of the other end, and the broadcast address is set to
255.255.255.255.
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General Information

Summary

VLAN is an implementation of the 802.1Q VLAN protocol for MikroTik RouterOS. It allows you
to have multiple Virtual LANs on a single ethernet cable, giving the ability to segregate LANS
efficiently. It supports up to 250 vlan interfaces per ethernet device. Many routers, including Cisco
and Linux based, and many Layer 2 switches also support it.

A VLAN is alogica grouping that allows end users to communicate as if they were physically
connected to a single isolated LAN, independent of the physical configuration of the network.
VLAN support adds a new dimension of security and cost savings permitting the sharing of a
physical network while logically maintaining separation among unrelated users.

Specifications

Packages required: system
License required: level1l (limited to 1 vian), level3
Home menu level: /interface vian

Standards and Technologies: VLAN (IEEE 802.1Q)

Hardware usage: Not significant

Related Documents

. Package Management
. | P Addresses and ARP
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Description

VLANSs are smply a way of grouping a set of switch ports together so that they form a logical
network, separate from any other such group. Within a single switch this is straightforward local
configuration. When the VLAN extends over more than one switch, the inter-switch links have to
become trunks, on which packets are tagged to indicate which VLAN they belong to.

Y ou can use MikroTik RouterOS (as well as Cisco 10S and Linux) to mark these packets as well as
to accept and route marked ones.

As VLAN works on OSI Layer 2, it can be used just as any other network interface without any
restrictions. And VLAN successfully passes through Ethernet bridges (for MikroTik RouterOS
bridges you should set forward-protocols to ip, arp and other; for other bridges there should be
analogical settings).

Currently Supported Interfaces

Thisisalist of network interfaces on which VLAN was tested and worked. Note that there might be
many other interfaces that support VLAN, but they just were not checked.

* Realtek 8139
* Intel PRO/100
e Intel PRO1000 server adapter

* Nationa Semiconductor DP83815/DP83816 based cards (RouterBOARD200 onboard
Ethernet, RouterBOARD 24 card)

* VIA VT6105M based cards (RouterBOARD 44 card)
* VIAVT6105
* VIAVT6102 (VIA EPIA onboard Ethernet)

This is a list of network interfaces on which VLAN was tested and worked, but WITHOUT
LARGE PACKET (>1496 bytes) SUPPORT:

e 3Com 3c59x PCI
*  DEC 21140 (tulip)

Additional Documents

. http: //mww.cisco.com/univer cd/cc/td/doc/product/softwar e/ios121/121newft/121t/121t3/dtbridge.htm#
. http: //www.cisco.com/war p/public/473/27.html#tagging

. http://mwww.nwifusion.com/news/tech/2001/0305tech.html

VLAN Setup
Home menu level: /interface vian

Property Description
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name (name) - interface name for reference
mtu (integer; default: 1500) - Maximum Transmission Unit
inter face (name) - physical interface to the network where are VLANS

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
Setting

* disabled - the interface will not use ARP protocol

* enabled - the interface will use ARP protocol

* proxy-arp - the interface will be an ARP proxy

* reply-only - the interface will only reply to the requests originated to its own IP addresses, but
neighbor MAC addresses will be gathered from /ip arp statically set table only

vlan-id (integer; default: 1) - Virtual LAN identifier or tag that is used to distinguish VLANs. Must
be equal for al computersin one VLAN.

Notes

MTU should be set to 1500 bytes as on Ethernet interfaces. But this may not work with some
Ethernet cards that do not support receiving/transmitting of full size Ethernet packets with VLAN
header added (1500 bytes data + 4 bytes VLAN header + 14 bytes Ethernet header). In this situation
MTU 1496 can be used, but note that this will cause packet fragmentation if larger packets have to
be sent over interface. At the same time remember that MTU 1496 may cause problems if path
MTU discovery is not working properly between source and destination.

Example

To add and enable aVLAN interface named test with vlan-id=1 on interface ether 1:

[adm n@M kroTi k] interface vlan> add nane=test vlan-id=1 interface=etherl
[adm n@M kroTi k] interface vlan> print
Fl ags: X - disabled, R - running
# NAME MIU ARP VLAN- | D | NTERFACE
0 X test 1500 enabl ed 1 etherl
[adm n@M kroTi k] interface vlan> enable 0O
[adm n@M kroTi k] interface vlan> print
Fl ags: X - disabled, R - running
# NAME MIU  ARP VLAN- | D | NTERFACE
0 Rtest 1500 enabl ed 1 etherl
[adm n@M kroTi k] interface vlan>

Application Example

VLAN example on MikroTik Routers

Let us assume that we have two or more MikroTik RouterOS routers connected with a hub.
Interfaces to the physical network, where VLAN is to be created is etherl for al of them (it is
needed only for example simplification, it isNOT a must).

To connect computers through VLAN they must be connected physically and unique IP addresses
should be assigned them so that they could ping each other. Then on each of them the VLAN
interface should be created:

[admi n@M kroTi k] interface vlan> add name=test vlan-id=32 interface=etherl
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[adm n@M kroTi k] interface vlan> print
Flags: X - disabled, R - running
# NAME MIU ARP VLAN- | D | NTERFACE
0 R test 1500 enabl ed 32 etherl
[adm n@M kroTi k] interface vl an>

If the interfaces were successfully created, both of them will be running. If computers are
connected incorrectly (through network device that does not retransmit or forward VLAN packets),
either both or one of the interfaces will not be running.

When the interface is running, | P addresses can be assigned to the VLAN interfaces.

On the Router 1:

[adm n@M kroTi k] ip address> add address=10.10. 10. 1/ 24 interface=t est
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 204/ 24 10.0.0.0 10. 0. 0. 255 et her1l
1 10.20.0.1/ 24 10.20.0.0 10. 20. 0. 255 pcl
2 10.10.10.1/24 10.10.10.0 10. 10. 10. 255 t est

[adm n@M kroTi k] ip address>
On the Router 2:

[admi n@M kroTi k] ip address> add address=10. 10. 10. 2/ 24 interface=t est
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 201/ 24 10.0.0.0 10. 0. 0. 255 et her1l
1 10.10. 10. 2/ 24 10.10.10.0 10. 10. 10. 255 t est

[adm n@M kroTi k] ip address>
If it set up correctly, then it is possible to ping Router 2 from Router 1 and vice versa:

[adm n@M kroTi k] ip address> /ping 10.10.10.1

10.10.10.1 64 byte pong: ttl=255 tine=3 ns

10. 10.10.1 64 byte pong: ttl=255 tine=4 ns

10.10.10.1 64 byte pong: ttl=255 tine=10 s

10.10.10.1 64 byte pong: ttl=255 tinme=5 ns

4 packets transmtted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max = 3/10.5/10 ns

[adm n@M kroTi k] ip address> /ping 10.10.10.2

10. 10.10.2 64 byte pong: ttl =255 tine=10
10. 10.10.2 64 byte pong: ttl =255 tine=11
10. 10.10.2 64 byte pong: ttl =255 tine=10
10. 10. 10.2 64 byte pong: ttl =255 tine=13
4 packets transmtted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max = 10/ 11/13 s

[adm n@M kroTi k] ip address>

o

ns
s
ns
s
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General Information

Summary

The MikroTik RouterOS supports the following RadioLAN 5.8GHz Wireless Adapter hardware:

* RadioLAN ISA card (Model 101)
. RadioLAN PCMCIA card

For more information about the RadioLAN adapter hardware please see the relevant User???s
Guides and Technical Reference Manuals.

Specifications
Packages required: radiolan
Licenserequired: level4

Home menu level: /interface radiolan
Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
. Log Management
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Description

Installing the Wireless Adapter

These installation instructions apply to non-Plug-and-Play 1SA cards. If You have a Plug-and-Play
compliant system AND PnP OS Installed option in system BIOS is set to Yes AND you have a
Plug-and-Play compliant ISA or PCI card (using PCMCIA or CardBus card with Plug-and-Play
compliant adapter), the driver should be loaded automatically. If it is not, these instructions may
also apply to your system.

The basic installation steps of the wireless adapter should be as follows:
1. Check the system BIOS settings for peripheral devices, like, Parallel or Serial communication
ports. Disable them, if you plan to use IRQ's assigned to them by the BIOS.

2.  Usethe RLProg.exe to set the IRQ and Base Port address of the RadioLAN 1SA card (Model
101). RLProg must not be run from a DOS window. Use a separate computer or a bootable
floppy to run the RLProg utility and set the hardware parameters. The factory default values of
[/0 0x300 and IRQ 10 might conflict with other devices.

Please note, that not all combinations of I/O base addresses and IRQs may work on your
motherboard. Asit has been observed, the IRQ 5 and 1/0O 0x300 work in most cases.

Wireless Interface Configuration
Home menu level: /interface ratiolan

Description

To set the wireless interface for working with another wireless card in a point-to-point link, you
should set the following parameters:

. The Service Set | dentifier. It should match the sid of the other card.

*  The Distance should be set to that of the link. For example, if you have 6 km link, use distance
4.7 km - 6.6 km.

All other parameters can be left as default. Y ou can monitor the list of neighbors having the same
sid and being within the radio range.

Property Description

name (name; default: radiolanN) - assigned interface name
mtu (integer; default: 1500) - Maximum Transmission Unit
mac-addr ess (read-only: MAC address) - MAC address

distance (0-150m | 10.2km-13.0km | 2.0km-2.9km | 4.7km-6.6km | 1.1km-2.0km | 150m-1.1km |
2.9km-4.7km | 6.6km-10.2km; default: 0-150m) - distance setting for the link

rx-diversity (enabled | disabled; default: disabled) - receive diversity
tx-diversity (enabled | disabled; default: disabled) - transmit diversity
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default-destination (ap | as-specified | first-ap | first-client | no-destination; default: first-client) -
default destination. It sets the destination where to send the packet if it is not for aclient in the radio
network

default-address (MAC address; default: 00:00:00:00:00:00) - MAC address of a host in the radio
network where to send the packet, if it is for none of the radio clients

max-retries (integer; default: 1500) - maximum retries before dropping the packet
sid (text) - Service Identifier
card-name (text) - card name

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol,
one of the:

* disabled - the interface will not use ARP protocol
* enabled - the interface will use ARP protocol
* proxy-arp - the interface will be an ARP proxy (see corresponding manual)

* reply-only - the interface will only reply to the requests originated to its own | P addresses, but
neighbor MAC addresses will be gathered from /ip arp statically set table only.

Example

[adm n@M kroTi k] interface radiolan> print
Fl ags: X - disabled, R - running
0 R name="radi ol an1" ntu=1500 nac-address=00: AO: D4: 20: 4B: E7 ar p=enabl ed
car d- nanme="00A0D4204BE7" si d="bbbb" default-destination=first-client
def aul t - addr ess=00: 00: 00: 00: 00: 00 di st ance=0- 150m nmax-retri es=15
t x-di versi ty=di sabl ed rx-diversity=di sabl ed

[adm n@M kroTi k] interface radi ol an>

Y ou can monitor the status of the wireless interface:

[adm n@M kroTi k] interface radi ol an> nonitor radiol anl
default: 00: 00: 00: 00: 00: 00
valid: no

[adm n@M kroTi k] interface radi ol an>
Here, the wireless interface card has not found any neighbor.

[adm n@M kroTi k] interface radi ol an> set 0 sid ba72 distance 4. 7km 6. 6km
[adm n@M kroTi k] interface radi ol an> print
Flags: X - disabled, R - running
0 R nanme="radi ol anl" ntu=1500 nac-address=00: AO: D4: 20: 4B: E7 ar p=enabl ed
car d- nane="00A0D4204BE7" si d="ba72" default-destination=first-client
def aul t - addr ess=00: 00: 00: 00: 00: 00 di st ance=4. 7km 6. 6km nax-retri es=15
t x-di versity=di sabl ed rx-diversity=di sabl ed

[adm n@M kroTi k] interface radi ol an> nonitor 0
defaul t: 00: AO: D4: 20: 3B: 7F
valid: yes

[adm n@M kroTi k] interface radi ol an>
Now we'll monitor other cards with the same sid within range:

[adm n@M kroTi k] interface radi ol an> nei ghbor radiolanl print
Flags: A - access-point, R - registered, U - registered-to-us,
D - our-defaul t-destination
NAME ADDRESS ACCESS- PO NT
D 00A0D4203B7F 00: AO: D4: 20: 3B: 7F
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[adm n@M kroTi k] interface radi ol an>
Y ou can test the link by pinging the neighbor by its MAC address:

[adm n@M kroTi k] interface radi ol an> ping 00:a0: d4: 20: 3b: 7f radi ol anl \
si ze=1500 count =50
sent: 1
successful | y-sent:
max-retries
average-retries
mn-retries

sent:
successful | y-sent:
max-retries
average-retries
mn-retries:

IS

sent :
successful | y-sent:
max-retries:
average-retries:
mn-retries:

g

g

successful ly-sent:
max-retries:
average-retries:
mn-retries:

sent:
successful l y-sent:
max-retries:
average-retries:
mn-retries:

[N

sent:
successful | y-sent:
max-retries:
average-retries:
mn-retries: 0

oo

1
0
0
0
1
1
0
0
0
2
2
0
0
0
sent: 3
3
0
0
0
4
4
0
0
0
5
5
0
0

[adm n@M kroTi k] interface radi ol an>

Troubleshooting

Description

* Theradiolan interface does not show up under theinterfaceslist
Obtain the required license for RadioLAN 5.8GHz wireless feature

e Thewirédesscard does not obtain the MAC address of the default destination
Check the cabling and antenna alignment

Wireless Network Applications

Point-to-Point Setup with Routing

Let us consider the following network setup:
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racliclan
10.1.0.2/30

racliclani
10.1.0.1/30

distance=6km
sid=ha72

Router2

Router 1

ether
101.1.12/24

etheri
192.168.0.254/24

LAN
192.168.0.0

The minimum configuration required for the RadioL AN interfaces of both routersis:

1. Setting the Service Set Identifier (up to aphanumeric characters). In our case we use SSID
"pbar2"

2. Setting the distance parameter, in our case we have 6km link.

The IP addresses assigned to the wireless interface of Router#1 should be from the network

10.1.0.0/30, e.g.:

[adm n@M kroTi k] ip address> add address=10.1.0.1/30 interface=radi ol anl
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/ 24 10.1.1.0 10.1.1. 255 et her1l
1 10.1.0.1/30 10.1.0.0 10.1.0.3 radi ol anl

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 10.1.1.254. A static route should be added for
the network 192.168.0.0/24:

[adm n@ kroTi k] ip route> add gateway=10.1. 1. 254

conment copy-from disabled distance dst-address netnmask preferred-source
[adm n@ kroTi k] ip route> add gateway=10.1.1.254 preferred-source=10.1.0.1
[adm n@ kroTi k] ip route> add dst-address=192. 168. 0. 0/ 24 gat eway=10.1.0.2 \

\... preferred-source=10.1.0.1

[adm n@ kroTi k] ip route> print

Flags: X - disabled, | - invalid, D - dynanmc, J - rejected,

C - connect, S - static, R- rip, O- ospf, B -
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 u 10.1.1.254 1 radi ol anl
1 S 192.168.0.0/24 r 10.1.0.2 1 radi ol anl
2 DC 10.1.0.0/30 r 0.0.0.0 0 radi ol anl
3 DC 10.1.1.0/24 r 0.0.0.0 0 et her1l

[adm n@M kroTi k] ip route>
The Router#2 should have addresses 10.1.0.2/30 and 192.168.0.254/24 assigned to the radiolan and
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Ethernet interfaces respectively. The default route should be set to 10.1.0.1
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Description

General Information

Summary

Frame Relay is a multiplexed interface to packet switched network and is a simplified form of
Packet Switching similar in principle to X.25 in which synchronous frames of data are routed to
different destinations depending on header information. Frame Relay uses the synchronous HDLC
frame format.

Specifications

Packages required: synchronous

Licenserequired: level4

Home menu level: /interface pvc

Standards and Technologies. Frame Relay (RFC1490)
Hardware usage: Not significant

Description

To use Frame Relay interface you must have already working synchronous interface. Y ou can read
how to set up synchronous boards supported by MikroTik RouterOS:

. Cyclades PC300 PCI Adapters
. Moxa C101 Synchronous interface
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. Moxa C502 Dual Port Synchronous interface

Additional Documents

. Frame Relay Forum
. http://www2.rad.com/networks/1994/fram rel/frame.htm

Configuring Frame Relay Interface
Home menu level: /interface pvc

Description

To configure frame relay, at first you should set up the synchronous interface, and then the PVC
interface.

Property Description

name (name; default: pvcN) - assigned name of the interface

mtu (integer; default: 1500) - Maximum Transmission Unit of an interface

dici (integer; default: 16) - Data Link Connection Identifier assigned to the PV C interface
interface (name) - Frame Relay interface

Notes

A DLCI isachannel number (Data Link Connection Identifier) which is attached to data frames to
tell the network how to route the data. Frame Relay is "statistically multiplexed”, which means that
only one frame can be transmitted at a time but many logical connections can co-exist on a single
physical line. The DLCI allows the data to be logically tied to one of the connections so that once it
gets to the network, it knows where to send it.

Frame Relay Configuration

Example with Cyclades Interface
Let us consider the following network setup with MikroTik router with Cyclades PC300 interface
connected to aleased line with baseband modems and a Cisco router at the other end.

[adm n@M kroTi k] ip address> add interface=pvcl address=1.1.1.1 netmask=255. 255. 255. 0
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 pvcl

[adm n@M kroTi k] ip address>
PV C and Cyclades interface configuration
« Cyclades

[admi n@M kroTi k] interface cycl ades> print
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Flags: X - disabled, R - running
0 R nanme="cycl ades1" mtu=1500 |ine-protocol =frane-rel ay nedi a-type=V35
cl ock-rat e=64000 cl ock-source=external |ine-code=B8ZS fram ng- node=ESF
| i ne-buil d-out=0dB rx-sensitivity=short-haul frame-relay-Im-type=ans
frame-rel ay-dce=no chdl c- keepal i ve=10s

[adm n@M kroTi k] interface cycl ades>

- PVC

[adm n@M kroTi k] interface pvc> print
Fl ags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 R pvcl 1500 42 cycl ades1
[adm n@M kroTi k] interface pvc>

»  Cisco router setup
Cl SCO# show runni ng-config

Bui | di ng configuration..

Current configuration...

ip subnet - zero

no i p domai n-1 ookup
frame-relay sw tching
I

interface Ethernet0

description connected to EthernetLAN
i p address 10.0.0. 254 255.255.255.0
I

interface Serial O

description connected to |Internet
no i p address

encapsul ati on frame-relay | ETF
serial restart-delay 1
frame-relay I m-type ansi
frame-relay intf-type dce

|

interface Serial0.1 poi nt - t o- poi nt
ip address 1.1.1.2 255.255.255.0
no arp frane-rel ay

frame-relay interface-dlci 42
!

end.
Send ping to MikroTik router
CISCO#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 1.1.1.1, tinmeout is 2 seconds:
1rrn

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 31/ 32 ns
Cl sco#

Example with MOXA Interface

Let us consider the following network setup with MikroTik router with MOXA C502 synchronous
interface connected to aleased line with baseband modems and a Cisco router at the other end.

[adm n@M kroTi k] ip address> add interface=pvcl address=1.1.1.1 netmask=255. 255. 255. 0
[adm n@M kroTi k] ip address> print
Fl ags: X - disabled, | - invalid, D- dynanic

# ADDRESS NETWORK BROADCAST | NTERFACE
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0 1.1.1.1/24 1.1.1.0 1.1.1.255 pvcl
[adm n@M kroTi k] ip address>

PV C and Moxa interface configuration

. Moxa

[adm n@M kroTi k] interface noxa-c502> print
Fl ags: X - disabled, R - running
0 R name="nobxal" ntu=1500 I|ine-protocol =frame-relay cl ock-rate=64000
cl ock-source=external frame-relay-Inm-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nterval =10s

1 X nanme="noxa-c502-2" ntu=1500 |i ne-protocol =sync-ppp cl ock-rat e=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nterval =10s

[adm n@M kroTi k] interface nmoxa-c502>

- PVC

[adm n@M kroTi k] interface pvc> print
Flags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 R pvcl 1500 42 noxal
[adm n@M kroTi k] interface pvc>

CI SCO router setup
Cl SCO# show runni ng-config
Bui | di ng configuration..

Current configuration..

ip subnet - zero

no i p donmi n-1 ookup
frame-relay sw tching
|

interface Ethernet0
description connected to EthernetLAN
i p address 10.0.0.254 255.255.255.0

nterface SerialO

description connected to |nternet
no i p address

encapsul ation franme-relay | ETF
serial restart-delay 1
frame-relay | m-type ansi
frame-relay intf-type dce

nterface Serial 0.1 point-to-point
ip address 1.1.1.2 255.255.255.0
no arp frame-rel ay

frame-relay interface-dlci 42
!

end.
Send ping to MkroTik router
ClSCO#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 1.1.1.1, tineout is 2 seconds:
RERE

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/31/32 ns
Cl sCo#
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Example with MikroTik Router to MikroTik Router

L et us consider the following example:

R1 R2
IP acdress: 4.4.4.1/24 IP address: 4.4.4.2/24

In this example we will use two Moxa C101 synchronous cards.

Do not forget to set line-protocol for synchronous interfaces to frame-relay. To achieve proper
result, one of the synchronous interfaces must operate in DCE mode:

[adm n@1] interface noxa-cl01> set O frame-rel ay-dce=yes
[adm n@1] interface nbxa-cl101> print
Flags: X - disabled, R - running
0 R name="noxa-c101-1" ntu=1500 |ine-protocol =frame-rel ay cl ock-rate=64000
cl ock-source=external franme-relay-|lm-type=ansi frame-rel ay-dce=yes
ci sco- hdl c- keepal i ve-i nterval =10s i gnor e-dcd=no

[adm n@ 1] interface npxa-cl01>
Then we need to add PV C interfaces and | P addr esses.
Onthe R1:

[adm n@1] interface pvc> add dlci =42 interface=noxa-cl101-1
[admin@1] interface pvc> print
Fl ags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 X pvcl 1500 42 noxa- c101-1

[adm n@ 1] interface pvc> /ip address add address 4.4.4.1/24 interface pvcl

onthe R2:

[adm n@2] interface pvc> add dlci =42 interface=noxa-cl101-1
[adm n@2] interface pvc> print
Fl ags: X - disabled, R - running
# NAVE MU DLCl | NTERFACE
0 X pvcl 1500 42 noxa- c101-1

[adm n@2] interface pvc> /ip address add address 4.4.4.2/24 interface pvcl

Finally, we must enable PV C interfaces:

[adm n@1] interface pvc> enable pvcl
[adm n@ 1] interface pvc>
[admi n@2] interface pvc> enable pvcl
[adm n@2] interface pvc>
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Troubleshooting

Description

* | cannot ping through the synchronous frame relay interface between MikroTik router
and a Cisco router
Frame Relay does not support address resolving and IETF encapsulation should be used.
Please check the configuration on the Cisco router
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ISDN (Integrated Services Digital Network)
Interface
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General Information

Summary

The MikroTik router can act as an ISDN client for dialing out, or as an ISDN server for accepting
incoming calls. The dial-out connections may be set as dial-on-demand or as permanent
connections (ssimulating aleased line). The remote | P addr ess (provided by the |SP) can be used as
the default gateway for the router.

Specifications

Packages required: isdn, ppp

License required: levell

Home menu level: /interface isdn-server, /interface isdn-client
Standards and Technologies: PPP (REC 1661)
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Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List

. Log Management

Additional Documents

o PPP over | SDN
. RFC3057 - ISDN Q.921-User Adaptation Layer

ISDN Hardware and Software Installation
Command name: /driver add

Description

Please install the ISDN adapter into the PC accordingly the instructions provided by the adapter
manufacturer.

Appropriate packages have to be downloaded from MikroTik??????2s web page
http: //mww.mikrotik.com. After all, the ISDN driver should be loaded using the /driver add
command.

MikroTik RouterOS supports passive PCl adapters with Siemens chipset:

*  Eicon. Diehl Diva- diva

*  Sedlbauer Speed - sedlbauer

*  ELSA Quickstep 1000 - quickstep
«  NETjet - netjet

* Teles-teles

e Dr. Neuhaus Niccy - niccy

e AVM-avm

 Gazel - gazd

* HFC 2BDS0 based adapters - hfc
*  W6692 based adapters - w6692

For example, for the HFC based PCI card, it is enough to use /driver add name=hfc command to
get the driver loaded.

Note! ISDN | SA adapters are not supported!

Property Description
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name (name) - name of the driver
isdn-protocol (euro | german; default: euro) - data channel protocol

ISDN Channels

ISDN channels are added to the system automatically when the ISDN card driver is loaded. Each
channel corresponds to one physical 64K ISDN data channel.

The list of available ISDN channels can be viewed using the /isdn-channels print command. The
channels are named channell, channel2, and so on. E.g., if you have two ISDN channels, and one
of them currently used by an ISDN interface, but the other available, the output should look like
this:.

[adm n@M kroTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NANVE CHANNEL DIR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[adm n@M kr oTi k] isdn-channel s>

ISDN channels are very similar to PPP serial ports. Any number of ISDN interfaces can be
configured on a single channel, but only one interface can be enabled for that channel at atime. It
means that every ISDN channel is either available or used by an ISDN interface.

MSN and EAZ numbers

In Euro-1SDN a subscriber can assign more than one ISDN number to an ISDN line. For example,
an ISDN line could have the numbers 1234067 and 1234068. Each of these numbers can be used to
dial the ISDN line. These numbers are referred to as Multiple Subscriber Numbers (MSN).

A similar, but separate concept is EAZ numbering, which is used in German ISDN networking.
EAZ number can be used in addition to dialed phone number to specify the required service.

For dia-out ISDN interfaces, MSN/EAZ number specifies the outgoing phone number (the calling
end). For dia-in ISDN interfaces, MSN/EAZ number specifies the phone number that will be
answered. If you are unsure about your MSN/EAZ numbers, leave them blank (it is the default).

For example, if your ISDN line has numbers 1234067 and 1234068, you could configure your
dial-in server to answer only cals to 1234068 by specifying 1234068 as your MSN number. In a
sense, MSN isjust your phone number.

ISDN Client Interface Configuration
Home menu level: /interface isdn-client

Description

The ISDN client is used to connect to remote dial-in server (probably ISP) via ISDN. To set up an
ISDN dial-out connection, use the ISDN dial-out configuration menu under the submenu.

Property Description

name (name; default: isdn-outN) - interface name
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mtu (integer; default: 1500) - Maximum Transmission Unit

mru (integer; default: 1500) - Maximum Receive Unit

phone (integer; default: " ") - phone number to dial

msn (integer; default: " ") - MSN/EAZ of ISDN line provided by the line operator
dial-on-demand (yes | no; default: no) - use dialing on demand

|2-protocol (hdic | x75i | x75ui | X75bui; default: hdlc) - level 2 protocol to be used
user (text) - user name that will be provided to the remote server

password (text) - password that will be provided to the remote server

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to alow the client to use for authentication

add-default-route (yes | no; default: no) - add default route to remote host on connect
profile (name; default: default) - profile to use when connecting to the remote server
use-peer-dns (yes | no; default: no) - use or not peer DNS

bundle-128K (yes | no; default: yes) - use both channels instead of just one

Example

ISDN client interfaces can be added using the add command:

[adm n@M kroTi k] interface isdn-client> add nsn="142" user="test" \
\... password="test" phone="144" bundl e- 128K=no
[adm n@M kroTi k] interface isdn-client> print
Flags: X - disabled, R - running
0 X name="isdn-outl" ntu=1500 nru=1500 nmsn="142" user="test"
password="test" profil e=default phone="144" |2-protocol =hdlc
bundl e- 128K=no di al - on- demand=no add- def aul t - r out e=no use- peer - dns=no

[adm n@M kroTi k] interface isdn-client>

ISDN Server Interface Configuration
Home menu level: /interface isdn-client

Description
ISDN server is used to accept remote dial-in connections form ISDN clients.

Property Description

name (name; default: isdn-inN) - interface name

mtu (integer; default: 1500) - Maximum Transmission Unit

mru (integer; default: 1500) - Maximum Receive Unit

phone (integer; default: " ") - phone number to dial

msn (integer; default: " ") - MSN/EAZ of ISDN line provided by the line operator
I2-protocol (hdic | x75i | X75ui | x75bui; default: hdlc) - level 2 protocol to be used
profile (name; default: default) - profile to use when connecting to the remote server
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bundle-128K (yes| no; default: yes) - use both channels instead of just one

authentication (pap | chap | mschapl | mschap2; default: mschap2, mschapl, chap, pap) - used
authentication

Example

ISDN server interfaces can be added using the add command:

[adm n@M kroTi k] interface isdn-server> add nsn="142" bundl e- 128K=no
[adm n@M kroTi k] interface isdn-server> print
Fl ags: X - disabled, R - running
0 X npame="isdn-inl" ntu=1500 nru=1500 nsn="142"
aut henti cati on=nschap2, chap, pap profil e=default |2-protocol =x75bui
bundl e- 128K=no

[adm n@M kroTi k] interface isdn-server>

ISDN Examples

ISDN Dial-out
Dial-out ISDN connections allow a local router to connect to a remote dial-in server (ISP's) via
ISDN.

Let's assume you would like to set up a router that connects your local LAN with your ISP via
ISDN line. First you should load the corresponding ISDN card driver. Supposing you have an ISDN
card with a W6692-based chip:

[adm n@M kroTi k] > /driver add nanme=w6692

Now additional channels should appear. Assuming you have only one ISDN card driver loaded, you
should get following:

[adm n@M kroTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NANVE CHANNEL DIR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[adm n@M kr oTi k] isdn-channel s>

Suppose you would like to use dial-on-demand to dia your ISP and automatically add a default
route to it. Also, you would like to disconnect when there is more than 30s of network inactivity.
Your |SP's phone number is 12345678 and the user name for authentication is 'john'. Your ISP
assigns |P addresses automatically. Add an outgoing ISDN interface and configure it in the
following way:

[adm n@n krotik]> /interface isdn-client add nanme="i sdn-i sp" phone="12345678"
user ="j ohn" password="31337!)" add-defaul t-route=yes di al - on-denmand=yes
[adm n@M kroTik] > /interface isdn-client print
Flags: X - disabled, R - running
0 X nanme="isdn-isp" ntu=1500 nru=1500 nsn="" user="j ohn" password="31337!)"
profil e=default phone="12345678" | 2-protocol =hdl ¢ bundl e- 128K=no
di al - on- demand=yes add- def aul t -r out e=yes use- peer-dns=no

Configure PPP profile.

[adm n@M kroTi k] ppp profile> print
Flags: * - default
0 * nane="default" | ocal -address=0.0.0.0 renote-address=0.0.0.0
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session-timeout =0s idl e-timeout=0s use-conpressi on=no
use-vj - conpr essi on=yes use-encrypti on=no require-encrypti on=no only-one=no
tx-bit-rate=0 rx-bit-rate=0 incomng-filter="" outgoing-filter=""

[adm n@ kroti k] ppp profile> set default idle-tineout=30s

If you would like to remain connected all thetime, i.e., as aleased line, then set the idle-timeout to
Os.

All that remainsisto enable the interface:
[adm n@M kroTi k] /interface set isdn-isp disabled=no
Y ou can monitor the connection status with the following command:

[adm n@ kroTi k] /interface isdn-client nmonitor isdn-isp
ISDN Dial-in

Dia-in ISDN connections allow remote clients to connect to your router vial SDN.

Let us assume you would like to configure a router for accepting incoming ISDN calls from remote
clients. You have an Ethernet card connected to the LAN, and an ISDN card connected to the ISDN
line. First you should load the corresponding ISDN card driver. Supposing you have an ISDN card
with an HFC chip:

[adm n@M kroTi k] /driver add name=hfc

Now additional channels should appear. Assuming you have only one ISDN card driver loaded, you
should get the following:

[adm n@M kroTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NANVE CHANNEL DIR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[adm n@M kroTi k] isdn-channel s>
Add an incoming ISDN interface and configure it in the following way:

[admi n@M kroTi k] interface isdn-server> add nsn="7542159" \
\... authentication=chap, pap bundl e- 128K=no
[adm n@M kroTi k] interface 1sdn-server> print
Fl ags: X - disabled
0 X name="isdn-inl" mtu=1500 nru=1500 nmsn="7542159" aut henti cati on=chap, pap
profil e=default | 2-protocol =hl dc bundl e- 128K=no

Configure PPP settings and add users to router's database.

[adm n@M kroTi k] ppp profile> print
Flags: * - default
0 * name="default" |ocal -address=0.0.0.0 renpte-address=0.0.0.0
sessi on-ti meout =0s i dl e-ti neout =0s use- conpr essi on=no
use-Vvj - conpr essi on=yes use-encrypti on=no require-encryption=no only-one=no
tx-bit-rate=0 rx-bit-rate=0 incomng-filter="" outgoing-filter=""
[adm n@ kroti k] ppp profile> set default idle-tineout=5s |ocal-address=10.99.8.1\
\... renote-address=10.9.88.1

Add user ‘john' to the router's user database. Assuming that the password is'31337!)":

[adm n@M kroTi k] ppp secret> add nane=j ohn password="31337!)" service=i sdn
[adm n@M kroTi k] ppp secret> print

[adm n@ SDN] ppp secret> print

Fl ags: X - disabl ed
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#  NAME SERVI CE CALLER-1D PASSWORD PROFI LE
0 john i sdn 31337!) def aul t
[adm n@M kroTi k] ppp secret>

Check the status of the ISDN server interface and wait for the call:

[adm n@M kroTi k] interface isdn-server> nonitor isdn-inl

status: Wiiting for call...

ISDN Backup

Backup systems are used in specific cases, when you need to maintain a connection, even if a fault
occurs. For example, if someone cuts the wires, the router can automatically connect to a different
interface to continue its work. Such a backup is based on an utility that monitors the status of the
connection - netwatch, and a script, which runs the netwatch.

Thisis an example of how to make simple router backup system. In this example we'll use an ISDN
connection for purpose to backup a standard Ethernet connection. Y ou can, however, use instead of
the ISDN connection anything you need - PPP, for example. When the Ethernet fail (the router nr.1
cannot ping the router nr.2 to 2.2.2.2 (see picture) the router nr.1 will establish an ISDN connection,
so-called backup link, to continue communicating with the nr. 2.

You must keep in mind, that in our case there are just two routers, but this system can be extended
to support more different networks.

The backup system example is shown in the following picture:
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In this case the backup interface is an ISDN connection, but in real applications it can be
substituted by a particular connection. Follow the instructions below on how to set up the backup
link:
o At firgt, you need to set up ISDN connection. To use ISDN, the ISDN card driver must be
loaded:
[adm n@M kroTi k] driver> add nanme=hfc
The PPP connection must have a new user added to the routers one and two:
[adm n@M kroti k] ppp secret> add nane=backup passwor d=backup servi ce=i sdn
An ISDN server and PPP profile must be set up on the second router:
[adm n@M kroTi k] ppp profile> set default |ocal -address=3. 3. 3. 254
renot e- address=3.3.3. 1
[adm n@M kroTi k] interface isdn-server> add nane=backup nmsn=7801032
An ISDN client must be added to the first router:
[adm n@M kroTi k] interface isdn-client>
add nane=backup user="backup" password="backup" phone=7801032 nsn=7542159

*  Then, you have to set up static routes
Use the /ip route add command to add the required static routes and comments to them.
Comments are required for referencesin scripts.
Thefirst router:
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[adm n@M kroti k] ip route> add gateway 2.2.2.2 coment "routel"

The second router:
[adm n@M kroti k] ip route> add gateway 2.2.2.1 coment "routel" dst-address 1.1.1.0/24

* Andfinaly, you haveto add scripts.
Add scriptsin the submenu /system script using the following commands:
Thefirst router:

[admi n@M kroti k] system script> add nanme=connecti on_down \

\... source={/interface enabl e backup; /ip route set routel gateway 3.3.3.254}
[adm n@M kroti k] system script> add nane=connection_up \
\... source={/interface disable backup; /ip route set routel gateway 2.2.2.2}

The second router:

[adm n@M kroti k] system script> add nane=connecti on_down \

\... source={/ip route set routel gateway 3.3.3.1}
[adm n@M kroti k] system script> add nane=connection_up \
\... source={/ip route set routel gateway 2.2.2.1}

e To get al above listed to work, set up Netwatch utility. To use netwatch, you need the
advanced tools feature package installed. Please upload it to the router and reboot. When
installed, the advanced-tools package should be listed under the /system package print list.
Add the following settings to the first router:

[adm n@M kroti k] tool netwatch> add host=2.2.2.1 interval =5s \
\... up-script=connection_up down-scri pt=connecti on_down

Add the following settings to the second router:

[adm n@M kroti k] tool netwatch> add host=2.2.2.2 interval =5s \
up- scri pt =connection_up down-scri pt=connecti on_down
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Description

General Information

Summary

PPTP (Point to Point Tunnel Protocol) supports encrypted tunnels over IP. The MikroTik RouterOS
implementation includes support for PPTP client and server.

General applications of PPTP tunnels:

. For secure router-to-router tunnels over the Internet
* Tolink (bridge) loca Intranets or LANSs (when Eol P is also used)
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*  For mobile or remote clients to remotely access an Intranet/LAN of a company (see PPTP
setup for Windows for more information)

Each PPTP connection is composed of a server and a client. The MikroTik RouterOS may function
as aserver or client - or, for various configurations, it may be the server for some connections and
client for other connections. For example, the client created below could connect to a Windows
2000 server, another MikroTik Router, or another router which supports a PPTP server.

Quick Setup Guide

To make a PPTP tunnel between 2 MikroTik routers with |P addresses 10.5.8.104 (PPTP server)
and 10.1.0.172 (PPTP client), follow the next steps.

e Setup on PPTP server:

1. Addauser:
[adm n@PTP- Server] ppp secret> add name=j ack password=pass \
\... local -address=10.0.0.1 renote-address=10.0.0.2

2. Enablethe PPTP server:

[adm n@PPTP- Server] interface pptp-server server> set enabl ed=yes

e Setup on PPTP client:
1. AddthePPTPclient:

[adm n@PTP-Client] interface pptp-client> add user=jack password=pass \
\... connect-to=10.5. 8. 104 di sabl ed=no

Specifications

Packages required: ppp

License required: level1 (limited to 1 tunnel), level 3 (limited to 200 tunnels), level5
Home menu level: /interface pptp-server, /interface pptp-client

Standards and Technologies: PPTP (RFC 2637)

Hardware usage: Not significant

Related Documents

. Package Management
. | P Addresses and ARP

+  AAA
« EoaP
Description

PPTP is a secure tunnel for transporting I P traffic using PPP. PPTP encapsulates PPP in virtual lines
that run over IP. PPTP incorporates PPP and MPPE (Microsoft Point to Point Encryption) to make
encrypted links. The purpose of this protocol is to make well-managed secure connections between
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routers as well as between routers and PPTP clients (clients are available for and/or included in
amost all OSsincluding Windows).

PPTP includes PPP authentication and accounting for each PPTP connection. Full authentication
and accounting of each connection may be done through a RADIUS client or locally.

MPPE 40bit RC4 and MPPE 128bit RC4 encryption are supported.

PPTP traffic uses TCP port 1723 and IP protocol GRE (Generic Routing Encapsulation, |P protocol
ID 47), as assigned by the Internet Assigned Numbers Authority (IANA). PPTP can be used with
most firewalls and routers by enabling traffic destined for TCP port 1723 and protocol 47 traffic to
be routed through the firewall or router.

PPTP connections may be limited or impossible to setup though a masgueraded/NAT IP
connection. Please see the Microsoft and RFC links at the end of this section for more information.

Additional Documents

. http://www.ietf.orag/rfc/rfc2637.txt?number=2637
. http://mwww.ietf.ora/rfc/rfc3078.txt?number=3078
. http://mww.ietf.ora/rfc/rfc3079.txt?number=3079

PPTP Client Setup

Home menu level: /interface pptp-client
Property Description

name (name; default: pptp-outN) - interface name for reference

mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal value is the MTU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the MTU
to 1460 to avoid fragmentation of packets)

mru (integer; default: 1460) - Maximum Receive Unit. The optimal value is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

connect-to (1P address) - The IP address of the PPTP server to connect to

user (text) - user name to use when logging on to the remote server

password (text; default: " ") - user password to use when logging to the remote server
profile (name; default: default) - profile to use when connecting to the remote server

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to alow the client to use for authentication

add-default-route (yes | no; default: no) - whether to use the server which this client is connected
to asits default router (gateway)

Example

To set up PPTP client named test2 using unsername john with password john to connect to the

Page 125 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



10.1.1.12 PPTP server and use it as the default gateway:

[adm n@M kroTi k] interface pptp-client> add nane=test2 connect-to=10.1.1.12 \
\... user=john add-default-route=yes password=john
[adm n@M kroTi k] interface pptp-client> print
Flags: X - disabled, R - running
0 X nanme="test2" ntu=1460 nru=1460 connect-to0=10.1.1.12 user="john"
passwor d="j ohn" profil e=default add-default-route=yes

[adm n@M kroTi k] interface pptp-client> enable 0

Monitoring PPTP Client

Command name: /interface pptp-client monitor
Property Description

uptime (time) - connection time displayed in days, hours, minutes and seconds
encoding (text) - encryption and encoding (if asymmetric, seperated with '/") being used in this
connection
status (text) - status of the client
« Dialing - attempting to make a connection
* Verifying password... - connection has been established to the server, password verification in
progress
e Connected - self-explanatory

» Terminated - interface is not enabled or the other side will not establish a connection uptime
(time) - connection time displayed in days, hours, minutes and seconds

Example

Example of an established connection:

[adm n@M kroTi k] interface pptp-client> nmonitor test2
upti me: 4h35s
encodi ng: MPPE 128 bit, stateless
status: Connected
[adm n@M kroTi k] interface pptp-client>

PPTP Server Setup

Home menu level: /interface pptp-server server

Description

The PPTP server creates a dynamic interface for each connected PPTP client. The PPTP connection
count from clients depends on the license level you have. Levell license allows 1 PPTP client,
Level3 or Level4 licenses up to 200 clients, and Level5 or Level6 licenses do not have PPTP client
limitations.

To create PPTP users, you should consult the PPP_secret and PPP_Profile manuals. It is also
possible to use the MikroTik router as a RADIUS client to register the PPTP users, see the manual
how to do it.
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Property Description

enabled (yes| no; default: no) - defines whether PPTP server is enabled or not

mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal value isthe MTU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the MTU
to 1460 to avoid fragmentation of packets)

mru (integer; default: 1460) - Maximum Receive Unit. The optimal value is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

authentication (multiple choice: pap | chap | mschapl | mschap2; default: mschap2?) -
authentication algorithm

keepalive-timeout (time; default: 30) - defines the time period (in seconds) after which the router is
starting to send keepalive packets every second. If no traffic and no keepalive responses has came
for that period of time (i.e. 2 * keepalive-timeout), not responding client is proclaimed disconnected

default-profile - default profile to use
Example

To enable PPTP server:

[adm n@M kroTi k] interface pptp-server server> set enabl ed=yes
[adm n@M kroTi k] interface pptp-server server> print
enabl ed: yes
ntu: 1460
nru: 1460
aut henti cation: nschap2, nschapl
keepal i ve-ti neout: 30
default-profile: default
[adm n@M kroTi k] interface pptp-server server>

PPTP Server Users
Home menu level: /interface pptp-server

Description

There are two types of items in PPTP server configuration - static users and dynamic connections.
A dynamic connection can be established if the user database or the default-profile has its
local-address and remote-address set correctly. When static users are added, the default profile
may be left with its default values and only PPP user (in /ppp secret) should be configured. Note
that in both cases PPP users must be configured properly.

Property Description

name (name) - interface name

user (name) - the name of the user that is configured statically or added dynamically

mtu (integer) - (cannot be set here) client'sMTU

client-address (IP address) - shows (cannot be set here) the | P address of the connected client
uptime (time) - shows how long the client is connected
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encoding (text) - encryption and encoding (if asymmetric, separated with '/') being used in this

connection
Example

To add a static entry for ex1 user:

[adm n@M kroTi k] interface pptp-server> add user=exl

[adm n@M kroTi k] interface pptp-server> print
Flags: X - disabled, D - dynamc, R - running
NAME

# USER
0 DR <pptp-ex> ex
1 ppt p-inl exl

[adm n@M kroTi k] interface pptp-server>

CLI ENT- ADDRESS UPTI ME ENC. . .
10. 0. 0. 202 6nmB2s none

In this example an already connected user ex is shown besides the one we just added.

PPTP Application Examples

Router-to-Router Secure Tunnel Example

The following is an example of connecting two Intranets using an encrypted PPTP tunnel over the

Internet.

Hetwork Setup without PPTP enabled

netwaork 192.168.80.0

hetrmask 265 255 255 0

To Internet [HomeOffice]

1092 168 .80 1/24
LocafHaEeElﬁcz
10780 2 254724

network 10.150.2.0
netmask 255.295.255.0

e

Lapto
10180 2 1/24

There are two routersin this example:

hetwork 192 168.81.0

hetmask 255 255 265 .0

To intemeat

192 168 87 1724

[ ccalRemateOffice
J0 940 7 284524

[RemateOftice]

network 10.150.1.0
netmask 255.255.255.0

io

-

Work station
10180 1 124
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*  [HomeOffice]
Interface LocalHomeOffice 10.150.2.254/24
Interface Tolnternet 192.168.80.1/24

*  [RemoteOffice]
Interface Tolnternet 192.168.81.1/24
Interface Local RemoteOffice 10.150.1.254/24

Each router is connected to a different ISP. One router can access another router through the
Internet.

On the Pref or ma PPTP server auser must be set up for the client:

[adm n@HonmeOifice] ppp secret> add name=ex servi ce=pptp password=l kjrht
| ocal - addr ess=10. 0. 103. 1 renot e- address=10. 0. 103. 2
[adm n@omeOf fice] ppp secret> print detail
Flags: X - disabled
0 name="ex" service=pptp caller-id="" password="lkjrht" profil e=default
| ocal - addr ess=10. 0. 103. 1 renot e- addr ess=10. 0. 103. 2 rout es==""

[adm n@HonmeO fice] ppp secret>
Then the user should be added in the PPTP server list:

[adm n@HomeOifice] interface pptp-server> add user=ex
[adm n@omeOifice] interface pptp-server> print
Flags: X - disabled, D - dynamc, R - running
# NAME USER MIU  CLI ENT- ADDRESS UPTIME  ENC. ..
0 ppt p-inl ex
[adm n@onmeOifice] interface pptp-server>

And finally, the server must be enabled:

[adm n@HomreOF fice] interface pptp-server server> set enabl ed=yes
[adm n@omeOifice] interface pptp-server server> print
enabl ed: yes
ntu: 1460
nru: 1460
aut henti cati on: nschap2
default-profile: default
[adm n@HomreOi fice] interface pptp-server server>

Add a PPTP client to the RemoteOffice router:

[adm n@RenmoteOffice] interface pptp-client> add connect-to0=192. 168. 80.1 user=ex \
\... password=l kjrht disabled=no
[admi n@enoteCf fice] interface pptp-client> print
Fl ags: X - disabled, R - running
0 R name="pptp-outl"” ntu=1460 nru=1460 connect-to0=192. 168. 80. 1 user="ex"
password="1 kjrht" profil e=default add-default-route=no

[adm n@enoteCffice] interface pptp-client>

Thus, a PPTP tunnel is created between the routers. This tunnel is like an Ethernet point-to-point
connection between the routers with IP addresses 10.0.103.1 and 10.0.103.2 at each router. It
enables 'direct’ communication between the routers over third party networks.
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Hetwork Setup with PPTP
Internet

c
3 o
L =
) I

-

i

“ Encrypted g
PPTP Tunnel e ISP #2

network 192,168,804 192 168.81.0
netriask 255,255 2550

I.
0

R

H OIffi [RemateOffice]
To .fnt[er.?):lE e i e To Intemeat
102 168 80 104 ey 10-0- 1037 Tunnel To HomeOffice Wl 195 178 87 1/24
aaaiall — I 10.0.703.2 [l 777"
LocaiH I [ ocaiRamotaOffice
Qe B oRtiod 101501, 25424

T0. T80, 2. 254724

network 10.150.2.0 network 10.150.1.0
netmask 255.255.255.0 netmask 295.255.2595.0
"
ﬁl'
Laptap Wark station
10180 2 1/24 10 780 1 1724

To route the local Intranets over the PPTP tunnel you need to add these routes:

[adm n@HomeCffice] > ip route add dst-address 10.150.1.0/24 gateway 10.0.103.2
[adm n@emoteCf fice] > ip route add dst-address 10.150. 2.0/ 24 gateway 10.0.103.1

On the PPTP server it can aternatively be done using routes parameter of the user configuration:

[adm n@omeOF fice] ppp secret> print detail

Fl ags: X - disabled
0 name="ex" service=pptp caller-id="" password="lkjrht" profil e=default

| ocal - address=10. 0. 103. 1 renpt e- address=10. 0. 103. 2 rout es==""

[adm n@HonmeOi fice] ppp secret> set O routes="10.150.1.0/24 10.0.103.2 1"

[adm n@onmeOi fice] ppp secret> print detail

Fl ags: X - disabled
0 name="ex" service=pptp caller-id="" password="lkjrht" profile=default

| ocal - address=10. 0. 103. 1 renpt e- addr ess=10. 0. 103. 2
routes="10.150.1.0/24 10.0.103.2 1"

[adm n@HomeOf fice] ppp secret>
Test the PPTP tunnel connection:

[adm n@Renmot eCf fice] > /ping 10.0.103.1

10.0.103.1 pong: ttl =255 time=3 ns

10.0.103.1 pong: ttl =255 time=3 ns

10.0.103.1 pong: ttl =255 time=3 ns

ping interrupted

3 packets transmitted, 3 packets received, 0% packet |oss
round-trip mn/avg/max = 3/3.0/3 s

Test the connection through the PPTP tunnel to the Local HomeOffice interface:
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[adm n@Renpt eCf fice] > /ping 10.150. 2. 254

10. 150. 2. 254 pong: ttl =255 time=3 s

10. 150. 2. 254 pong: ttl =255 time=3 s

10. 150. 2. 254 pong: ttl =255 time=3 s

ping interrupted

3 packets transmitted, 3 packets received, 0% packet |oss
round-trip mn/avg/max = 3/3.0/3 s

To bridge a LAN over this secure tunnel, please see the example in the 'Eol P section of the manual.
To set the maximum speed for traffic over thistunnel, please consult the 'Queues’ section.

Connecting a Remote Client via PPTP Tunnel

The following example shows how to connect a computer to a remote office network over PPTP
encrypted tunnel giving that computer an IP address from the same network as the remote office has
(without need of bridging over Eol P tunnels)

Please, consult the respective manual on how to set up a PPTP client with the software You are
using.

&
‘I.
-
i
-"

= Encrypted
PPTP Tunnel g, l=F

nedywork 192.168.81.0
netrask 255.255 265

ISP #1 Pl
netwark 1592.168.504
netmask 255 265 2%

Ly
]

ToRemoteOffice [REmateCince)
f 10.150.1.2/32 Fromiaptop % To intemet
10.150.1.254/32 W@ 192 168 87 1724

. e —_————
3 ?Sﬂ’.fcﬁeﬂ 1. 254024
192,168,680 11124 Il

network 10.150.1.0
netmask 255.255.255.0

.I_—'

Wiork station
10,780 1 1724

The router in this example:

*  [RemoteOffice]
Interface Tolnternet 192.168.81.1/24
Interface Office 10.150.1.254/24

The client computer can access the router through the Internet.
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On the PPTP server a user must be set up for the client:

[adm n@enot eCf fice] ppp secret> add name=ex service=pptp password=l kjrht
| ocal - addr ess=10. 150. 1. 254 renot e- addr ess=10. 150. 1. 2
[adm n@RenmoteCf fice] ppp secret> print detail
Fl ags: X - disabl ed
0 name="ex" service=pptp caller-id="" password="I1kjrht" profil e=default
| ocal - addr ess=10. 150. 1. 254 renvot e- addr ess=10. 150. 1. 2 rout es==""

[adm n@RenoteCf fice] ppp secret>
Then the user should be added in the PPTP server list:

[adm n@RenmpteOf fice] interface pptp-server> add nane=Froniapt op user=ex
[adm n@RenmoteOffice] interface pptp-server> print
Flags: X - disabled, D - dynamc, R - running

# NAME USER MIU CLI ENT- ADDRESS UPTI ME ENC. . .
0 FromLapt op ex
[adm n@enoteCf fice] interface pptp-server>
And the server must be enabled:

[adm n@empt eOf fice] interface pptp-server server> set enabl ed=yes
[adm n@emot eCf fice] interface pptp-server server> print
enabl ed: yes
ntu: 1460
nru: 1460
aut henti cati on: nschap2
default-profile: default
[adm n@RenmoteCffice] interface pptp-server server>

Finally, the proxy APR must be enabled on the 'Office' interface:

[adm n@RenoteOffice] interface ethernet> set O fice arp=proxy-arp
[adm n@enoteOffice] interface ethernet> print
Flags: X - disabled, R - running

# NANVE MIruU MAC- ADDRESS ARP
0 R Tol nternet 1500 00: 30: 4F: 0B: 7B: C1 enabl ed
1 ROfice 1500 00: 30: 4F: 06: 62: 12 proxy-arp

[adm n@enmpteCf fice] interface ethernet>

PPTP Setup for Windows

Microsoft provides PPTP client support for Windows NT, 98, 98SE, ME, 2000 and XP. Windows
98SE, ME, 2000 and XP include support in the Windows setup or automatically install PPTP. For
95, NT, and 98, installation requires a download from Microsoft. Many |SPs have made help pages
to assist clients with Windows PPTP installation.

. Step-by-step instructions how to setup PPTP on Windows 2000
. PPTP setup for Windows95

Sample instructions for PPTP (VPN) installation and client setup -
Windows 98SE

If the VPN (PPTP) support is installed, select 'Dia-up Networking' and 'Create a new connection'.
The option to create a "VPN' should be selected. If there is no "VPN' options, then follow the
installation instructions below. When asked for the 'Host name or IP address of the VPN server’,
type the I P address of the router. Double-click on the 'new" icon and type the correct user name and
password (must also be in the user database on the router or RADIUS server used for
authentication).
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The setup of the connections takes nine seconds after selection the ‘connect’ button. It is suggested
that the connection properties be edited so that 'NetBEUI', 'IPX/SPX compatible, and ‘Log on to
network' are unselected. The setup time for the connection will then be two seconds after the
‘connect’ button is selected.

Toinstal the 'Virtual Private Networking' support for Windows 98SE, go to the 'Setting' menu from
the main 'Start' menu. Select 'Control Panel’, select 'Add/Remove Program’, select the "Windows
setup' tab, select the 'Communications software for installation and 'Details. Go to the bottom of
the list of software and select 'Virtual Private Networking' to be installed.

Troubleshooting

Description

* lusefirewall and | cannot establish PPTP connection
Make sure the TCP connections to port 1723 can pass through both directions between your
sites. Also, IP protocol 47 should be passed through

Page 133 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Wireless Client and Wireless Access Point Manual

Document revision 1.8 (Tue Nov 23 18:04:38 GMT 2004)
This document appliesto V

Table of Contents

Table of Contents
Genera Information
Summary
Quick Setup Guide
Specifications
Related Documents
Description
Wireless Interface Configuration
Description
Property Description
Notes
Example
Nstreme Settings
Description
Property Description
Example
Nstreme?2 Group Settings
Description
Property Description
Example
Registration Table
Description
Property Description
Example
AccessList
Description
Property Description
Notes

Example
Info

Description
Property Description
Notes
Example
Virtual Access Point Interface
Description
Property Description
Notes

Example
WDS Interface Configuration

Description

Page 134 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Property Description
Notes
Example

Align
Description
Property Description
Notes

Example

Align Monitor
Description
Property Description

Example
Network Scan

Description
Property Description

Example
Wireless Security

Description
Property Description
Notes
Wireless Aplication Examples
AP to Client Configuration Example
WDS Configuration Example
Wireless Security Example
Troubleshooting

Description

General Information

Summary

The wireless interface operates using |IEEE 802.11 set of standards. It uses radio waves as a
physical signal carrier and is capable of wireless data transmission with speeds up to 108 Mbps (in
5GHz turbo-mode).

MikroTik RouterOS supports the Intersil Prism [l PC/PCI, Atheros AR5000, AR5001X,
AR5001X+, AR5002X+, and AR5004X+ chipset based wireless adapter cards for working as
wireless clients (station mode), wireless bridges (bridge mode), wireless access points (ap-bridge
mode), and for antenna positioning (alignment-only mode). For further information about
supported wireless adapters, see Device Driver List

MikroTik RouterOS provides a complete support for IEEE 802.11a, 802.11b and 802.11g wireless
networking standards. There are several features implemented for the wireless data communication
in RouterOS - WEP (Wired Equivalent Privacy), AES encryption, WDS (Wireless Distribution
System), DFS (Dynamic Frequency Selection), Alignment mode (for positioning antennas and
monitoring wireless signal), VAP (Virtual Access Point), Fast Frames, disable packet forwarding
among clients, and others. Y ou can see the feature list which are supported by various cards.

The nstreme protocol is MikroTik proprietary (i.e., incompatible with other vendors) wireless
protocol created to improve point-to-point and point-to-multipoint wireless links. Nstreme2 works
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with a pair of wireless cards (Atheros AR5210, AR5211, AR5212 and AR5213 MAC chips only) -
one for transmitting data and one for receiving.

Benefits of nstreme protocol:

*  Client polling

*  Very low protocol overhead per frame allowing super-high data rates

*  No protocol limits on link distance

*  No protocol speed degradation for long link distances

*  Dynamic protocol adjustment depending on traffic type and resource usage

Quick Setup Guide

Let's consider that you have awirelessinterface, called wlan1.

* To set it as an Access Point, working in 802.11g standard in compatibility mode (i.e., both
802.11b and 802.11g clients are allowed to connect), using frequency 2442 MHz and Service
Set Identifier test:

/interface wireless set wanl ssid="test" frequency=2442 band=2. 4ghz-b/g \
node=ap- bri dge di sabl ed=no

Now your router is ready to accept wireless clients.
» To make a point-to-point connection, using 802.11a standard, frequency 5805 MHz and
Service Set Identifier p2p:

/interface wireless set wanl ssid="p2p" frequency=5805 band=5ghz \
node=bri dge di sabl ed=no

The remote interface should be configured to station as showed below.
*  To make the wireless interface as a wireless station, working in 802.11a standard and Service
Set Identifier p2p:

/interface wireless set w anl ssid="p2p" band=5ghz node=station di sabl ed=no

Specifications

Packages required: wireless

License required: level4 (station and bridge mode), level5 (station, bridge and AP mode)
Home menu level: /interface wireless

Standards and Technologies: IEEE802.11a, |EEE802.11b, | EEE802.119g

Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
. Log Management

Page 136 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Description

The Atheros card has been tested for distances up to 20 km providing connection speed up to
17Mbit/s. With appropriate antennas and cabling the maximum distance should be as far as 50 km.
Nstreme has no distance limitations.

These values of ack-timeout were approximated from the tests done by us, as well as by some of
our customers:

ack-timeout
range 5GHz 5GHz-turbo 24GHz-G
Okm default default default
5km 52 30 62
10km 85 48 96
15km 121 67 133
20km 160 89 174
25km 203 111 219
30km 249 137 368
35km 298 168 320
40km 350 190 375
45km 405 - -

Please note that these are not the precise values. Depending on hardware used and many other
factors they may vary up to +/- 15 microseconds.

You can aso use a dynamic value - the router will determine the ack-timeout setting
automatically.

The nstreme protocol may be operated in three modes:

* Point-to-Point mode - controlled point-to-point mode with one radio on each side

 Dual radio Point-to-Point mode (nstreme2) - the protocol will use two radios on both sides
simultaneously (one for transmitting data and one for receiving), allowing superfast
point-to-point connection

* Point-to-Multipoint - controlled point-to-multipoint mode with client polling (like
AP-controlled TokenRing)

Hardware Notes

The MikroTik RouterOS supports as many Atheros chipset based cards as many free adapter slots
are there on your system. One license is valid for al cards on your system. Note that maximal
number of PCMCIA socketsis 8.

Some chipsets are not stable with Atheros cards and cause radio to stop working. Via Epia,
MikroTik RouterBoard and systems based on Intel i815 and 1845 chipsets are tested and work stable
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with Atheros cards. There might be many other chipsets that are working stable, but it has been
reported that some older chipsets, and some systems based on AMD Duron CPU are not stable.

Only AR5212 and newer Atheros MAC chips are stable with RouterBOARD200 connected via
RouterBOARD14 four-port MiniPCI-to-PCl adapter. This note only applies to the
RouterBOARD200 platform with multiple Atheros-based cards.

Wireless Interface Configuration
Home menu level: /interface wireless

Description
In this section we will discuss the most important part of the configuration.

Property Description

802.1x-mode (PEAP-MSCHAPV2 | none; default: none) - whether to use Protected Extensible
Authentication Protocol Microsoft Challenge Handshake Authentication Protocol version 2 for
authentication

ack-timeout (integer | dynamic | indoor) - acknowledgment code timeout (transmission acceptance
timeout) in microseconds or one of these:

» dynamic - ack-timeout is chosen automatically
 indoor - standard constant for indoor environment

antenna-mode (ant-a | ant-b | rxa-txb | txa-rxb; default: ant-a) - which antenna to use for
transmit/receive data:

 ant-a - use only antennaa

 ant-b - use only antenna b

* rxa-txb - use antenna a for receiving packets, use antenna b for transmitting packets
* txa-rxb - use antenna afor transmitting packets, antenna b for receiving packets

arp - Address Resolution Protocol setting
band - operating band
» 2.4ghz-b - IEEE 802.11b
» 2.4ghz-b/g - IEEE 802.11b and IEEE 802.11g
 2.4ghz-g-turbo - IEEE 802.11g up to 108 Mbit
 2.4ghz-onlyg - IEEE 802.11g
» 5ghz - IEEE 802.11a up to 54 Mbit
 5ghz-turbo - IEEE 802.11a up to 108Mbit
basic-rates-a/g (multiple choice: 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps,

54Mbps; default: 6M bps) - basic rates in 802.11a or 802.11g standard (this should be the minimal
speed al the wireless network nodes support). It is recommended to leave this as default

basic-rates-b (multiple choice: IMbps, 2Mbps, 5.5Mbps, 11Mbps; default: IM bps) - basic ratesin
802.11b mode (this should be the minimal speed all the wireless network nodes support). It is
recommended to leave this as default
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bur st-time (time; default: disabled) - time in microseconds which will be used to send data without
stopping. Note that other wireless cards in that network will not be able to transmit data for
burst-time microseconds. This setting is available only for AR5000, AR5001X, and AR5001X+
chipset based cards

default-authentication (yes | no; default: yes) - specifies the default action for clients or APs that
are not in access list

* yes - enables AP to register a client even if it is not in access list. In turn for client it allows to
associate with AP not listed in client's access list

default-forwar ding (yes | no; default: yes) - to use data forwarding by default or not. If set to 'no,
the registered clients will not be able to communicate with each other

dfssmode (none | radar-detect | no-radar-detect; default: none) - used for APs to dynamically
select frequency at which this AP will operate
* none - do not use DFS

* no-radar-detect - AP scans channel list from scan-list and chooses the frequency which is with
the lowest amount of other networks detected

* radar-detect - AP scans channel list from scan-list and chooses the frequency which iswith the
lowest amount of other networks detected, if no radar is detected in this channel for 60 seconds,
the AP starts to operate at this channel, if radar is detected while working in AP mode, the AP
continues searching for the next available channel where no radar is detected

disable-running-check (yes | no; default: no) - disable running check. If value is set to 'no, the
router determines whether the card is up and running - for AP one or more clients have to be
registered to it, for station, it should be connected to an AP. This setting affects the records in the
routing table in away that there will be no route for the card that is not running (the same applies to
dynamic routing protocols). If set to 'yes, the interface will always be shown as running

disconnect-timeout (time; default: 3s) - how long after the disconnect to keep the client in the
registration table and keep trying to sending packets

fast-frames (yes | no; default: no) - whether to pack smaller packets into alarger one, which makes
larger data rates possible

frequency (integer; default: 5120) - operating frequency of the card
hide-ssid (yes | no; default: no) - whether to hide ssid or not in the beacon frames:
* yes- ssid is not included in the beacon frames. AP replies only to probe-requests with the given
ssid
* no - ssid is included in beacon frames. AP replies to probe-requests with the given ssid ant to
‘broadcast ssid' (empty ssid)
interface-type (read-only: text) - adapter type and model
mac-addr ess (read-only: MAC address) - MAC address

master -device (name) - physical wireless interface name that will be used by Virtual Access Point
(VAP) interface

max-station-count (integer: 1..2007; default: 2007) - maxima number of clients alowed to
connect to AP

mode (alignment-only | ap-bridge | bridge | nstreme-dual-slave | station | station-wds | wds-slave;
default: station) - operating mode:

« alignment-only - thismode is used for positioning antennas (to get the best direction)
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* ap-bridge - theinterface is operating as an Access Point

* bridge - theinterface is operating as a bridge

* nstreme-dual-slave - the interface is used for nstreme-dual mode

* station - theinterface is operating as a client

« station-wds - the interface is working as a station, but can communicate with aWDS peer

» wds-dave - the interface is working as it would work in ap-bridge mode, but it adapts to its

WDS peer's frequency if it is changed

mtu (integer: 68..1600; default: 1500) - Maximum Transmission Unit
name (name; default: wlanN) - assigned interface name
noise-floor-threshold (integer | default: -128..127; default: default) - value in dBm below whcih
we say that it is rather noise than anormal signal
on-failure-retry-time (time; default: 100ms) - in what interval keep trying to send packets in case
of failure
prism-cardtype (30mw | 1200mw | 200mW) - specify the output of the Prism chipset based card
radio-name (name) - MT proprietary extension for Atheros cards
rate-set (default | configured) - which rate set to use:

* default - basic and supported-rates settings are not used, instead default values are used.

« configured - basic and supported-rates settings are used as configured

scan-list (multiple choice: integer | default-ism; default: default-ism) - the list of channels to scan

» default-ism - for 2.4ghz mode: 2412, 2417, 2422, 2427, 2432, 2437, 2442, 2447, 2452, 2457,
2462, 2467, 2472; for 5ghz mode: 5180, 5200, 5220, 5240, 5260, 5280, 5300, 5320, 5745,
5765, 5785, 5805; for 5ghz-turbo: 5210, 5250, 5290, 5760, 5800

server -certificate - not implemented, yet
ssid (text; default: MikroTik) - Service Set Identifier. Used to separate wireless networks

supported-rates-a/g (multiple choice: 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps,
48Mbps, 54Mbps) - rates to be supported in 802.11a or 802.11g standard
supported-rates-b (multiple choice: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps) - rates to be supported in
802.11b standard
tx-power (integer | default; default: default) - transmit power in dB

* default - default value of the card

update-stats-interval (integer | disabled; default: disabled) - specifies how often the card will ask
the remote end for information about connection quality.

« default - each time you registration-tabe print command is issued or this information queried
via SNMP, the results from last similar action will be returned

wds-default-bridge (name; default: none) - the default bridge for WDS interface. If you use
dynamic WDS then it is very useful in cases when wds connection is reset - the newly created
dynamic WDS interface will be put in this bridge
wds-ignore-ssid (yes | no; default: no) - if set to 'yes, the AP will create WDS links with any other
AP inthisfrequency. If set to 'no’ the ssid values must match on both APs
wds-mode (disabled | dynamic | static) - WDS mode:

* disabled - WDS interfaces are disabled
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» dynamic - WDS interfaces are created 'on the fly'
* gtatic - WDS interfaces are created manually

Notes

It is strongly suggested to leave basic rates at the lowest setting possible.
Beforeit will be possible to manually control

If disable-running-check value is set to no, the router determines whether the network interface is
up and running - in order to show flag R for AP, one or more clients have to be registered to it, for
station, it should be connected to an AP. If the interface does not appear as running (R), itsroutein
the routing table is shown asinvalid! If set to yes, the interface will always be shown as running.

The tx-power default setting is the maximum tx-power that the card can use. If you want to use
larger tx-rates, you are able to set them, but do it at your own risk! Usually, you can use this
parameter to reduce the tx-power .

You should set tx-power property to an appropriate value as many cards do not have their default
setting set to the maximal power it can work on. For the cards MikroTik is selling (5G/ABM), 20dB
(100mW) is the maximal power in 5GHz bands and 18dB (65mW) is the maximal power in 2.4GHz
bands.

For different versions of Atheros chipset there are different value range of ack-timeout property:

) ) 5GHz 5GHz-turbo 2GHz-B 2GHz-G
Chipset version
default| max |default| max |default| max |default| max
5000 (5.2GHz only) 30 204 22 102 N/A N/A N/A N/A
5211 (802.11a/b) 30 409 22 204 109 409 N/A N/A
5212 (802.11a/b/g) 25 409 22 204 30 409 52 409

If wireless interfaces are put in nstreme-dual-slave mode, all configuration will take place in
/interface wireless nstreme-dual submenu described further on. In that case, configuration made
in this submenu will be ignored.

Example

Let us consider an example: a MikroTik router is connected to an AP using Atheros card and the
AP isoperating in |EEE 802.11b standard with ssid=hotspot.

To see current interface settings:

[adm n@M kroTi k] interface wirel ess> print
Flags: X - disabled, R - running
0 X nane="w anl" ntu=1500 nac-address=00: 01: 24: 70: 3D: 4E ar p=enabl ed
di sabl e-runni ng- check=no i nterface-type=Atheros AR5211 npode=station
ssi d="M kroTi k" frequency=5180 band=5GHz scan-1|ist=default-ism
support ed-r at es- b=1Mops, 2Mips, 5. 5Mops, 11Mops
supported-rates-a/ gzel\fowgs, 9Mops, 12Mops, 18Mops, 24Mops, 36Mops, 48Mops,
54Nbps
basi c-rat es- b=1Mops basi c-r at es- a/ g=6Mips nax- st ati on-count =2007
ack-ti nmeout =dynam ¢ t x- power =default noi se-fl oor-threshol d=def aul t
burst-time=di sabl ed fast-franes=no df s- node=none ant enna- node=ant - a
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wds- node=di sabl ed wds- def aul t - bri dge=none wds-i gnore-ssi d=no
def aul t - aut henti cati on=yes defaul t-forwardi ng=yes hi de-ssi d=no

802. 1x- node=none

[adm n@M kroTi K]

Set the ssid to hotspot and enable the interface. Use the monitor command to see the connection

status.

[adm n@M kroTi K]
di sabl ed=no

[adm n@M kroTi K]

st at us:

band:

frequency:

tx-rate:

rx-rate:

ssid:

bssi d:

r adi o- nane:

si gnal - strength:

t x- si gnal - strength:

t x-ccq:

rx-ccq:

current-ack-ti nmeout:

current-distance

wds- | i nk:

nst rene:

f ram ng- node

rout er os-ver si on

| ast-ip:

[adm n@M kroTi k]

interface wirel ess>

interface wirel ess> set 0 ssid=hot spot

interface wireless> no 0

connect ed-t o- ess
2.4ghz-b

2442

11Mops

11Mops

hot spot

00: 0B: 6B: 31: 08: 22
000B6B310822

-55

-55

99

98

110

110

no

no

none

2.8.15

192. 168. 0. 254

interface wirel ess>

Monitor from the Access Point:

[adm n@\P] interface wireless> mo 0
status: running-ap
band: 2.4ghz-b
frequency: 2442

overal |l -tx-ccq: 58
regi stered-clients: 2
current-ack-timeout: 30
current-di stance: 30
nstrene: no

Nstreme Settings

Home menu level: /interface wireless nstreme

Description

band=2. 4ghz-b \

You can switch a wireless card to the nstreme mode. In that case the card will work only with
nstreme clients.

Property Description

enable-nstreme (yes| no; default: no) - whether to switch the card into the nstreme mode
enable-polling (yes | no; default: yes) - whether to use polling for clients
framer-limit (integer; default: 3200) - maximal frame size

framer-policy (none | best-fit | exact-size | fast-frames | dynamic-size; default: none) - the method
how to combine frames (like fast-frames setting in interface configuration). A number of frames
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may be combined into one bigger one to reduce the amout of protocol overhead (and thus increase
speed). The card are not waiting for frames, but in case a number packets are queued for
transmitting, they can be combined. There are severa methods of framing:

* none - do nothing special, do not combine packets
« fast-frames - use fast-frame mode of the radio card

* best-fit - put as much packets as possible in one frame, until the framer-limit limit is met, but
do not fragment packets

* exact-size - put as much packets as possible in one frame, until the framer-limit limit is met,
even if fragmentation will be needed (best performance)

» dynamic-size - choose the best frame size dynamically
name (name) - reference name of the interface

Example

To enable the nstreme protocol on the wlanl radio with exact-size framing:

[adm n@M kroTi k] interface wirel ess nstreme> print
0 narme="w anl" enabl e- nstrene=no enabl e- pol | | ng=yes franer-policy=none
framer-1imt=3200
[adm n@M kroTi k] interface wirel ess nstrene> set w anl enabl e-nstrene=yes \
\... franer-policy=exact-size

Nstreme2 Group Settings
Home menu level: /interface wireless nstreme-dual

Description

Two radios in nstreme-dual-slave mode can be grouped together to make nstreme2 Point-to-Point
connection

Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
Setting

disable-running-check (yes | no) - whether the interface should always be treated as running even
if thereis no connection to a remote peer

framer -limit (integer; default: 4000) - maximal frame size

framer-policy (none | best-fit | exact-size; default: none) - the method how to combine frames (like
fast-frames setting in interface configuration). A number of frames may be combined into one
bigger one to reduce the amout of protocol overhead (and thus increase speed). The card are not
waiting for frames, but in case a number packets are queued for transmitting, they can be combined.
There are several methods of framing:

* none - do nothing special, do not combine packets

* best-fit - put as much packets as possible in one frame, until the framer-limit limit is met, but
do not fragment packets
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* exact-size - put as much packets as possible in one frame, until the framer-limit limit is met,
even if fragmentation will be needed (best performance)

mac-addr ess (read-only: MAC address) - MAC address of the receiving wireless card in the set
mtu (integer: 0..65536; default: 1500) - Maximum Transmission Unit
name (name) - reference name of the interface

rates-a/g (multiple choice: 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps, 54Mbps)
- rates to be supported in 802.11a or 802.11g standard

rates-b (multiple choice: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps) - rates to be supported in 802.11b
standard

remote-mac (MAC address; default: 00:00:00:00:00:00) - which MAC address to connect to (this
would be the remote receiver card's MAC address)

rx-band - operating band of the receiving radio
» 2.4ghz-b - IEEE 802.11b
» 2.4ghz-g - IEEE 802.11g
 2.4ghz-g-turbo - IEEE 802.11g in Atheros proprietary turbo mode (up to 108Mbit)
» 5ghz - IEEE 802.11a up to 54 Mbit
 5ghz-turbo - IEEE 802.11ain Atheros proprietary turbo mode (up to 108Mbit)

rx-frequency (integer; default: 5320) - Frequency to use for receiving frames
rx-radio (name) - which radio should be used for receiving frames
tx-band - operating band of the transmitting radio
» 2.4ghz-b - IEEE 802.11b
» 2.4ghz-g - IEEE 802.11g
» 2.4ghz-g-turbo - IEEE 802.11g in Atheros proprietary turbo mode (up to 108Mbit)
» 5ghz - IEEE 802.11a up to 54 Mbit
 5ghz-turbo - IEEE 802.11ain Atheros proprietary turbo mode (up to 108Mbit)

tx-frequency (integer; default: 5180) - Frequency to use for transmitting frames
tx-radio (name) - which radio should be used for transmitting frames

Example

To enable the nstreme2 protocol on arouter:

1. Having two Atheros AR5212 based cards which are not used for anything else, to group them
into anstreme interface, switch both of them into nstreme-slave mode:

[adm n@M kroTi k] interface wireless> print
Fl ags: X - disabled, R - running
0 name="w anl" nm u=1500 mac-address=00: 0B: 6B: 31: 02: 4F ar p=enabl ed
di sabl e-runni ng- check=no interface-type=At heros AR5212
r adi o- name="000B6B31024F" node=st ati on ssi d="M kroTi k" frequency=5180
band=5GHz scan-Ilist=default-ism
support ed-rat es- b=1Mps, 2Mips, 5. 5Mops, 11Mops
support ed-r at es- a/ g=6Mips, 9Mops, 12Mops, 18Mops, 24Mops, 36Mops, 48Mops,
54Mops

basi c-rat es- b=1Mips basi c-rat es- a/ g=6Mips nax- st ati on- count =2007
ack-ti meout =dynam c t x- power =def ault noi se-fl oor-threshol d=def aul t
burst-ti me=di sabl ed fast-franes=no dfs-nbpde=none ant enna- node=ant-a
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wds- node=di sabl ed wds-def aul t-bri dge=none
updat e- st at s-i nt erval =di sabl ed defaul t-authentication=yes
def aul t - f orwar di ng=yes hi de-ssi d=no 802. 1x- node=none

1 name="w an2" nt u=1500 nmac- addr ess=00: 0B: 6B: 30: B4: A4 ar p=enabl ed
di sabl e-runni ng- check=no interface-type=At heros AR5212
r adi o- nanme="000B6B30B4A4" node=station ssid="M kroTi k" frequency=5180
band=5GHz scan-1list=default-ism
support ed-rat es- b=1Mps, 2Mips, 5. 5Mops, 11Mops
supported-rates-a/g:GNRgs,9Nbps,12Nbps,18Nbps,24Nbps,36Nbps,48Nbps,

54Mops

basi c-rat es- b=1Mops basi c-r at es- a/ g=6Mips nax- st ati on-count =2007
ack-ti meout =dynam c t x- power =def ault noi se-fl oor-threshol d=def aul t
burst-time=di sabl ed fast-franes=no df s-node=none ant enna- node=ant - a
wds- node=di sabl ed wds-defaul t-bridge=none
updat e- st at s-i nt erval =di sabl ed defaul t -aut hentication=yes
def aul t - f or war di ng=yes hi de-ssi d=no 802. 1x- node=none

[adm n@ kroTi k] interface wirel ess> set 0,1 node=nstrene-dual -sl ave

2. Then add nstreme2 interface with exact-size framing:

[adm n@ kroTi k] interface wirel ess nstreme-dual > add \
framer - pol | cy=exact - si ze

3. And configure which card will be receiving, and wich - transmitting

[adm n@M kroTi k] interface wirel ess nstreme-dual > print

Flags: X - disabled, R - running

0 X nanme="n-stremel" mu=1500 mac-address=00: 00: 00: 00: 00: 00 ar p=enabl ed
di sabl e-runni ng- check=no t x-radi o=(unknown) rx-radi o=(unknown)
r enot e- nac=00: 00: 00: 00: 00: 00 t x- band=5CGHz tx-frequency=5180
r at es- b=1Mops, 2Mops, 5. 5Mips, 11Mops
r at es- a/ g=6Mops, 9Mops, 12Mips, 18Moips, 24Mops, 36Mops, 48Mops, 54Mops
r x- band=5GHz rx-frequency=5320 framer-policy=exact-size
framer-1imt=4000

[adm n@M kroTi k] interface wireless nstrenme-dual > set 0 disabl ed=no \
\

. tx-radi o=wl anl rx-radi o=wl an2
[adm n@M kroTi k] interface wirel ess nstrene-dual >

Registration Table
Home menu level: /interface wireless registration-table

Description

In the registration table you can see various information about currently connected clients. It is used
only for Access Points.

Property Description

ack-timeout (read-only: integer) - acknowledgment code timeout (transmission acceptance
timeout) in microseconds or one of these

ap (read-only: no | yes) - whether the connected node is an Access Point or not
bytes (read-only: integer, integer) - number of received and sent bytes
distance (read-only: integer) - the same as ack-timeout
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framing-mode (read-only: none | best-fit | exact-size | fast-frames | dynamic-size; default: none) -
the method how the frames are combined

interface (read-only: name) - interface that client isregistered to

last-activity (read-only: time) - last interface data tx/rx activity

mac-addr ess (read-only: MAC address) - MAC address of the registered client

nstreme (read-only: yes| no) - whether the client uses Nstreme protocol or not

packets (read-only: integer, integer) - number of received and sent packets

radio-name (read-only: name) - MT proprietary extension for Atheros cards

router os-version (read-only: text) - if the client isaMikroTik router, this value showsits version

rx-ccq (read-only: integer: 0..100) - Client Connection Quality - avalue in percent that shows how
effective the recelve bandwidth is used regarding the theoretically maximum available bandwidth

rx-rate (read-only: integer) - receive datarate
signal-strength (read-only: integer) - signal strength in dBm

tx-ccq (read-only: integer: 0..100) - Client Connection Quality - a value in percent that shows how
effective the transmit bandwidth is used regarding the theoretically maximum available bandwidth

tx-rate (read-only: integer) - transmit data rate

tx-signal-strength (read-only: integer) - transmit signal level in dBm
uptime (read-only: time) - time the client is associated with the access point
wds (read-only: yes | no) - whether client uses WDS or not

Example

To see registration table showing al clients currently associated with the access point:

[adm n@ kroTi k] interface wirel ess registration-table> print
# | NTERFACE RADI O- NAME MAC- ADDRESS AP SIGNAL... TX-RATE
0 wanl 000124703D61 00: 01: 24: 70: 3D: 61 no -66 9Mops

To get additional statistics:

[adm n@ kroTi k] interface wireless> registration-table print stats
0 interface=wl anl radi o- nane="000124703D61" nmac-addr ess=00: 01: 24: 70: 3D: 61

ap=no wds=no rx-rate=54Mips tx-rate=9Mips packet s=4, 28 bytes=41, 2131
frames=4, 28 frane-bytes=41, 2131 hwfranmes=4, 92 hw frame- byt es=137, 4487
upti me=00: 11: 08 | ast-acti vi t y=00: 00: 03. 940 si gnal - strengt h=-66
tx-signal -strength=-61 tx-ccq=2 rx-ccq=1 ack-ti neout =28 di stance=28
nstreme=no fram ng-node=none routeros-version="2.8.14"

[adm n@M kroTi k] interface wirel ess>

Access List
Home menu level: /interface wireless access-list

Description

The access list is used by the Access Point to restrict associations of clients and by clients to restrict
associationsto agiven list of APs. Thislist contains MAC address of client and associated action to
take when client attempts to connect. Also, the forwarding of frames sent by the client is controlled.
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The association procedure is as follows: when a new client wants to associate to the AP that is
configured on interface wlanN, an entry with client's MAC address and interface wlanN is looked
up in the access-list. If such entry is found, action specified in the access list is performed, else
default-authentication and default-forwar ding arguments of interface wlanN are taken.

Property Description

authentication (yes | no; default: yes) - whether to accept or to reject this client when it tries to
connect

forwarding (yes | no; default: yes) - whether to forward the client's frames to other wireless clients
interface (name) - AP interface name

mac-address (MAC address) - MAC address of the client

private-algo (104bit-wep | 40bit-wep | aes-ccm | none) - which encryption algorithm to use
private-key (text; default: " ") - private key of the client to use for private-algo

skip-802.1x (yes | no) - not implemented, yet

Notes

If you have default authentication action for the interface set to yes, you can disallow this node to
register at the AP's interface wlanN by setting authentication=no for it. Thus, all nodes except this
one will be able to register to the interface wlanN.

If you have default authentication action for the interface set to no, you can allow this node to
register at the AP's interface wlanN by setting authentication=yes for it. Thus, only the specified
nodes will be able to register to the interface wlanN.

Example

To alow authentication and forwarding for the client 00:01:24:70:3A:BB from the wlanl interface
using WEP 40bit algorithm with the key 1234567890:

[adm n@ kroTi k] interface wirel ess access-list> add nac-address= \
\... 00:01:24:70:3A:BB interface=wl anl private-al go=40bi t-wep private-key=1234567890
[adm n@ kroTi k] interface wireless access-list> print
Fl ags: X - disabled
0 mac- addr ess=00: 01: 24: 70: 3A: BB i nterface=w anl aut henti cati on=yes
f orwar di ng=yes ski p-802. 1x=yes pri vat e-al go=40bi t - wep
privat e- key="1234567890"
[adm n@M kroTi k] interface wireless access-Ilist>

Info
Home menu level: /interface wirelessinfo

Description
Thisfacility provides you with general wireless interface information.

Property Description
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2ghz-b-channels (multiple choice, read-only: 2312, 2317, 2322, 2327, 2332, 2337, 2342, 2347,
2352, 2357, 2362, 2367, 2372, 2412, 2417, 2422, 2427, 2432, 2437, 2442, 2447, 2452, 2457, 2462,
2467, 2472, 2484, 2512, 2532, 2552, 2572, 2592, 2612, 2632, 2652, 2672, 2692, 2712, 2732) - the
list of 2.4ghz IEEE 802.11b channels (frequencies are given in MHz)

2ghz-g-channels (multiple choice, read-only: 2312, 2317, 2322, 2327, 2332, 2337, 2342, 2347,
2352, 2357, 2362, 2367, 2372, 2412, 2417, 2422, 2427, 2432, 2437, 2442, 2447, 2452, 2457, 2462,
2467, 2472, 2512, 2532, 2552, 2572, 2592, 2612, 2632, 2652, 2672, 2692, 2712, 2732, 2484) - the
list of 2.4ghz IEEE 802.11g channels (frequencies are given in MHz)

5ghz-channels (multiple choice, read-only: 4920, 4925, 4930, 4935, 4940, 4945, 4950, 4955, 4960
4965, 4970, 4975, 4980, 4985, 4990, 4995, 5000, 5005, 5010, 5015, 5020, 5025, 5030, 5035, 5040,
5045, 5050, 5055, 5060, 5065, 5070, 5075, 5080, 5085, 5090, 5095, 5100, 5105, 5110, 5115, 5120,
5125, 5130, 5135, 5140, 5145, 5150, 5155, 5160, 5165, 5170, 5175, 5180, 5185, 5190, 5195, 5200,
5205, 5210, 5215, 5220, 5225, 5230, 5235, 5240, 5245, 5250, 5255, 5260, 5265, 5270, 5275, 5280,
5285, 5290, 5295, 5300, 5305, 5310, 5315, 5320, 5325, 5330, 5335, 5340, 5345, 5350, 5355, 5360,
5365, 5370, 5375, 5380, 5385, 5390, 5395, 5400, 5405, 5410, 5415, 5420, 5425, 5430, 5435, 5440,
5445, 5450, 5455, 5460, 5465, 5470, 5475, 5480, 5485, 5490, 5495, 5500, 5505, 5510, 5515, 5520,
5525, 5530, 5535, 5540, 5545, 5550, 5555, 5560, 5565, 5570, 5575, 5580, 5585, 5590, 5595, 5600,
5605, 5610, 5615, 5620, 5625, 5630, 5635, 5640, 5645, 5650, 5655, 5660, 5665, 5670, 5675, 5680,
5685, 5690, 5695, 5700, 5705, 5710, 5715, 5720, 5725, 5730, 5735, 5740, 5745, 5750, 5755, 5760,
5765, 5770, 5775, 5780, 5785, 5790, 5795, 5800, 5805, 5810, 5815, 5820, 5825, 5830, 5835, 5840,
5845, 5850, 5855, 5860, 5865, 5870, 5875, 5880, 5885, 5890, 5895, 5900, 5905, 5910, 5915, 5920,
5925, 5930, 5935, 5940, 5945, 5950, 5955, 5960, 5965, 5970, 5975, 5980, 5985, 5990, 5995, 6000,
6005, 6010, 6015, 6020, 6025, 6030, 6035, 6040, 6045, 6050, 6055, 6060, 6065, 6070, 6075, 6080,
6085, 6090, 6095, 6100) - the list of 5ghz channels (frequencies are given in MHz)

5ghz-turbo-channels (multiple choice, read-only: 4920, 4925, 4930, 4935, 4940, 4945, 4950,
4955, 4960, 4965, 4970, 4975, 4980, 4985, 4990, 4995, 5000, 5005, 5010, 5015, 5020, 5025, 5030,
5035, 5040, 5045, 5050, 5055, 5060, 5065, 5070, 5075, 5080, 5085, 5090, 5095, 5100, 5105, 5110,
5115, 5120, 5125, 5130, 5135, 5140, 5145, 5150, 5155, 5160, 5165, 5170, 5175, 5180, 5185, 5190,
5195, 5200, 5205, 5210, 5215, 5220, 5225, 5230, 5235, 5240, 5245, 5250, 5255, 5260, 5265, 5270,
5275, 5280, 5285, 5290, 5295, 5300, 5305, 5310, 5315, 5320, 5325, 5330, 5335, 5340, 5345, 5350,
5355, 5360, 5365, 5370, 5375, 5380, 5385, 5390, 5395, 5400, 5405, 5410, 5415, 5420, 5425, 5430,
5435, 5440, 5445, 5450, 5455, 5460, 5465, 5470, 5475, 5480, 5485, 5490, 5495, 5500, 5505, 5510,
5515, 5520, 5525, 5530, 5535, 5540, 5545, 5550, 5555, 5560, 5565, 5570, 5575, 5580, 5585, 5590,
5595, 5600, 5605, 5610, 5615, 5620, 5625, 5630, 5635, 5640, 5645, 5650, 5655, 5660, 5665, 5670,
5675, 5680, 5685, 5690, 5695, 5700, 5705, 5710, 5715, 5720, 5725, 5730, 5735, 5740, 5745, 5750,
5755, 5760, 5765, 5770, 5775, 5780, 5785, 5790, 5795, 5800, 5805, 5810, 5815, 5820, 5825, 5830,
5835, 5840, 5845, 5850, 5855, 5860, 5865, 5870, 5875, 5880, 5885, 5890, 5895, 5900, 5905, 5910,
5915, 5920, 5925, 5930, 5935, 5940, 5945, 5950, 5955, 5960, 5965, 5970, 5975, 5980, 5985, 5990,
5995, 6000, 6005, 6010, 6015, 6020, 6025, 6030, 6035, 6040, 6045, 6050, 6055, 6060, 6065, 6070,
6075, 6080, 6085, 6090, 6095, 6100) - the list of 5ghz-turbo channels (frequencies are given in
MH2z)

ack-timeout-control (read-only: yes | no) - provides information whether this device supports
transmission acceptance timeout control

alignment-mode (read-only: yes| no) - is the aignment-only mode supported by thisinterface
burst-support (yes | no) - whether the interface supports data bursts (burst-time)

firmware (read-only: text) - current firmware of the interface (used only for Prism chipset based
cards)
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interface-type (read-only: text) - shows the hardware interface type

noise-floor-control (read-only: yes | no) - does this interface support noise-floor-thershold
detection

scan-support (yes| no) - whether the interface supports scan function (‘/interface wireless scan')

supported-bands (multiple choice, read-only: 2ghz-b | 2ghz-g | 5ghz | 5ghz-turbo) - the list of
supported bands

tx-power-control (read-only: yes | no) - provides information whether this device supports
transmission power control

virtual-aps (read-only: yes | no) - whether this interface supports Virtual Access Points ('/interface
wireless add’)

Notes

There is a specia argument for the print command - print count-only. It forces the print command
to print only the count of information topics.

In RouterOS v2.8 and above /interface wireless info print command shows only channels
supported by particular card. This behaviour differs from one in v2.7, where wireless info print
command showed all channels, even those not supported by particular card.

Example

[adm n@ kroTi k] interface wireless info> print
0 interface-type=Atheros AR5212 tx-power-control =yes ack-tineout-control =yes
al i gnnent - node=yes vi rtual - aps=yes noi se-fl oor-control =yes
scan- support =yes burst-support=yes nstrene-support=yes
support ed- bands=2ghz- b, 5ghz, 5ghz- t ur bo, 2ghz-g
2ghz- b- channel s=2312, 2317, 2322, 2327, 2332, 2337, 2342, 2347, 2352, 2357, 2362, 2367
2372,2412, 2417, 2422, 2427, 2432, 2437, 2442, 2447, 2452, 2457, 2462
2467, 2472, 2512, 2532, 2552, 2572, 2592, 2612, 2632, 2652, 2672, 2692
2712,2732, 2484
5ghz- channel s=4920, 4925, 4930, 4935, 4940, 4945, 4950, 4955, 4960, 4965, 4970, 4975
4980, 4985, 4990, 4995, 5000, 5005, 5010, 5015, 5020, 5025, 5030, 5035
5040, 5045, 5050, 5055, 5060, 5065, 5070, 5075, 5080, 5085, 5090, 5095
5100, 5105, 5110, 5115, 5120, 5125, 5130, 5135, 5140, 5145, 5150, 5155
5160, 5165, 5170, 5175, 5180, 5185, 5190, 5195, 5200, 5205, 5210, 5215
5220, 5225, 5230, 5235, 5240, 5245, 5250, 5255, 5260, 5265, 5270, 5275
5280, 5285, 5290, 5295, 5300, 5305, 5310, 5315, 5320, 5325, 5330, 5335
5340, 5345, 5350, 5355, 5360, 5365, 5370, 5375, 5380, 5385, 5390, 5395
5400, 5405, 5410, 5415, 5420, 5425, 5430, 5435, 5440, 5445, 5450, 5455,
5460, 5465, 5470, 5475, 5480, 5485, 5490, 5495, 5500, 5505, 5510, 5515
5520, 5525, 5530, 5535, 5540, 5545, 5550, 5555, 5560, 5565, 5570, 5575
5580, 5585, 5590, 5595, 5600, 5605, 5610, 5615, 5620, 5625, 5630, 5635
5640, 5645, 5650, 5655, 5660, 5665, 5670, 5675, 5680, 5685, 5690, 5695
5700, 5705, 5710, 5715, 5720, 5725, 5730, 5735, 5740, 5745, 5750, 5755,
5760, 5765, 5770, 5775, 5780, 5785, 5790, 5795, 5800, 5805, 5810, 5815
5820, 5825, 5830, 5835, 5840, 5845, 5850, 5855, 5860, 5865, 5870, 5875
5880, 5885, 5890, 5895, 5900, 5905, 5910, 5915, 5920, 5925, 5930, 5935,
5940, 5945, 5950, 5955, 5960, 5965, 5970, 5975, 5980, 5985, 5990, 5995
6000, 6005, 6010, 6015, 6020, 6025, 6030, 6035, 6040, 6045, 6050, 6055
6060, 6065, 6070, 6075, 6080, 6085, 6090, 6095, 6100
5ghz-t urbo-channel s=4920, 4925, 4930, 4935, 4940, 4945, 4950, 4955, 4960, 4965, 4970
4975, 4980, 4985, 4990, 4995, 5000, 5005, 5010, 5015, 5020, 5025
5030, 5035, 5040, 5045, 5050, 5055, 5060, 5065, 5070, 5075, 5080
5085, 5090, 5095, 5100, 5105, 5110, 5115, 5120, 5125, 5130, 5135
5140, 5145, 5150, 5155, 5160, 5165, 5170, 5175, 5180, 5185, 5190
5195, 5200, 5205, 5210, 5215, 5220, 5225, 5230, 5235, 5240, 5245,
5250, 5255, 5260, 5265, 5270, 5275, 5280, 5285, 5290, 5295, 5300
5305, 5310, 5315, 5320, 5325, 5330, 5335, 5340, 5345, 5350, 5355,
5360, 5365, 5370, 5375, 5380, 5385, 5390, 5395, 5400, 5405, 5410,
5415, 5420, 5425, 5430, 5435, 5440, 5445, 5450, 5455, 5460, 5465
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5470, 5475, 5480, 5485, 5490, 5495, 5500, 5505, 5510, 5515, 5520
5525, 5530, 5535, 5540, 5545, 5550, 5555, 5560, 5565, 5570, 5575,
5580, 5585, 5590, 5595, 5600, 5605, 5610, 5615, 5620, 5625, 5630
5635, 5640, 5645, 5650, 5655, 5660, 5665, 5670, 5675, 5680, 5685,
5690, 5695, 5700, 5705, 5710, 5715, 5720, 5725, 5730, 5735, 5740
5745, 5750, 5755, 5760, 5765, 5770, 5775, 5780, 5785, 5790, 5795,
5800, 5805, 5810, 5815, 5820, 5825, 5830, 5835, 5840, 5845, 5850
5855, 5860, 5865, 5870, 5875, 5880, 5885, 5890, 5895, 5900, 5905,
5910, 5915, 5920, 5925, 5930, 5935, 5940, 5945, 5950, 5955, 5960
5965, 5970, 5975, 5980, 5985, 5990, 5995, 6000, 6005, 6010, 6015,
6020, 6025, 6030, 6035, 6040, 6045, 6050, 6055, 6060, 6065, 6070
6075, 6080, 6085, 6090, 6095, 6100
2ghz- g- channel s=2312, 2317, 2322, 2327, 2332, 2337, 2342, 2347, 2352, 2357, 2362, 2367

2372, 2412, 2417, 2422, 2427, 2432, 2437, 2442, 2447, 2452, 2457, 2462,

2467, 2472, 2512, 2532, 2552, 2572, 2592, 2612, 2632, 2652, 2672, 2692

2712, 2732, 2484

[adm n@M kroTi k] interface wireless info>

Virtual Access Point Interface
Home menu level: /interface wireless

Description

Virtual Access Point (VAP) interface is used to have an additional AP. You can create a new AP
with different ssid. It can be compared with a VLAN where the ssid from VAP is the VLAN tag
and the hardware interface isthe VLAN switch.

Note that you cannot use the Virtual Access Point on Prism based cards!

Property Description

802.1x-mode (PEAP-MSCHAPV2 | none) - to use Protected Extensible Authentication Protocol
Microsoft Challenge Handshake Authentication Protocol version 2 for authentication

arp (disabled | enabled | proxy-arp | reply-only) - ARP mode

default-authentication (yes | no; default: yes) - whether to accept or reect a client that wants to
associate, but is not in the access-list

default-forwar ding (yes | no; default: yes) - whether to forward frames to other AP clients or not
disabled (yes| no; default: yes) - whether to disable the interface or not

disable-running-check (yes | no; default: no) - disable running check. For 'broken' cards it is a
good idea to set thisvalue to 'yes
hide-ssid (yes | no; default: no) - whether to hide ssid or not in the beacon frames:
* yes - ssid is not included in the beacon frames. AP replies only to probe-requests with the given
ssid
* no - ssid isincluded in beacon frames. AP replies to probe-requests with the given ssid and to
'broadcast ssid'
mac-address (read-only: MAC address; default: 00:00:00:00:00:00) - MAC address of VAP. Is
assigned automatically when the field master interface is set
master -inter face (name) - hardware interface to use for VAP

max-station-count (integer; default: 2007) - number of clients that can connect to this AP
simultaneously
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mtu (integer: 68..1600; default: 1500) - Maximum Transmission Unit
name (name; default: wlanN) - interface name
ssid (text; default: MikroTik) - the service set identifier

Notes

You can create a VAP only in the same frequency an the same band as specified in the
master -interface

Example

Add aVAP:

/interface wireless add master-interface=w anl ssi d=VAP1 di sabl ed=no

[adm n@M kroTi k] interface wireless> print

Fl ags: X - disabled, R - running

0 R nanme="w anl" mtu=1500 nac-address=00: 0B: 6B: 31: 02: 4B ar p=enabl ed
di sabl e-runni ng- check=no interface-type=At heros AR5212
radi o- name="AP_172" node=ap- bri dge ssid="wtest" frequency=5805
band=5ghz scan-list=default-ismrate-set=default
support ed-rat es- b=1Mps, 2Mips, 5. 5Mops, 11Mops
supported-rates-a/ g=6|\/o|vgs, 9Mops, 12Mops, 18Mops, 24Mops, 36Mips, 48Mops,
54Mops

basi c-rat es- b=1Mops basi c-r at es- a/ g=6Mips nax- st ati on- count =2007
ack-ti meout =dynam c t x- power =def ault noi se-fl oor-threshol d=def aul t
burst-tinme=di sabl ed fast-franes=no dfs-node=none ant enna- node=ant -a
wds- node=di sabl ed wds- def aul t - bri dge=none wds-i gnor e-ssi d=no
updat e- st at s-i nt erval =di sabl ed defaul t-aut hentication=yes
def aul t - f or war di ng=yes hi de-ssi d=no 802. 1x- nrode=none

1 name="w an2" nt u=1500 mac- addr ess=00: 0B: 6B: 31: 02: 4B ar p=enabl ed
di sabl e-runni ng- check=no interface-type=virtual - AP
mast er-interface=w anl ssi d="VAP1" nax-station-count=2007
def aul t - aut henti cati on=yes defaul t-forwardi ng=yes hi de-ssi d=no
802. 1x- node=none
[adm n@ kroTi k] interface wirel ess>

Now you can connect clietsto 8AP with ssid=VAP1

WDS Interface Configuration
Home menu level: /interface wireless wds

Description

WDS (Wireless Distribution System) allows packets to pass from one wireless AP (Access Point) to
another, just as if the APs were ports on a wired Ethernet switch. APs must use the same standard
(802.11a, 802.11b or 802.11g) and work on the same frequenciesin order to connect to each other.

There are two possibilities to create aWDS interface:

» dynamic - is created 'on the fly' and appers under wds menu as a dynamic interface
* gtatic - is created manually

Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
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* disabled - the interface will not use ARP
* enabled - the interface will use ARP
* proxy-arp - the interface will use the ARP proxy feature
* reply-only - the interface will only reply to the requests originated to its own |IP addresses.
Neighbour MAC addresses will be resolved using /ip arp statically set table only
disable-running-check (yes | no; default: no) - disable running check. For 'broken’ wireless cards it
isagood ideato set thisvalue to 'yes

mac-address (MAC address; default: 00:00:00:00:00:00) - MAC address of the master-interface.
Specifying master-interface, this value will be set automatically

master -inter face (name) - wireless interface which will be used by WDS
mtu (integer: 0..65336; default: 1500) - Maximum Transmission Unit
name (name; default: wdsN) - WDS interface name

wds-address (MAC address) - MAC address of the remote WDS host

Notes

When the link between WDS devices, using wds-mode=dynamic, goes down, the dynamic WDS
interfaces disappear and if there are any |IP addresses set on this interface, their 'interface’ setting
will change to (unknown). When the link comes up again, the 'interface’ value will not change - it
will remain as (unknown). That's why it is not recommended to add | P addresses to dynamic WDS
interfaces.

If you want to use dynamic WDS in a bridge, set the wds-default-bridge value to desired bridge
interface name. When the link will go down and then it comes up, the dynamic WDS interface will
be put in the specified bridge automatically.

As the routers which are in WDS mode have to communicate at equal frequencies, it is not
recommended to use WDS and DFS simultaneoudly - it is most probable that these routers will not
connect to each other.

Example

[adm n@M kroTi k] interface wirel ess wds> add master-interface=wl anl \
\... wds-address=00: OB: 6B: 30: 2B: 27 di sabl ed=no
[adm n@M kroTi k] interface wirel ess wds> print
Flags: X - disabled, R - running, D - dynamc
0 R name="wdsl" ntu=1500 nac-address=00: 0B: 6B: 30: 2B: 23 ar p=enabl ed
di sabl e-runni ng- check=no naster-inteface=w anl
wds- addr ess=00: 0B: 6B: 30: 2B: 27

[adm n@M kroTi k] interface wirel ess wds>

Align
Home menu level: /interface wireless align

Description

This feature is created to position wireless links. The align submenu describes properties which are
used if /interface wireless mode is set to alignment-only. In this mode the interface 'listens' to

Page 152 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



those packets which are sent to it from other devices working on the same channel. The interface
also can send special packets which contains information about its parameters.

Property Description

active-mode (yes | no; default: yes) - whether the interface will receive and transmit ‘alignment’
packets or it will only receive them

audio-max (integer; default: 64) - signal-strength at which audio (beeper) frequency will be the
highest

audio-min (integer; default: 0) - signal-strength at which audio (beeper) frequency will be the
lowest

audio-monitor (MAC address; default: 00:00:00:00:00:00) - MAC address of the remote host
which will be 'listened'

filter-mac (MAC address; default: 00:00:00:00:00:00) - in case if you want to receive packets from
only one remote host, you should specify here its MAC address

frame-size (integer: 200..1500; default: 300) - size of ‘alignment’ packets that will be transmitted

frames-per-second (integer: 1..100; default: 25) - number of frames that will be sent per second (in
active-mode)

receive-all (yes | no; default: no) - whether the interface gathers packets about other 802.11
standard packets or it will gather only ‘alignment' packets

ssid-all (yes | no; default: no) - whether you want to accept packets from hosts with other ssid than
yours

test-audio (integer) - test the beeper for 10 seconds

Notes

If you are using the command /interface wireless align monitor then it will automatically change
the wireless interface’'s mode from station, bridge or ap-bridge to alignment-only.

Example

[admi n@M kroTi k] interface wireless align> print
frame-size: 300
active-node: yes
receive-all: yes
audi o- noni tor: 00:00: 00: 00: 00: 00
filter-mac: 00:00: 00: 00: 00: 00
ssid-all: no
frames- per-second: 25
audi o-nmin: 0O
audi o- max: 64
[adm n@ kroTi k] interface wireless align>

Align Monitor
Command name: /interface wireless align monitor

Description

This command is used to monitor current signal parameters to/from a remote host.
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Property Description

address (read-only: MAC address) - MAC address of the remote host

avg-rxg (read-only: integer) - average signa strength of received packets since last display update
on screen

correct (read-only: percentage) - how many undamaged packets were received

last-rx (read-only: time) - time in seconds before the last packet was received

last-tx (read-only: time) - time in seconds when the last TXQ info was received

rxq (read-only: integer) - signal strength of last received packet

ssid (read-only: text) - service set identifier

txq (read-only: integer) - the last received signal strength from our host to the remote one

Example
[adm n@M kroTi k] interface wireless align> nonitor w an2
# ADDRESS SSI D RXQ AVG RXQ LAST- RX TXQ LAST- TX CORRECT
0 00: 01:24:70: 4B: FC wi rel esa -60 -60 0.01 -67 0.01 100 %

[adm n@M kroTi k] interface wireless align>

Network Scan

Description

This is a feature that alows you to scan all avaliable wireless networks. While scanning, the card
unregisters itself from the access point (in station mode), or unregisters al clients (in bridge or
ap-bridge mode). Thus, network connections are lost while scanning.

Property Description

(name) - interface name to use for scanning

address (read-only: MAC address) - MAC address of the AP

band (read-only: text) - in which standard does the AP operate

bss (read-only: yes | no) - basic service set

freq (read-only: integer) - the frequency of AP

privacy (read-only: yes | no) - whether all datais encrypted or not
refresh-interval (time; default: 1s) - time in seconds to refresh the displayed data
signal-strength (read-only: integer) - signal strength in dBm

ssid (read-only: text) - service set identifier of the AP

Example
[adm n@M kroTi k] interface wirel ess> scan w anl refresh-interval =1s
# ADDRESS SSI D BAND FREQ BSS PRI VACY S| GNAL- STRENGTH
0 00: 02: 6F: 01: 69: FA wep2 2.4G1#z-B 2412 yes no -59
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0 00: 02: 6F: 20: 28: E6 r 2.4G#-B 2422 yes no -79

0 00: 02: 6F: 05: 68: D3 hot spot 2.4G#z-B 2442 yes no -95
0 00:40: 96: 44: 2E: 16 2.4G#-B 2457 yes no -84
0 00: 02: 6F: 08: 53: 1F rbinstall 2.4GH#z-B 2457 yes no -93

[adm n@ kroTi k] interface wirel ess>

Wireless Security

Description

This section provides the WEP (Wired Equivalent Privacy) functions to wireless interfaces.

Note if you want to use Prism card with WEP security, then you should note that Prism card doesn't
report that the use of WEP is required for all data type frames. Which means that some clients will
not see that access point uses encryption. Atheros clients will not connect to the MikroTik Prism
access point with WEP enabled if you specify security=required for this Atheros client, because
clients cannot be sure that it is secure as the AP doesn't give this information. Y ou should select
security=optional to be able to connect to MikroTik Prism Access Point

Property Description

algo-0 (40bit-wep | 104bit-wep | aes-ccm | none; default: none) - which encryption algorithm to use:
* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets

» 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these
packets

e aes-ccm - use the AES (Advanced Encryption Standard) with CCM (Counter with CBC-MAC)
encryption and accept only these packets

* none - do not use encryption and do not accept encrypted packets
algo-1 (40bit-wep | 104bit-wep | aes-ccm | none; default: none) - which encryption algorithm to use:
* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets

 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these
packets

» aes-ccm - use the AES (Advanced Encryption Standard) with CCM (Counter with CBC-MAC)
encryption and accept only these packets

* none - do not use encryption and do not accept encrypted packets
algo-2 (40bit-wep | 104bit-wep | aes-ccm | none; default: none) - which encryption algorithm to use:
* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets

» 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these
packets

» aes-ccm - use the AES (Advanced Encryption Standard) with CCM (Counter with CBC-MAC)
encryption and accept only these packets

* none - do not use encryption and do not accept encrypted packets

algo-3 (40bit-wep | 104bit-wep | aes-ccm | none; default: none) - which encryption algorithm to use:
* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets
» 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these
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packets

» aes-ccm - use the AES (Advanced Encryption Standard) with CCM (Counter with CBC-MAC)
encryption and accept only these packets

* none - do not use encryption and do not accept encrypted packets

key-O (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep,
104bit-wep or aes-ccm algorithm (algo-0)

key-1 (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep,
104bit-wep or aes-ccm algorithm (algo-0)
key-2 (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep,
104bit-wep or aes-ccm algorithm (algo-0)

key-3 (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep,
104bit-wep or aes-ccm algorithm (algo-0)

radius-mac-authentication (no | yes; default: no) - whether to use Radius server MAC
authentication

security (none | optional | required; default: none) - security level:
* none - do not encrypt packets and do not accept encrypted packets

* optional - if there is a sta-private-key set, use it. Otherwise, if the ap-bridge mode is set - do not
use encryption, if the mode is station, use encryption if the transmit-key is set

* required - encrypt all packets and accept only encrypted packets

sta-private-algo (40bit-wep | 104bit-wep | aes-ccm | none) - algorithm to use if the sta-private-key
is set. Used to commumicate between 2 devices

sta-private-key (text) - if this key is set in station mode, use this key for encryption. In ap-bridge
mode you have to specify private keys in the accesslist or use the Radius server using
radius-mac-authentication. Used to commumicate between 2 devices

transmit-key (key-0 | key-1 | key-2 | key-3; default: key-0) - which key to use for broadcast packets.
Used in AP mode

Notes

The keys used for encryption are in hexadecimal form. If you use 40bit-wep, the key has to be 10

characters long, if you use 104bit-wep, the key has to be 26 characters long, aes-ccm key should
contain 32 hexadecimal characters.

Wireless Aplication Examples

AP to Client Configuration Example
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Y ou need Level5 license to enable the AP mode. To make the MikroTik router to work as an access
point, the configuration of the wireless interface should be as follows:

* A unique Service Set Identifier should be chosen, say "test1"
* A frequency should be selected for the link, say 5180MHz
*  The operation mode should be set to ap-bridge

The following command should be issued to change the settings for the wireless AP interface:

[adm n@\P] interface wirel ess> set 0 node=ap-bridge ssid=testl \
di sabl ed=no frequency= 5180 band=5GHz
[adm n@\P] interface wireless> print
Flags: X - disabled, R - running
0 name="w anl" nt u=1500 nmac-address=00: 0B: 6B: 31: 01: 6A ar p=enabl ed
di sabl e-runni ng- check=no interface-type=Atheros AR5212 npde=ap- bri dge
ssid="test1" frequency=5180 band=5GHz scan-|ist=defaul t-ism
support ed-rat es- b=1Mps, 2Mips, 5. 5Mops, 11Mops
supported-rates-a/g:GNBgs,9Nbps,12Nbps,18Nbps,24Nbps,36Nbps,48Nbps,
54Mops
basi c-rat es- b=1Mops basi c-r at es- a/ g=6Mips nax- st ati on-count =2007
ack-ti meout =dynam c t x- power =def ault nol se-fl oor-threshol d=def aul t
burst-time=di sabl ed fast-franes=no ant enna- node=ant-a wds- node=di sabl ed
wds- def aul t - bri dge=none defaul t-authentication=yes
def aul t - f orwar di ng=yes hi de-ssi d=no 802. 1x- node=none
[adm n@P] interface wirel ess>

Then we need to configure the wireless client interface:

[adm n@M kroTi k] interface wirel ess> set 0 nbde=station ssid=testl \
\... disabl ed=no
[admi n@lient] interface wirel ess> print
Fl ags: X - disabled, R - running
0 R nanme="w an2" ntu=1500 nac-address=00: 0B: 6B: 30: 79: 02 ar p=enabl ed
di sabl e-runni ng- check=no interface-type=Atheros AR5212 npode=stati on
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ssid="test1" frequency=5180 band=5GHz scan-1|ist=default-ism
support ed-r at es- b=1Mops, 2Mps, 5. 5Mops, 11Mops
support ed-r at es- a/ g=6Mps, 9Mops, 12Mops, 18Mops, 24Mops, 36Mops, 48Mops,
54Mops
basi c-rat es- b=1Mips basi c-rat es- a/ g=6Mips nax- st ati on- count =2007
ack-ti meout =dynam c t x- power =def ault noi se-fl oor-threshol d=def aul t
bur st -tine=di sabl ed fast-franes=no ant enna-node=ant-a wds- node=di sabl ed
wds- def aul t - bri dge=none defaul t-authenticati on=yes
def aul t - f or war di ng=yes hi de-ssi d=no 802. 1x- nrode=none
[adm n@l ient] interface wrel ess>

Now we can monitor our connection from the AP:;

[adm n@\P] interface wireless> nmonitor O
status: running-ap
registered-clients: 1
current-ack-timeout: 28
current-distance: 28

[adm n@\P] interface wirel ess>
... and from the client:

[adm n@lient] interface wirel ess> nonitor 0O
status: connected-to-ess
band: 5GH
frequency: 5180
tx-rate: 6Mops
rx-rate: 6Mops
ssid: testl
bssid: 00: 0B: 6B: 31: 01: 6A
signal -strength: -66
current-ack-tinmeout: 28
current-di stance: 28

[adm n@lient] interface wirel ess>
WDS Configuration Example

WDS (Wireless Distribution System) makes it able to connect APs to each other with the same ssid
and share the same network. On one physical wireless interface you can create multiple WDS
interfaces which will connect to other APs.

Thisis just a smple example how to get a connection between APs using WDS. Afterwards you
can bridge it with the wireless and/or ethernet interface.

Let us consider the following example:

Page 158 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Neighbour

0

[l
4

ssid=wds-test | W

Router Home

* ssid=wdstest

* |IPAddress=192.168.0.2

*  Network Mask = 255.255.255.0

Router Neighbour

*  ssid=wdstest
 |IPAddress=192.168.0.1

*  Network Mask = 255.255.255.0

Router Home configuration.
At first we should configure the wireless interface for router Home:

[adm n@one] interface wirel ess> set W anl node=ap-bridge ssid=wds-test \

\... wds-npde=static disabl ed=no

[adm n@one] interface wirel ess> print

Fl ags: X - disabled, R - running

0 nane="w anl" ntu=1500 nmc-address=00: 01: 24: 70: 3A: 83 ar p=enabl ed
di sabl e-runni ng- check=no interface-type=At heros AR5211 npde=ap- bri dge
ssid="wds-test" frequency=5120 band=5GHz scan-1list=defaul t-ism
supported-rates-al g:BI\/DMgs, 9Mops, 12Mops, 18Mops, 24Mops, 36Mops, 48Mops,
54Mops

basi c-rat es- a/ g=6Mops support ed-rat es- b=1Mps, 2Mips, 5. 5Mops, 11Mops
basi c-rat es- b=1Mips nax- st ati on-count =2007 ack-ti neout =def aul t
t x- power =def aul t noi se-fl oor-threshol d=default wds-node=static
wds- def aul t - bri dge=none defaul t - aut henti cati on=yes
defaul t - f orwar di ng=yes hi de-ssi d=no 802. 1x- nrode=none

[adm n@Horre] interface wrel ess>

We should add and configure a WDS interface. Note that the value of wds-address is the remote
wds host's wireless interface MAC address (to which we will connect to):

[adm n@Hone] interface wirel ess wds> add wds-address=00: 01: 24: 70: 3B: AE \
\... master-inteface=wl anl di sabl ed=no
[adm n@Hone] interface wirel ess wds> print
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Flags: X - disabled, R - running, D - dynanic
0 name="wds1" mtu=1500 nac-address=00: 01: 24: 70: 3A: 83 ar p=enabl ed
di sabl e-runni ng- check=no master-inteface=w anl
wds- addr ess=00: 01: 24: 70: 3B: AE

[adm n@Horre] interface wirel ess wds>

Add the IP address to the WDS interface:

[adm n@Hone] ip address> add address=192. 168. 25. 2/ 24 interface=wdsl
[adm n@Hone] ip address> print
Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168.25.2/24 192.168.25.0 192. 168. 25. 255 wdsl

[adm n@Hone] ip address>
Router Neighbour configuration.
At first we should configure the wireless interface for router Neighbour :

[adm n@\ei ghbour] interface wirel ess> set w anl node=ap-bridge ssid=wds-test \
... wds-npde=static disabl ed=no
[adm n@\ei ghbour] interface wireless> print
Flags: X - disabled, R - running
0 R nanme="w anl" ntu=1500 nac-address=00: 01: 24: 70: 3B: AE ar p=enabl ed
di sabl e-runni ng- check=no interface-type=At heros AR5211 node=ap- bri dge
ssid="wds-test"” frequency=5120 band=5GHz scan-list=default-ism
supported-rates-al/ g:GI\/bNgs, 9Mops, 12Mops, 18Mops, 24Mops, 36Mops, 48Mops,
54Mbps
basi c-rat es-a/ g=6Mops support ed-rat es- b=1Mops, 2Mips, 5. 5Mops, 11Mips
basi c-rat es- b=1Mips nax- st ati on-count =2007 ack-ti neout =defaul t
t x- power =def aul t noi se-fl oor-threshol d=default wds-npde=static
wds- def aul t - bri dge=none def aul t - aut henti cati on=yes
defaul t-forwardi ng=yes hi de-ssi d=no 802. 1x- node=none

[ adm n@\ei ghbour] interface wirel ess>
Now the WDS interface configuration:

[adm n@ei ghbour] interface wirel ess wds> add wds- addr ess=00: 01: 24: 70: 3A: 83 \
... master-inteface=w anl di sabl ed=no
[adm n@\ei ghbour] interface wireless wds> print
Flags: X - disabled, R - running, D - dynamc
0 R nanme="wdsl" ntu=1500 nac-address=00: 01: 24: 70: 3B: AE ar p=enabl ed
di sabl e-runni ng- check=no nmaster-inteface=w anl
wds- addr ess=00: 01: 24: 70: 3A: 83

[ adm n@\Nei ghbour] interface wirel ess wds>

Add the |P address:

[ adm n@\Nei ghbour] ip address> add address=192. 168. 25. 1/ 24 interface=wdsl
[ adm n@\Nei ghbour] ip address> print
Flags: X - disabled, | - invalid, D - dynanic

#  ADDRESS NETWORK BROADCAST | NTERFACE

0 192. 168. 25. 1/ 24 192.168.25.0 192. 168. 25. 255 wdsl

[ adm n@\Nei ghbour] ip address>
And now you can check whether the WDS link works:

[ adm n@\Nei ghbour] i p address> /ping 192.168. 25.2
192.168.25.2 64 byte ping: ttl=64 tine=6 s

192.168.25.2 64 byte ping: ttl=64 tine=4 s

192.168.25.2 64 byte ping: ttl=64 tine=4 s

5 packets transmitted, 5 packets received, 0% packet |oss
round-trip mn/avg/ max = 4/4.4/6 s

[ adm n@\Nei ghbour] ip address>
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Wireless Security Example

Let us consider that we want to secure all data for all wireless clients that are connecting to our AP.
At first, add addresses to the wireless interfaces.
Onthe AP:

[adm n@\P] ip address> add address=192.168.1.1/24 interface=w anl
[adm n@\P] ip address> print

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168.1.1/ 24 192.168.1.0 192. 168. 1. 255 w anl

[adm n@\P] ip address>
And on the client:

[adm n@lient] ip address> add address=192.168.1.2/24 interface=w anl
[adm n@\P] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168. 1.2/ 24 192.168.1.0 192.168.1.255 wanl

[admi n@ ient] ip address>
On the AP set the security to required and choose which encryption algorithm to use:

[adm n@\P] interface wireless security> set 0 security=required \

\. al go- 1=40bi t -wep key-1=0123456789 transnit-key=key-1

[admi n@\P] interface wireless security> print

0 narme="w anl" security=required al go-0=none key-0=

al go- 1=40bi t -wep key-1="0123456789" al go- 2=none key-2="" al go- 3=none key-3=""
transmt-key=key-1 sta-private-al go=none sta-private-key=""
radi us- mac- aut henti cati on=no

[adm n@\P] interface wirel ess security>

On the client side do the same:

[adm n@lient] interface wireless security> set 0 security=required \

\ al go-1=40bi t-wep key-1=0123456789 transnit-key=key-1

[adm n@\P] interface wireless security> print

0 narme="w anl" security=required al go-0=none key-0=""

al go- 1=40bi t -wep key-1="0123456789" al go- 2=none key-2="" al go- 3=none key-3=""
transmt-key=key-1 sta-private-al go=none sta-private-key=""
radi us- mac- aut henti cati on=no

[admi n@lient] interface wirel ess security>

Finaly, test the link:

[admi n@ ient] interface w
192.168.1.1 64 byte ping: t
192.168.1.1 64 byte ping: t
192.168.1.1 64 byte ping: ttl=64 tine=15 ns

3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 15/17.6/22 ns

[adm n@l1ent] interface wirel ess security>

rel ess security> /ping 192.168.1.1
t1=64 tine=22 s
t1=64 tine=16 s

Troubleshooting

Description

 Ifl useWDSand DFS, theroutersdo not connect to each other!
As the WDS routers must operate at the same frequency, it is very probable that DFS will not
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select the frequency that is used by the peer router.

* MikroTik RouterOS does not send any traffic through Cisco Wireless Access Point or
Wireless Bridge
If you use CISCO/Aironet Wireless Ethernet Bridge or Access Point, you should set the
Configuration/Radio/180211/Extended (Allow proprietary extensions) to off, and the
Configuration/Radio/180211/Extended/Encapsulation (Default encapsulation method) to

RFC1042. If |eft to the default on and 802.1H, respectively, you won't be able to pass traffic
through the bridge.
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Description

General Information

Summary

Ethernet over IP (EolP) Tunneling is a MikroTik RouterOS protocol that creates an Ethernet tunnel
between two routers on top of an IP connection. The EolP interface appears as an Ethernet
interface. When the bridging function of the router is enabled, all Ethernet traffic (all Ethernet
protocols) will be bridged just asif there where a physical Ethernet interface and cable between the
two routers (with bridging enabled). This protocol makes multiple network schemes possible.

Network setups with EolP interfaces:
e Possibility to bridge LANs over the Internet

*  Possibility to bridge LANs over encrypted tunnels
e Possihility to bridge LANs over 802.11b 'ad-hoc' wireless networks

Quick Setup Guide

To make an Eol P tunnel between 2 routers which have | P addresses 10.5.8.1 and 10.1.0.1;

1. Onrouter with IP address 10.5.8.1, add an EolP interface and set its MAC address:
/linterface eoip add renote-address=10.1.0.1 tunnel -i d=1 mac- addr ess=00- 00- 5E- 80- 00- 01 \

\... disabl ed=no
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2.  Onrouter with IP address 10.1.0.1, add an Eol P interface and set its MAC address::

/interface eoip add renote-address=10.5.8.1 tunnel -i d=1 nmac- addr ess=00- 00- 5E- 80- 00- 02 \
\... disabl ed=no

Now you can add I P addresses to the created Eol P interfaces from the same subnet.

Specifications

Packages required: system

License required: levell (limited to 1 tunnel), level3
Home menu level: /interface eoip

Standards and Technologies: GRE (RFC1701)
Hardware usage: Not significant

Related Documents

»  Package Management
e |PAddressesand ARP
*  Bridgelnterfaces

e PPTPInterface

Description

An EolP interface should be configured on two routers that have the possibility for an IP level
connection. The EolP tunnel may run over an IPIP tunnel, a PPTP 128bit encrypted tunnel, a
PPPOE connection, or any connection that transports I P.

Specific Properties:

*  Each EolP tunnel interface can connect with one remote router which has a corresponding
interface configured with the same "Tunnel ID'.
*  TheEolP interface appears as an Ethernet interface under the interface list.

»  Thisinterface supports all features of an Ethernet interface. |P addresses and other tunnels may
be run over the interface.

*  The EolP protocol encapsulates Ethernet frames in GRE (1P protocol number 47) packets (just
like PPTP) and sends them to the remote side of the EolP tunnel.

»  Maximal count of EolP tunnelsis 65536.
EolP Setup

Home menu level: /interface eoip
Property Description

name (name; default: eoip-tunnelN) - interface name for reference

mtu (integer; default: 1500) - Maximum Transmission Unit. The default value provides maximal
compatibility
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arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
tunnel-id (integer) - aunique tunnel identifier
remote-address - the | P address of the other side of the Eol P tunnel - must be a MikroTik router

mac-address (MAC address) - MAC address of the EolP interface. You can freely use MAC
addresses that are in the range from 00-00-5E-80-00-00 to 00-00-5E-FF-FF-FF

Notes
tunnel-id is method of identifying tunnel. There should not be tunnels with the same tunnel-id on

the same router. tunnel-id on both participant routers must be equal.

mtu should be set to 1500 to eliminate packet refragmentation inside the tunnel (that allows
transparent bridging of Ethernet-like networks, so that it would be possible to transport full-sized
Ethernet frame over the tunnel).

For Eol P interfaces you can use MAC addresses that are in the range from 00-00-5E-80-00-00 to
00-00-5E-FF-FF-FF.
Example

To add and enable an Eol P tunnel named to_mt2 to the 10.5.8.1 router, specifying tunnel-id of 1:

[adm n@M kroTi k] interface eoi p> add nane=to_m 2 renote-address=10.5.8.1 \
\... tunnel-id 1

[admi n@ kroTi k] interface eoip> print
Fl ags: X - disabled, R - running
0 X name="to_nt2" mu=1500 arp=enabl ed renote-address=10.5.8.1 tunnel -id=1
[admi n@M kroTi k] interface eoi p> enable 0
[adm n@M kroTi k] interface eoip> print

Flags: X - disabled, R - running
0 R name="to_nt2" mu=1500 arp=enabl ed renote-address=10.5.8.1 tunnel -id=1

[adm n@M kroTi k] interface eoip>

EolP Application Example

Description

Let us assume we want to bridge two networks: 'Office LAN' and 'Remote LAN'. The networks are
connected to an IP network through the routers [Our_GW] and [Remote]. The IP network can be a
private intranet or the Internet. Both routers can communicate with each other through the IP
network.

Example

Our goal isto create a secure channel between the routers and bridge both networks through it. The
network setup diagram is as follows:

Page 165 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



P Metwiork
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192168 2.1 192 .168.1.1
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FFETF Tunnel
Remote Office

LA LA

To make a secure Ethernet bridge between two routers you should:

1. Create aPPTP tunnel between them. Our_GW will be the pptp server:

[adm n@ur _GWN interface pptp-server> /ppp secret add nane=j oe service=pptp \

\... password=top_s3 |ocal -address=10.0.0.1 renote-address=10.0.0.2

[adm n@ur_GW interface pptp-server> add nanme=fromrenote user=joe

[adm n@ur_GW interface pptp-server> server set enabl exyes

[adm n@ur_GW interface pptp-server> print

Fl ags: X - disabled, D - dynamic, R - running
# NAVE USER Mru CLI ENT- ADDRESS UPTI ME ENC. . .
0 fromrenote j oe

[adm n@ur _GN interface pptp-server>

The Renote router will be the pptp client:

[adm n@Renote] interface pptp-client> add name=pptp user=joe \
\... connect-to0=192.168. 1.1 password=top_s3 nt u=1500 nr u=1500
[adm n@Renote] interface pptp-client> enable pptp
[adm n@Renote] interface pptp-client> print
Flags: X - disabled, R - running
0 R name="pptp" ntu=1500 nru=1500 connect-to0=192.168.1.1 user="j oe"
password="t op_s2" profil e=default add-default-route=no

[adm n@Renote] interface pptp-client> nonitor pptp
status: "connected"
uptime: 39n46s
encodi ng: "none"

[adm n@Renote] interface pptp-client>

See the PPTP Interface Manual for more details on setting up encrypted channels.

2. Configure the EolP tunnel by adding the eoip tunnel interfaces at both routers. Use the ip
addresses of the pptp tunnel interfaces when specifying the argument values for the EolP
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tunnel;

[adm n@ur _GWN interface eoi p> add nane="eoi p-renote" tunnel-id=0 \
\... renote-address=10.0.0.2
[adm n@ur _GWN interface eoi p> enabl e eoi p-renote
[adm n@ur_GW interface eoi p> print
Flags: X - disabled, R - running
0 nane=eoi p-renote ntu=1500 ar p=enabl ed renot e-address=10.0.0.2 tunnel -i d=0
[adm n@ur _GA 1 nterface eoip>

[adm n@Renote] interface eoi p> add nane="eoi p" tunnel-id=0 \
\... renote-address=10.0.0.1
[adm n@Renpte] interface eoi p> enabl e eoi p-main
[admi n@enote] interface eoi p> print
Fl ags: X - disabled, R - running
0 nanme=eoi p ntu=1500 arp=enabl ed renot e- address=10.0.0.1 tunnel -i d=0

[Renote] interface eoip>

3. Enable bridging between the Eol P and Ethernet interfaces on both routers.
On the Our_GW:

[adm n@ur_GW interface bridge> add forward-protocol s=ip, arp, ot her \
. di sabl ed=no
[admi n@ur_GWN interface bridge> print
Fl ags: X - disabled, R - running
0 R name="bridgel" ntu=1500 arp=enabl ed nac- addr ess=00: 00: 00: 00: 00: 00
f orwar d- prot ocol s=i p, arp, other priority=1

[adm n@ur _GWN interface bridge> port print
Fl ags: X - disabl ed

# | NTERFACE BRI DGE
0 eoi p-renote none
1 office-eth none
2 isp none

[adm n@ur_GW interface bridge> port set "0,1" bridge=bridgel
And the same for the Remote:

[adm n@Renote] interface bridge> add forward-protocol s=ip, arp, ot her \
\... disabl ed=no
[adm n@Renote] interface bridge> print
Fl ags: X - disabled, R - running
0 R name="bridgel" ntu=1500 arp=enabl ed nac- addr ess=00: 00: 00: 00: 00: 00
f orwar d- prot ocol s=i p, arp, other priority=1

[adm n@Renpte] interface bridge> port print
Flags: X - disabled
#

| NTERFACE BRI DGE
0 et her none
1 adsl none
2 €oi p-mai n none

[adm n@Renpte] interface bridge> port set "0,2" bridge=bridgel

4. Addresses from the same network can be used both in the Office LAN and in the Remote
LAN.

Troubleshooting

Description

*  Therouterscan ping each other but Eol P tunnel does not seem to work!
Check the MAC addresses of the Eol P interfaces - they should not be the same!
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Description
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Summary

The MikroTik RouterOS supports the Xpeed 300 SDSL PCI Adapter hardware with speeds up to
2.32Mbps. This device can operate either using Frame Relay or PPP type of connection. SDSL
(Single-line Digital Subscriber Line or Symmetric Digital Subscriber Line) stands for the type of
DSL that uses only one of the two cable pairs for transmission. SDSL allows residential or small
office users to share the same tel ephone for data transmission and voice or fax telephony.

Specifications

Packages required: synchronous

Licenserequired: level4

Home menu level: /interface xpeed

Standards and Technologies: PPP (REC 1661), Frame Relay (RFC 1490)
Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
. Xpeed SDSL | nterface
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Additional Documents

J Xpeed homepage

Xpeed Interface Configuration
Home menu level: /interface xpeed
Property Description

name (name) - interface name
mtu (integer; default: 1500) - Maximum Transmission Unit
mac-address (MAC address) - MAC address of the card

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
* disabled - the interface will not use ARP protocol

* enabled - the interface will use ARP protocol
e proxy-arp - theinterface will be an ARP proxy

* reply-only - the interface will only reply to the requests originated to its own | P addresses, but
neighbor MAC addresses will be gathered from /ip arp statically set table only

mode (network-termination | line-termination; default: line-termination) - interface mode, either
line termination (LT) or network termination (NT)
sdsl-speed (integer; default: 2320) - SDSL connection speed

sdd-invert (yes | no; default: no) - whether the clock is phase inverted with respect to the
Transmitted Data interchange circuit. This configuration option is useful when long cable lengths
between the Termination Unit and the DTE are causing data errors

sddl-swap (yes | no; default: no) - whether or not the Xpeed 300 SDSL Adapter performs bit
swapping. Bit swapping can maximize error performance by attempting to maintain an acceptable
margin for each bin by equalizing the margin across all bins through bit reallocation

bridged-ethernet (yes | no; default: yes) - if the adapter operatesin bridged Ethernet mode

dici (integer; default: 16) - defines the DLCI to be used for the local interface. The DLCI field
identifies which logical circuit the data travels over

Imi-mode (off | line-termination | network-termination | networ k-ter mination-bidirectional; default:
off) - defines how the card will perform LMI protocol negotiation
* off - no LMI will be used

e line-termination - LMI will operatein LT (Line Termination) mode
* network-termination - LMI will operatein NT (Network Termination) mode
* network-termination-bidirectional - LMI will operate in bidirectional NT mode

cr (0| 2; default: 0) - a special mask value to be used when speaking with certain buggy vendor
equipment. Can be O or 2

Example

To enable interface:
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[adm n@ 1] interface> print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE MruU
0 R outer et her 1500
1 R inner et her 1500
2 X xpeedl xpeed 1500

[admin@1] interface> enable 2
[adm n@1] interface> print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE MruU
0 R outer et her 1500
1 R inner et her 1500
2 R xpeedl xpeed 1500

[adm n@ 1] interface>

Frame Relay Configuration Examples

MikroTik Router to MikroTik Router

Consider the following network setup with MikroTik router connected via SDSL line using Xpeed
interface to another MikroTik router with Xpeed 300 SDSL adapter. SDSL line can refer acommon
patch cable included with the X peed 300 SDSL adapter (such a connection is called Back-to-Back).
Lets name thefirst router r1 and the second r 2.

Router r1 setup
The following setup isidentical to onein the first example:

[adm n@ 1] ip address> add inter=xpeedl address 1.1.1.1/24
[adm n@1] ip address> pri

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 xpeedl

[adm n@ 1] interface xpeed> print
Fl ags: X - disabled
0 name="xpeedl" ntu=1500 nac- addr ess=00: 05: 7A: 00: 00: 08 ar p=enabl ed
node=net wor k-t ermi nati on sdsl - speed=2320 sdsl-invert=no sdsl -swap=no
bri dged- et hernet =yes dl ci =16 | m - node=off cr=0
[adm n@1] interface xpeed>

Router r 2 setup
First, we need to add a suitable | P address:

[adm n@2] ip address> add inter=xpeedl address 1.1.1.2/24
[adm n@2] ip address> pri

Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 1.1.1.2/24 1.1.1.0 1.1.1.255 xpeedl

Then, some changes in xpeed interface configuration should be done:

[adm n@2] interface xpeed> print
Fl ags: X - disabled
0 name="xpeedl" ntu=1500 nac- addr ess=00: 05: 7A: 00: 00: 08 ar p=enabl ed
node=net wor k-t erm nati on sdsl - speed=2320 sdsl -invert=no sdsl - swap=no
bri dged- et hernet =yes dl ci =16 | m - node=of f cr=0
[adm n@2] interface xpeed> set 0 node=line-termn nation
[adm n@2] interface xpeed>

Now r1 and r2 can ping each other.
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MikroTik Router to Cisco Router

Let us consider the following network setup with MikroTik Router with Xpeed interface connected
to aleased line with a CISCO router at the other end.
MikroTik router setup:

[admi n@1] ip address> add inter=xpeedl address 1.1.1.1/24
[admi n@ 1] ip address> pri

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.1/ 24 1.1.1.0 1.1.1.255 xpeedl

[adm n@ 1] interface xpeed> print
Fl ags: X - disabled
0 nanme="xpeedl" ntu=1500 nac- addr ess=00: 05: 7A: 00: 00: 08 ar p=enabl ed
node=net wor k-t ermi nati on sdsl - speed=2320 sdsl -invert=no sdsl - swap=no
bri dged- et her net =yes dl ci =42 | m - node=of f cr=0
[admi n@1] interface xpeed>

Cisco router setup

Cl SCO# show runni ng-config
Bui | di ng configuration..
Current configuration..

i p subnet-zero

no i p donmi n-1 ookup

frame-relay sw tching

|

interface EthernetO
description connected to EthernetLAN
i p address 10.0.0.254 255.255.255.0

|

interface SerialO

description connected to |nternet
no i p address

encapsul ation frane-relay | ETF
serial restart-delay 1
frame-relay | nm-type ansi
frame-relay intf-type dce

|

interface Serial0.1 poi nt -t 0- poi nt
ip address 1.1.1.2 255.255.255.0
no arp frame-rel ay

frame-relay interface-dlci 42
!

end.
Send ping to MkroTik router
ClSCO#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds:
RERE

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/31/32 ns
Cl SCo#

Troubleshooting

Description

Page 171 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



| tried to connect two routersas shown in MT-to-M T, but nothing happens

The link indicators on both cards must be on. If it's not, check the cable or interface
configuration. One adapter should use LT mode and the other NT mode. Y ou can also change
sdsl-swap and sdsl-invert parameters on the router running LT mode if you have a very long

line
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Description

General Information

Summary

The MikroTik RouterOS supports Arlan 655 Wireless Interface client cards. This card fits in the
|SA expansion slot and provides transparent wireless communications to other network nodes.

Specifications
Packages required: arlan
License required: level4

Home menu level: /interface arlan
Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
. Log Management

Installation

Example
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To add the driver for Arlan 655 adapter, do the following:

[adm n@M kroTi k] > driver add nane=arl an i 0=0xD000
[ admi n@M kroTi k] > driver print
Flags: | - invalid, D- dynanic

# DRI VER IRQ 10O MVEMORY | SDN- PROTOCOL
0 D Real Tek 8139
1 Arl an 655 0xD000

[adm n@M kroTi k] driver>

Wireless Interface Configuration
Home menu level: /interface arlan

Description

The wireless card status can be obtained from the two LEDs: the Status LED and the Activity
LED.

Status Activity Description
ARLAN 655 isfunctional but
Amber Amber nonvolatile memory is not
configured
Blinking Green Don't Care A;':AAI;I\I( A65RSLTI£I rnigcigteegﬁ?yt)o
Green Off Normal idle state
Green Green Flash Normal active state
Red Amber Hardwarefailure
Red Red Radio failure

Property Description

name (name; default: arlanN) - assigned interface name

mtu (integer; default: 1500) - Maximum Transmission Unit

mac-address (MAC address) - Media Access Control address

frequency (2412 | 2427 | 2442 | 2457 | 2465; default: 2412) - channel frequency in MHz
bitrate (1000 | 2000 | 354 | 500; default: 2000) - datarate in Khit/s

sid (integer; default: 0x13816788) - System Identifier. Should be the same for all nodes on the
radio network. Must be an even number with maximum length 31 character

add-name (text; default: test) - card name (optional). Must contain less than 16 characters.
arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
setting
tma-mode (yes | no; default: no) - Networking Registration Mode:
* yes- ARLAN
* no- NON ARLAN
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Example

[admi n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running

# NAVE TYPE Mru
0 Router et her 1500
1 X arlanl arl an 1500

[admi n@M kroTi k] interface> enable 1

[adm n@M kroTi k] > interface print

Fl ags: X - disabled, D - dynamic, R - running
# NANVE TYPE MIruU
0 R outer et her 1500
1 Rarlanl arl an 1500

More configuration and statistics parameters can be found under the /interface arlan menu:

[adm n@M kroTi k] interface arlan> print
Fl ags: X - disabled, R - running
0 R nanme="arlanl" nmu=1500 mac-address=00: 40: 96: 22: 90: C8 ar p=enabl ed
frequency=2412 bitrate=2000 tna-node=no card-nane="test"
si d=0x13816788

[adm n@M kroTi k] interface arl an>
Y ou can monitor the status of the wireless interface:

[adm n@M kroTi k] interface arlan> nmonitor 0
regi stered: no
access-point: 00:00: 00: 00: 00: 00
backbone: 00: 00: 00: 00: 00: 00

[adm n@M kroTi k] interface arlan>

Suppose we want to configure the wireless interface to accomplish registration on the AP with asid
0x03816788. To do this, it is enough to change the argument value of sid to 0x03816788 and
tma-mode to yes:
[adm n@M kroTi k] interface arlan> set 0 sid=0x03816788 t na- node=yes
[adm n@M kroTi k] interface arlan> nonitor O
regi stered: yes

access-poi nt: 00:40: 88: 23: 91: F8
backbone: 00: 40: 88: 23: 91: F9

[adm n@M kroTi k] interface arl an>

Troubleshooting

Description

Keep in mind, that not al combinations of 1/O base addresses and IRQs may work on particular
motherboard. It is recommended that you choose an IRQ not used in your system, and then try to
find an acceptable 1/0 base address setting. As it has been observed, the IRQ 5 and /O 0x300 or
0x180 will work in most cases.

 Thedriver cannot be loaded because other device usestherequested IRQ.
Try to set different IRQ using the DIP switches.

 Therequested I/O base address cannot be used on your motherboard.
Try to change the 1/O base address using the DIP switches.

 Thepcinterface doesnot show up under theinterfaceslist

Page 175 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Obtain the required license for 2.4/5GHz Wireless Client feature.

» Thewirelesscard doesnot register to the Access Point
Check the cabling and antenna alignment.
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MAC level bridging of Ethernet, Ethernet over IP (EolP), Prism, Atheros and RadioLAN interfaces
are supported. All 802.11b and 802.11a client wireless interfaces (both ad-hoc and infrastructure
or station modes) do not support this because of the limitations of 802.11 - it is possible to bridge
over them using the Ethernet over IP protocol (please see documentation on EolP).

For preventing loops in a network, you can use the Spanning Tree Protocol (STP). This protocol
also makes redundant paths possible.

Featuresinclude:

e Spanning Tree Protocol (STP)

e Multiple bridge interfaces

»  Bridge associations on a per interface basis

*  Protocol can be selected to be forwarded or discarded
*  MAC address table can be monitored in real time

e |Paddress assignment for router access

e Bridge interfaces can be firewalled

Quick Setup Guide

To put interface ether 1 and ether 2 in a bridge.
1. Addabridgeinterface, caled MyBridge:

/interface bridge add name="MBridge" disabl ed=no

2. Add etherl and ether 2 to MyBridge interface:
/interface bridge port set etherl, ether2 bridge=M/Bridge

Specifications

Packages required: system

License required: level4

Home menu level: /interface bridge

Standards and Technologies. Media Access Control, |EEE801.1D
Hardware usage: Not significant

Related Documents

»  Package Management
e |PAddressesand ARP
e EolP

e Firewall Filters

Description

Ethernet-like networks (Ethernet, Ethernet over IP, IEEE802.11 Wireless interfaces in AP mode)
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can be connected together using MAC Bridges. The bridge feature allows the interconnection of
stations connected to separate LANs (using EolP, geographicaly distributed networks can be
bridged as well if any kind of IP network interconnection exists between them) as if they were
attached to a single LAN. As bridges are transparent, they do not appear in traceroute list, and no
utility can make a distinction between a host working in one LAN and a host working in another
LAN if these LANSs are bridged (depending on the way the LANSs are interconnected, latency and
data rate between hosts may vary).

Additional Documents

http://ebtables.sourceforge.net/

Bridge Interface Setup
Home menu level: /interface bridge

Description

To bridge a number of networks into one bridge, a bridge interface should be created, that will
group al the bridged interfaces. One MAC address will be assigned to all the bridged interfaces.

Property Description

name (name; default: bridgeN) - a descriptive name of the interface
mtu (integer; default: 1500) - Maximum Transmission Unit

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
Setting

mac-addr ess (read-only: MAC address) - Media Access Control address for the interface

forwar d-protocols (multiple choice: ip, arp, appletalk, ipx, ipv6, other; default: ip, arp, appletalk,
ipX, Ipv6, other) - list of forwarded protocols
« other - al other protocolsthan AppleTak, ARP, IP, IPv6, or IPX, e.g., NetBEUI, VLAN, etc.

priority (integer: 0..65535; default: 32768) - bridge interface priority. The priority argument is
used by Spanning Tree Protocol to determine, which port remains enabled if two (or even more)
ports form aloop

stp (no | yes; default: no) - whether to enable or disable the Spanning Tree Protocol
ageing-time (time; default: 5m) - how long the host information will be kept in the bridge database
forward-delay (time; default: 15s) - time which is spent in listening/learning state

gar bage-collection-interval (time; default: 4s) - how often to drop old host entries in the bridge
database

Notes
forwar ded-protocols is a ssimple filter that also affects the locally-destined and locally-originated

packets. So disabling ip protocol you will not be able to communicate with the router from the
bridged interfaces.
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Example

To add and enable a bridge interface that will forward all the protocols:

[adm n@M kroTi k] interface bridge> add; print
Fl ags: X - disabled, R - running
0 X nanme="bridgel" ntu=1500 arp=enabl ed nac- address=00: 00: 00: 00: 00: 00
f or war d- pr ot ocol s=i p, arp, appl etal k, i px, i pv6, ot her stp=no priority=32768
agei ng-t1 ne=5m f or war d- del ay=15s gar bage- col | ecti on-1 nt erval =4s
hel | o-ti me=2s nax- nessage- age=20s
[adm n@ kroTi k] interface bridge> enable 0

Port Settings
Home menu level: /interface bridge port

Description

The submenu is used to group interfacesin a particular bridge interface.

Property Description

interface (read-only: name) - interface name
bridge (name; default: none) - the bridge interface the respective interface is grouped in
* none - the interface is not grouped in abridge

priority (integer: 0..255; default: 128) - interface priority compared to other interfaces, which are
destined to the same network

path-cost (integer: 0..65535; default: 10) - path cost to the interface, used by STP to determine the
'best’ path

Example

To group ether 1 and ether 2 in the bridgel bridge:

[adm n@ kroTi k] interface bridge port> set etherl, ether2 bridge=bridgel
[adm n@M kroTi k] interface bridge port> print
# | NTERFACE BRIDGE PRI ORI TY PATH COST

0 etherl bri dgel 128 10
1 ether2 bri dgel 128 10
2 wanl none 128 10

[adm n@M kroTi k] interface bridge port>

Bridge Monitoring
Command name: /interface bridge monitor

Description

Used to monitor the current status of a bridge.

Property Description
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bridge-id (text) - the bridge ID, which isin form of bridge-priority.bridge MAC Address
designated-root (text) - ID of the root bridge

root-port (name) - port to which the root bridge is connected to

path-cost (integer) - the total cost of path along to the root-bridge

Example

To monitor a bridge:

[admi n@M kroTi k] interface bridge> nonitor bridgel
bridge-id: 32768.00: 02: 6F: 01: CE: 31
desi gnat ed-root: 32768. 00: 02: 6F: 01: CE: 31
root-port: ether2
pat h-cost: 180

[adm n@M kroTi k] interface bridge>

Bridge Port Monitoring
Command name: /interface bridge port monitor

Description
Statistics of an interface that belongs to a bridge

Property Description

status (disabled | blocking | listening | learning | forwarding) - the status of the bridge port:

* disabled - the interface is disabled. No frames are forwarded, no Bridge Protocol Data Units
(BPDUs) are heard

* blocking - the port does not forward any frames, but listens for BPDUs

* listening - the port does not forward any frames, but listens to them

* learning - the port does not forward any frames, but learns the MAC addresses
« forwarding - the port forwards frames, and learns MAC addresses

port-id (integer) - port ID, which represents from port priority and port number, and is unique
designated-root (text) - ID of bridge, which is nearest to the root-bridge
designated-port (text) - port of designated-root bridge

Example

To monitor a bridge port:

[adm n@M kroTi k] interface bridge port> nmo O
status: forwarding
port-id: 28417
desi gnat ed-root: 32768. 00: 02: 6F: 01: CE: 31
desi gnat ed- bri dge: 32768. 00: 02: 6F: 01: CE: 31
desi gnat ed-port: 28417
desi gnated-cost: 0
- [Qquit|D dunp| Gz pause]
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Bridge Host Monitoring
Command name: /interface bridge host
Property Description

bridge (read-only: name) - the bridge the entry belongs to

mac-address (read-only: MAC address) - host's MAC address

on-interface (read-only: name) - which of the bridged interfaces the host is connected to
age (read-only: time) - the time since the last packet was received from the host

Example
To get the active host table:
[adm n@M kroTi k] interface bridge host> print
Flags: L - |ocal
BRI DGE MAC- ADDRESS ON- | NTERFACE ACGE
bridgel 00: 00: B4: 5B: A6: 58 etherl 4nmi8s
bri dgel 00: 30: 4F: 18: 58: 17 ether1 4nb0s
L bridgel 00: 50: 08: 00: 00: F5 et her1 Os
L bridgel 00: 50: 08: 00: 00: F6 et her2 Os
bri dgel 00: 60: 52: 0B: B4: 81 ether1 4nb0s
bri dgel 00: C0: DF: 07: 5E: E6 et her1 4mi6s
bri dgel 00: EO: C5: 6E: 23: 25 prisml 4mi8s
bridgel 00: EO: F7: 7F: OA: B8 etherl 1s

[ adni n@) kroTi k] interface bridge host>

Bridge Firewall
Home menu level: /interface bridge firewall

Description

Traffic between bridged interfaces can be filtered.

Note that packets between bridged interfaces are also passed through the 'generic' /ip firewall rules,
so they even can be NATted. These rules can be used with real, physica receiving/transmitting
interfaces, as well as with bridge interface that ssmply groups bridged interfaces.

Property Description

mac-sr c-address (MAC address; default: 00:00:00:00:00:00) - MAC address of the source host
in-interface (name; default: all) - interface the packet has entered the bridge through

« all - any interface
mac-dst-address (MAC address; default: 00:00:00:00:00:00) - MAC address of the destination
host
out-interface (name; default: all) - interface the packet is leaving the bridge through

« all - any interface
in-interface (name; default: all) - interface the packet is coming into the bridge
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« all - any interface

mac-protocol (all | integer; default: all) - the MAC protocol of the packet. Most widely used MAC
protocols are (many other exist):

e all - al MAC protocols

» 0x0004 - 802.2

» 0x0800 - IP

» 0x0806 - ARP

» 0x8035 - RARP

* Ox809B - AppleTalk (EtherTalk)

» Ox80F3 - AppleTak Address Resolution Protocol (AARP)
* 0x8037 - IPX

* 0x8100 - VLAN

» 0x8137 - Novell (old) NetWare IPX (ECONFIG E option)
¢ 0x8191 - NetBEUI

* 0x86DD - IPv6

src-address (1P address/mask; default: 0.0.0.0/0) - source | P address of the packet
dst-address (1P address/mask; default: 0.0.0.0/0) - destination | P address of the packet

protocol (all | egp | ggp | icmp | igmp | ip-encap | ip-sec | tcp | udp | integer; default: all) - IP
protocol name/number
« all - match all the IP protocols

action (accept | drop | passthrough; default: accept) - action to undertake if the packet matches the
rule:

* accept - accept the packet. No action, i.e., the packet is passed through without undertaking any
action, and no more rules are processed

* drop - silently drop the packet (without sending the ICMP reject message)

* passthrough - ignore this rule. Acts the same way as a disabled rule, except for ability to count
packets

Drop broadcast packets

[adm n@é/l kroTi k] interface bridge firewall> add mac-dst-address=FF: FF: FF: FF: FF: FF

acti on=drop

[adm n@M kroTi k] interface bridge firewall> print

Flags: X - disabled, | - invalid

0 mac- sr c- addr ess=00: 00: 00: 00: 00: 00 i n-interface=all

mac- dst - addr ess=FF: FF: FF: FF: FF: FF out-interface=all nac-protocol =al |
src-address=0.0.0.0/0 dst-address=0.0.0.0/0 protocol =all|l acti on=drop

[adm n@M kroTi k] interface bridge firewall>

Drop IP, ARP and RARP

To make a brouter (the router that routes routable (IP in our case) protocols and bridges unroutable
protocols), make arule that drops IP, ARP, and RARP traffic (these protocols should be disabled in
bridge firewall, not in forwarded protocols as in the other case the router will not be able to
receive | P packets itself, and thus will not be able to provide routing).
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To make bridge, drop IP, ARP and RARP packets:

[adm n@M kroTi k] interface bridge firewall> add mac- prot ocol =2048 acti on=drop
[adm n@M kroTi k] interface bridge firewall> add mac- protocol =2054 acti on=drop
[adm n@M kroTi k] interface bridge firewall> add nac- protocol =32821 acti on=drop
[adm n@M kroTi k] interface bridge firewall> print
Flags: X - disabled, I - invalid
0 mac- sr c- addr ess=00: 00: 00: 00: 00: 00 i n-i nterface=al
mac- dst - addr ess=00: 00: 00: 00: 00: 00 out-interface=all nac-protocol =2048
src-address=0.0.0.0/0 dst-address=0.0.0.0/0 protocol =al |l acti on=drop

1 mac- sr c- addr ess=00: 00: 00: 00: 00: 00 i n-i nterface=al
nmac- dst - addr ess=00: 00: 00: 00: 00: 00 out-interface=all mac-protocol =2054
src-address=0.0.0.0/0 dst-address=0.0.0.0/0 protocol =all action=drop

2 nmac- sr c- addr ess=00: 00: 00: 00: 00: 00 i n-i nterface=al
nmac- dst - addr ess=00: 00: 00: 00: 00: 00 out-interface=all mac-protocol =32821
src-address=0.0.0.0/0 dst-address=0.0.0.0/0 protocol =all acti on=drop

[adm n@ kroTi k] interface bridge firewall>

Application Example

Example

Assume we want to enable bridging between two Ethernet LAN segments and have the MikroTik
router be the default gateway for them:

Internet

Wireless Network
10.1.1.024

y interface prism1i
[MikroTik] i address 10.1.1.12/24

interface etherl interface ether?

interface bridge
address 192.168.0.254/24

LAN Segment #1 LAN Segment #

Bridged Metwark
192.168.0.0/24

When configuring the MikroTik router for bridging you should do the following:

1. Addabridgeinterface

Page 184 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



2.
3.
4. Assignan I P addressto the bridge interface, if needed

Configure the bridge interface
Enable the bridge interface

Note that there should be no | P addresses on the bridged interfaces. Moreover, | P address on the
bridge interface itself is not required for the bridging to work.

When configuring the bridge settings, each protocol that should be forwarded should be added to
the forwar d-protocolslist. The other protocol includes all protocols not listed before (as VLAN).

[adm n@M kroTi k] interface bridge> add forward- protocol s=ip, arp, ot her

[adm n@M kroTi k] interface bridge> print

Flags: X - disabled, R - running

0 X name="bridgel" ntu=1500 arp=enabl ed nac-address=00: 00: 00: 00: 00: 00

f or war d- pr ot ocol s=i p, arp, ot her stp=no priority=32768 agei ng-ti ne=bm
f orwar d- del ay=15s gar bage-col | ection-interval =4s hell o-ti me=2s
max- message- age=20s

[adm n@M kroTi k] interface bridge>

The priority argument is used by the Spanning Tree Protocol to determine, which port remains
enabled if two ports form aloop.

Next, each interface that should be included in the bridging port table:

[adm n@M kroTi k
[ adm n@M kroTi k

interface bridge> port
interface bridge port> print

# | NTERFACE BRI DGE PRI ORI TY PATH COST
0 etherl none 128 10
1 ether2 none 128 10
2 prisnl none 128 10

[adm n@M kroTi k
[ adm n@M kroTi k

interface bridge port> set 0,1 bridge=bridgel
interface bridge port> print

# | NTERFACE BRI DGE PRI ORI TY PATH COST
0 etherl bri dgel 128 10
1 ether2 bri dgel 128 10
2 prisnl none 128 10

[ admi n@M kr oTi K]

interface bridge port>

After setting some interfaces for bridging, the bridge interface should be enabled in order to start
using it:

[adm n@M kroTi k] interface bridge> print

Flags: X - disabled, R - running

0 X nane="bridgel" ntu=1500 arp=enabl ed nac-address=00: 0B: 6B: 31: 01: 6A
f orwar d- protocol s=i p, arp, ot her stp=no priority=32768 agei ng-ti ne=5m
forwar d- del ay=15s gar bage-col | ection-interval =4s hell o-ti ne=2s
mex- nessage- age=20s

[adm n@M kroTi k] interface bridge> enable 0

[adm n@M kroTi k] interface bridge> print

Fl ags: X - disabled, R - running

0 R nanme="bridgel" ntu=1500 arp=enabl ed nac-address=00: 0B: 6B: 31: 01: 6A
f orwar d- prot ocol s=i p, arp, ot her stp=no priority=32768 agei ng-ti ne=bm
f orwar d- del ay=15s gar bage-col |l ection-interval =4s hel | o-ti me=2s
max- nessage- age=20s

[admi n@M kroTi k] interface bridge>

If you want to access the router through unnumbered bridged interfaces, it is required to add an I P
addressto the bridge interface:
[adm n@M kr oTi k]

[ adm n@M kr oTi k]
[ adm n@M kroTi k]

i p address> add address=192. 168. 0. 254/ 24 interface=bridgel
i p address> add address=10.1.1.12/24 interface=prisml
i p address> print

Flags: X - disabled, | - invalid, D - dynanmic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 bri dgel
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1 10.1.1.12/ 24 10.1.1.0 10.1.1. 255 prisnl
[adm n@M kroTi k] ip address>

Note! Assigning an |P address to bridged interfaces ether1 or ether2 has no sense, because the
actual interface will be the bridge interface to which these interfaces belong. Y ou can check this by
typing /ip address print detail

Hosts on LAN segments #1 and #2 should use | P addr esses from the same network. 192.168.0.0/24
and have the default gateway set to 192.168.0.254 (MikroTik router).

Troubleshooting

Description

» After | configurethebridge, thereisno ping response from hosts on bridged networks.
It may take up to 20...30s for bridge to learn addresses and start responding.

* | haveadded a bridge interface, but no I P traffic is passed.
Y ou should include 'arp’ in forwarded protocolslist, e.g., 'forward-protocol s=ip,arp,other’.
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MOXA C101 Synchronous Interface

Document revision 1.1 (Fri Mar 05 08:15:42 GMT 2004)
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General Information

Summary

The MikroTik RouterOS supports MOXA C101 Synchronous 4Mb/s Adapter hardware. The V.35
synchronous interface is the standard for VSAT and other satellite modems. However, you must
check with the satellite system supplier for the modem interface type.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface moxa-c101

Standards and Technologies: Cisco/HDL C-X.25 (REC 1356), Frame Relay (REC1490), PPP
(REC-1661), PPP (RFC-1662)

Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
. | P Addresses and ARP
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N L og Management

Description

You can instal up to four MOXA C101 synchronous cards in one PC box, if you have so many
slots and IRQs available. Assuming you have all necessary packages and licenses installed, in most
cases it should to be done nothing at that point (all drivers are loaded automatically). However, if
you have a non Plug-and-Play I SA card, the corresponding driver requires to be loaded.

MOXA C101 PClI variant cabling

The MOXA C101 PCI requires different from MOXA C101 ISA cable. It can be made using the
following table:

DB25f Signal Direction V.35m
4 RTS ouT C
5 CTS IN D
6 DSR IN E
7 GND - B
8 DCD IN F
10 TxDB ouT S
11 TxDA ouT P
12 RxDB IN T
13 RxDA IN R

14 TxCB IN AA

16 TXCA IN Y

20 DTR ouT H

22 RxCB IN X

23 RxCA IN Vv
short 9 and 25 pin

Additional Documents

For more information about the MOXA C101 synchronous 4Mb/s adapter hardware please see:
e C101 SuperSync Board User's Manual the user's manual in PDF format

Synchronous Interface Configuration
Home menu level: /interface moxa-c101

Description
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Moxa c101 synchronous interface is shown under the interfaces list with the name moxa-c101-N

Property Description

name (name; default: moxa-c101-N) - interface name

cisco-hdlc-keepalive-interval (time; default: 10s) - keepalive period in seconds
clock-rate (integer; default: 64000) - speed of internal clock

clock-source (external | internal | tx-from-rx | tx-internal; default: external) - clock source
frame-relay-dce (yes | no; default: no) - operate or not in DCE mode

frame-relay-Imi-type (ans | ccitt; default: ansl) - Frame-relay Local Management Interface type:
e ans - set LMI typeto ANSI-617d (also known as Annex A)

* ccitt - set LMI typeto CCITT Q933a (also known as Annex A)

ignore-dcd (yes | no; default: no) - ignore or not DCD
line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol name
mtu (integer; default: 1500) - Maximum Transmit Unit

Notes

If you purchased the MOXA C101 Synchronous card from MikroTik, you have received a V.35
cable with it. This cable should work for al standard modems, which have V.35 connections. For
synchronous modems, which have a DB-25 connection, you should use a standard DB-25 cable.

The MikroTik driver for the MOXA C101 Synchronous adapter allows you to unplug the V.35
cable from one modem and plug it into another modem with a different clock speed, and you do not
need to restart the interface or router.

The default encapsulation method for CISCO is HDLC. If you have not changed this setting on
CISCO, you should change line-protocol to cisco-hdlc for Moxa C101 interface.

Example

[adm n@M kroTi k] interface nmoxa-c101> set O |ine-protocol =ci sco-hdl c
[adm n@M kroTi k] interface nopxa-c101> print
Flags: X - disabled, R - running
0 R name="noxa-c101" mntu=1500 | i ne-protocol =ci sco-hdl c cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-relay-dce=no
ci sco- hdl c- keepal i ve-i nterval =10s i gnor e-dcd=no

[adm n@M kroTi k] interface noxa-c101>
Y ou can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface noxa-cl101> nmonitor O
dtr: yes
rts: yes
cts: no
dsr: no
dcd: no

[adm n@M kroTi k] interface nmoxa-cl01>

Connect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. If the
link is working properly the status of the interfaceis:
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[adm n@M kroTi k] interface noxa-cl101> nmonitor O
dtr: yes
rts: yes
cts: yes
dsr: yes
dcd: yes

[adm n@M kroTi k] interface noxa-cl01>

Troubleshooting

Description

*  Thesynchronousinterface does not show up under theinterfaceslist
Obtain the required license for synchronous feature

Thesynchronouslink does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

Synchronous Link Application Examples

MikroTik Router to MikroTik Router

Let us consider the following network setup with two MikroTik Routers connected to a leased line
with baseband modems:

Page 190 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Internet

interface Fublic
address 10.1.1.12/24

interface moxa
address 1.1.1.2/32

Panl e 15 - et Ly
LT dagdd m ’

V.35 MikroTik Baseband Modem

Interface wan
address 1.1.1.1/32

iNnterface ether?
address 10.0.0 254724

Interface ether
address 192 168.0.254/24

LAMN
192 168.0.0/24

LAMN
10.0.0.0/24

The driver for MOXA C101 card should be loaded and the interface should be enabled according to
the instructions given above. The IP addresses assigned to the synchronous interface should be as
follows:

[adm n@ kroTi k] ip address> add address 1.1.1.1/32 interface wan \
\... network 1.1.1.2 broadcast 255.255.255. 255

[admi n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 10.0.0.254/24 10. 0. 0. 254 10. 0. 0. 255 et her2
1 192.168. 0. 254/ 24  192.168.0.254  192.168.0.255 etherl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

[admi n@ kroTik] ip address> /ping 1.1.1.2

1.1.1.2 64 byte pong: ttl=255 tine=31 s

1.1.1.2 64 byte pong: ttl=255 tine=26 s

1.1.1.2 64 byte pong: ttl=255 tine=26 s

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 1.1.1.2:

[adm n@ kroTik] ip route> add gateway 1.1.1.2
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[adm n@ kroTi k] ip route> print

Flags: X - disabled, | - invalid, D - dynanmic, J - rejected,
C - connect, S - static, R- rip, O- ospf, B -
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 1.1.1.2 1 wan
1 DC 10.0.0.0/24 r 10.0.0. 254 1 et her2
2 DC 192.168.0.0/ 24 r 192.168.0. 254 0 et her1l
3 DC1.1.1.2/32 r 0.0.0.0 0 wan

[adm n@M kroTi k] ip route>
The configuration of the MikroTik router at the other end is similar:

[adm n@M kroTi k] ip address> add address 1.1.1.2/32 interface noxa \
\... network 1.1.1.1 broadcast 255.255. 255. 255
[adm n@M kroTi k] ip address> print
Flags: X - disabled, | - invalid, D - dynanic
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/24 10.1.1.12 10. 1. 1. 255 Public
1.1.1.2/32 1.1.1.1 255. 255. 255. 255 noxa
admi n@ kroTi k] ip address> /ping 1.1.1.1
.1.1 64 byte pong: ttl=255 tinme=31 ns
.1.1 64 byte pong: ttl=255 tinme=26 ns
.1.1 64 byte pong: ttl=255 tinme=26 ns
ackets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/27.6/31 ns
adm n@ kroTi k] ip address>

1
[ad
1.1
1.1
1.1
3p
rou
[

MikroTik Router to Cisco Router

Let us consider the following network setup with MikroTik Router connected to a leased line with
baseband modems and a CISCO router at the other end:

Page 192 of 566
Copyright 1999-2005, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Internet

interface Ethernetd
address 10.1.1.12/24

interface Senalld

CISCO

address 1.1.1.2/32
Easeband Modem V.38
e et ._/
erface wan Y38 o Tik Baseband Modem

address 1.1.1.1/32

iNnterface ether?
address 10.0.0 254724

LAMN
10.0.0.0/24

The driver for MOXA C101 card should be loaded and the interface should be enabled according to
the instructions given above. The IP addresses assigned to the synchronous interface should be as
follows:

Interface ether
address 192 168.0.254/24

LAMN
192 168.0.0/24

[adm n@ kroTi k] ip address> add address 1.1.1.1/32 interface wan \
\... network 1.1.1.2 broadcast 255.255.255. 255
[admi n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 10.0.0.254/24 10. 0. 0. 254 10. 0. 0. 255 et her2
1 192.168. 0. 254/ 24  192.168.0.254  192.168.0.255 etherl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

[admi n@M kroTik] ip address> /ping 1.1.1.2

1.1.1.2 64 byte pong: ttl=255 tine=31 s

1.1.1.2 64 byte pong: ttl=255 tine=26 s

1.1.1.2 64 byte pong: ttl=255 tine=26 s

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/ max = 26/27.6/31 s

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 1.1.1.2:

[adm n@M kroTi k
[adm n@M kroTi k

ip route> add gateway 1.1.1.2
ip route> print

—
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Flags: X - disabled, | - invalid, D - dynamc, J - rejected
C - connect, S - static, R- rip, O- ospf, B - bgp

# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 1.1.1.2 1 wan

1 DC 10.0.0.0/ 24 r 10.0.0. 254 0 et her2

2 DC 192.168.0.0/ 24 r 192. 168. 0. 254 0 etherl

3 DbC1.1.1.2/32 r 1.1.1.1 0 wan

[adm n@M kroTi k] ip route>
The configuration of the Cisco router at the other end (part of the configuration) is:

Cl SCO#show runni ng-confi g
Bui | di ng configuration..

Current configuration:

!

interface EthernetO
description connected to EthernetLAN
ip address 10.1.1.12 255.255.255.0

I

interface Serial0
description connected to M kroTik
ip address 1.1.1.2 255.255. 255. 252

serial restart-delay 1
I

i p classless
iproute 0.0.0.0 0.0.0.0 10.1.1.254
I

end
Cl SCo

Send ping packets to the MikroTik router:

Cl scogping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 1.1.1.1, tineout is 2 seconds:
RERE

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/32/40 ns
Cl SCo#

Note! Keep in mind that for the point-to-point link the network mask is set to 32 bits, the argument
network is set to the IP address of the other end, and the broadcast address is set to
255.255.255.255.
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Cyclades PC300 PCI Adapters
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General Information

Summary

The MikroTik RouterOS supports the following Cyclades PC300 Adapter hardware:
* RSV/NV.35 (RSV models) with 1 or 2 RS-232/V.35 interfaces on standard DB25/M.34
connector, 5SMbps, internal or external clock

e T1/E1l (TE models) with 1 or 2 TI/EL/G.703 interfaces on standard RJ48C connector,
Full/Fractional, internal or external clock

*  X.21 (X21 models) with 1 or 2 X.21 on standard DB-15 connector, 8Mbps, internal or external
clock

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface cyclades

Standards and Technologies. X.21, V.35, TI/E1/G.703, Frame Relay, PPP, Cisco-HDLC
Hardware usage: Not significant

Related Documents

. Package Management

. Device Driver List
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. | P Addresses and ARP
. Log Management

Additional Documents

e http://mww.cyclades.com/products/6/pc300 - the product on-line documentation
e http://mt.lv/Documentation/pc300 21 _el.pdf - the Installation Manual in .pdf format

Synchronous Interface Configuration
Home menu level: /interface cyclades

Description

You can install up to four Cyclades PC300 PCI Adapters in one PC box, if you have so many
adapter dots and IRQs available.

The Cyclades PC300/RSV Synchronous PCI Adapter comes with a V.35 cable. This cable should
work for all standard modems, which have V.35 connections. For synchronous modems, which
have a DB-25 connection, you should use a standard DB-25 cable.

Connect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. The
MikroTik driver for the Cyclades Synchronous PCI Adapter allows you to unplug the V.35 cable
from one modem and plug it into another modem with a different clock speed, and you do not need
to restart the interface or router.

Property Description

name (name; default: cycladesN) - descriptive interface name

mtu (integer; default: 1500) - Maximum Transmission Unit for the interface

line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol
media-type (E1 | T1 | V24 | V35 | X21; default: V35) - the hardware media used for thisinterface
clock-rate (integer; default: 64000) - internal clock ratein bps

clock-source (internal | external | tx-internal; default: external) - source clock

line-code (AMI | B8ZS | HDB3 | NRZ; default: B8ZS) - for TL/E1 channels only. Line modulation
method:

* AMI - Alternate Mark Inversion

* B8ZS- Binary 8-Zero Substitution

* HDB3 - High Density Bipolar 3 Code (ITU-T)
* NRZ - Non-Return-To-Zero

framing mode (CRC4 | D4 | ESF | Non-CRC4 | Unframed; default: ESF) - for TI/E1 channels only.
The frame mode:

* CRC4 - Cyclic Redundancy Check 4-bit (E1 Signaling, Europe)
* D4 - Fourth Generation Channel Bank (48 VVoice Channelson 2 T-1sor 1 T-1c)
» ESF - Extended Superframe Format
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* Non-CRC4 - plain Cyclic Redundancy Check
« Unframed - do not check frame integrity

line-build-out (0dB | 7.5dB | 15dB | 22.5dB; default: 0) - for T1 channels only. Line Build Out
Signal Level.

rx-sensitivity (long-haul | short-haul; default: short-haul) - for TI/EL1 channels only. Numbers of
active channels (up to 32 for E1 and up to 24 for T1)

chdlc-keepalive (time; default: 10s) - Cisco-HDLC keepalive interval in seconds

frame-relay-dce (yes | no; default: no) - specifies whether the device operates in Data
Communication Equipment mode. The value yesis suitable only for T1 models

frame-relay-Imi-type (ans | ccitt; default: ans) - Frame Relay Line Management Interface
Protocol type

Troubleshooting

Description

*  Thecycladesinterface does not show up under theinterfaceslist
Obtain the required license for synchronous feature

*  Thesynchronouslink does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

RSV/V.35 Synchronous Link Applications

Example

Let us consider the following network setup with MikroTik Router connected to a leased line with
baseband modems and a CISCO router at the other end:
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Internet

interface Ethernetl
—El address 10.1.1.12/24

Interface Serald
address 1.1.1.2432

Easeband Modem CISC0 V.3
interface cyclades! 1ILIIr'35[f'~f1i|'il’tl'|'il-:] Baseband Modem

address 1.1.1.1/32

interface ether’
address 10.0.0 254,24

Interface etherl
address 192 168.0 26424

LAN LAM
10.0.0.0/24 192.168.0.0/24

The driver for the Cyclades PC300/RSV Synchronous PCI Adapter should load automatically. The
interface should be enabled according to the instructions given above. The I P addr esses assigned to
the cyclades interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=cycl adesl
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynanmic
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 219/ 24 10.0.0.0 10. 0. 0. 255 etherl
1 1.1.1.1/32 1.1.1.1 1.1.1.1 cycl ades1
2 192. 168. 0. 254/ 24 192.168.0.0 192.168.0.255 ether2
[admi n@ kroTik] ip address> /ping 1.1.1.2
1.1.1.2 64 byte pong: ttl=255 tine=12 ns
1.1.1.2 64 byte pong: ttl=255 tine=8 s
1.1.1.2 64 byte pong: ttl=255 tine=7 ms
3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 7/9.0/12 ns
[adm n@M kroTi k] ip address> /tool flood-ping 1.1.1.2 size=1500 count =50
sent: 50
recei ved: 50
mn-rtt: 1
avg-rtt: 1
max-rtt: 9

[adm n@M kroTi k] ip address>

Note that for the point-to-point link the network mask is set to 32 bits, the argument network is set
to the I P address of the other end, and the broadcast address is set to 255.255.255.255. The default
route should be set to gateway router 1.1.1.2:
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[adm n@ kroTi k] ip route> add gateway 1.1.1.2 interface cycl adesl
[adm n@ kroTi k] ip route> print

Flags: X - disabled, | - invalid, D - dynamc, J - rejected,

C - connect, S - static, R- rip, O- ospf, B - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 1.1.1.2 1 cycl ades1
1 DC 10.0.0.0/24 r 0.0.0.0 0 et her1l
2 DC 192.168.0.0/ 24 r 0.0.0.0 0 et her 2
3 DC1.1.1.2/32 r 0.0.0.0 0 cycl ades1

[adm n@M kroTi k] ip route>

The configuration of the CISCO router at the other end (part of the configuration) is:

Cl SCO#show runni ng-confi g
Bui | di ng configuration...

Current configuration:

interface Ethernet0
description connected to EthernetLAN
ip address 10.1.1.12 255.255.255.0

I

interface Serial0
description connected to M kroTik
ip address 1.1.1.2 255.255. 255, 252

serial restart-delay 1
I

i p classless
ip route 0.0.0.0 0.0.0.0 10.1.1.254
I

end
Cl sco
Send ping packets to the MkroTik router:

CISCO#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 1.1.1.1, tinmeout is 2 seconds:
T

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/32/40 ns

Cl SCo#
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General Information

Summary

The PPPoE (Point to Point Protocol over Ethernet) protocol provides extensive user management,
network management and accounting benefits to 1SPs and network administrators. Currently PPPoE
is used mainly by ISPs to control client connections for xDSL and cable modems as well as plain
Ethernet networks. PPPOE is an extension of the standard Point to Point Protocol (PPP). The
difference between them is expressed in transport method: PPPOE employs Ethernet instead of
modem connection.

Generally speaking, PPPOE is used to hand out IP addresses to clients based on the user (and
workstation, if desired) authentication as opposed to workstation only authentication, when static IP
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addresses or DHCP are used. It is adviced not to use static |P addresses or DHCP on the same
interfaces as PPPOE for security reasons.

MikroTik RouterOS can act as a RADIUS client - you can use a RADIUS server to authenticate
PPPOE clients and use accounting for them.

A PPPoE connection is composed of a client and an access concentrator (server). The client may be
a Windows computer that has the PPPoE client protocol installed. The MikroTik RouterOS
supports both - client and access concentrator implementations of PPPOE. The PPPoE client and
server work over any Ethernet level interface on the router - wireless 802.11 (Aironet, Cisco,
WavelLan, Prism, Atheros), 10/100/1000 Mbit/s Ethernet, RadioLan and EolP (Ethernet over IP
tunnel). No encryption, MPPE 40bit RSA and MPPE 128bit RSA encryption is supported.

Note that when RADIUS server is authenticating a user with CHAP, MS-CHAPv1, MS-CHAPv2,
it does not use shared secret, it is used only in authentication reply. So if you have a wrong shared
secret, RADIUS server will accept the request. You can use /radius monitor command to see
bad-replies parameter. This value should increase whenever aclient tries to connect.

Supported connections

»  MikroTik RouterOS PPPOE client to any PPPOE server (access concentrator)

*  MikroTik RouterOS server (access concentrator) to multiple PPPOE clients (clients are
avaliable for amost all operating systems and some routers)

Quick Setup Guide

e To configure MikroTik RouterOS to be a PPPoE client
1. Just add a pppoe-client:

i nterface pppoe-client add name=pppoe- user-m ke user=ni ke password=123 interface=w anl

——~

. service-nane=i nt ernet di sabl ed=no

*  Toconfigure MikroTik RouterOS to be an Access Concentrator (PPPOE Server)

1. Add an address pool for the clients from 10.1.1.62 to 10.1.1.72, called pppoe-pool:
/ip pool add nanme="pppoe-pool" ranges=10.1.1.62-10.1.1.72

2. Add PPP profile, called pppoe-profile where local-address will be the router's address
and clients will have an address from pppoe-pool:

I ppp profile add name="pppoe-profile" |ocal-address=10.1.1.1 renote-address=pppoe- pool

3. Add auser with username mike and password 123:

/ ppp secret add nane=m ke password=123 servi ce=pppoe profil e=pppoe-profile

4. Now add a pppoe server:
linterface pppoe-server server add service-nane=internet interface=w anl \
\... default-profil e=pppoe-profile
Specifications

Packages required: ppp
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Licenserequired: level1 (limited to 1 interface), level3 (Iimited to 200 interfaces), level4 (limited to
200 interfaces), level5 (limited to 500 interfaces), level 6 (unlimited)

Home menu level: /interface pppoe-server, /interface pppoe-client

Standards and Technologies. PPPoE (RFC 2516)

Hardware usage: PPPOE server may require additional RAM (uses approx. 50kB for each
connection) and CPU power. Supports maximum of 10000 connections

Related Documents

. Package Management
. | P Addresses and ARP
. Log Management

Additional Documents

Links for PPPoE documentation:

. http: //www.ietf.org/rfc/rfc2516.txt
. http: //mwww.cisco.com/univer cd/cc/td/doc/product/sof twar €/i0s120/120newft/120limit/120dc/120dc3/pppoe.h

PPPOE Clients:

. RASPPPoE for Windows 95, 98, 98SE, ME, NT4, 2000, XP, .NET
http://user.cs.tu-berlin.de/~normanb

PPPoE Client Setup

Home menu level: /interface pppoe-client

Description

The PPPOE client supports high-speed connections. It is fully compatible with the MikroTik PPPoE
server (access concentrator).

Note for Windows. Some connection instructions may use the form where the "phone number" us
"MikroTik_AC\mt1" to indicate that "MikroTik_AC" is the access concentrator name and "mtl" is
the service name.

Property Description

name (name; default: pppoe-outl) - name of the PPPOE interface
interface (name) - interface the PPPOE server can be connected through
mtu (integer; default: 1480) - Maximum Transmission Unit. The optimal value is the MTU of the

interface the tunnel is working over decreased by 20 (so, for 1500-byte ethernet link, set the MTU
to 1480 to avoid fragmentation of packets)

mru (integer; default: 1480) - Maximum Receive Unit. The optimal value is the MTU of the
interface the tunnel is working over decreased by 20 (so, for 1500-byte ethernet link, set the MTU
to 1480 to avoid fragmentation of packets)
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user (text; default: "") - auser name that is present on the PPPOE server
password (text; default: " ") - auser password used to connect the PPPOE server
profile (name) - default profile for the connection

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to allow the client to use for authentication

service-name (text; default: " ") - specifies the service name set on the access concentrator. Leave it
blank unless you have many services and need to specify the one you need to connect to

ac-name (text; default: "") - this may be left blank and the client will connect to any access
concentrator that offers the "service" name selected

add-default-route (yes | no; default: no) - whether to add a default route automatically

dial-on-demand (yes | no; default: no) - connects to AC only when outbound traffic is generated
and disconnects when there is no traffic for the period set in the idle-timeout value

use-peer-dns (yes | no; default: no) - whether to set the router's default DNS to the PPP peer DNS
(i.e. whether to get DNS settings from the peer)

Notes

If thereis a default route, add-default-route will not create a new one.

Example

To add and enable PPPoE client on the gig interface connecting to the AC that provides testSN
service using user name john with the password passwor d:

[adm n@RenmoteOf fice] interface pppoe-client> add interface=gig \
\... service-nanme=t est SN user=j ohn password=password di sabl ed=no
[admi n@enot eCf fice] interface pppoe-client> print
Flags: X - disabled, R - running
0 R name="pppoe-out1l" ntu=1480 nru=1480 interface=gig user="john"
passwor d="password" profil e=default service-name="test SN' ac-nane=""
add- def aul t -rout e=no di al - on- demand=no use- peer - dns=no

Monitoring PPPoE Client
Command name: /interface pppoe-client monitor
Property Description

status (text) - status of the client
« Dialing - attempting to make a connection

» Verifying password... - connection has been established to the server, password verification in
progress

» Connected - self-explanatory
» Terminated - interface is not enabled or the other side will not establish a connection uptime
(time) - connection time displayed in days, hours, minutes and seconds
encoding (text) - encryption and encoding (if asymmetric, separated with /") being used in this
connection
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uptime (time) - connection time displayed in days, hours, minutes and seconds

service-name (text) - name of the service the client is connected to

ac-name (text) - name of the AC the client is connected to

ac-mac (MAC address) - MAC address of the access concentrator (AC) the client is connected to

Example

To monitor the pppoe-out1 connection:

[adm n@M kroTi k] interface pppoe-client> nmonitor pppoe-outl
status: "connected"
uptime: 10s
encodi ng: "none"
servi ce-nanme: "testSN'
ac-nane: "10.0.0.1"
ac-mac: 00: CO: DF: 07: 5E: E6

[adm n@M kroTi k] interface pppoe-client>

PPPoE Server Setup (Access Concentrator)
Home menu level: /interface pppoe-server server

Description

The PPPOE server (access concentrator) supports multiple servers for each interface - with differing
service names. Currently the throughput of the PPPoE server has been tested to 160 Mb/s on a
Celeron 600 CPU. Using higher speed CPUs, throughput should increase proportionately.

The access concentrator name and PPPOE service name are used by clients to identity the access
concentrator to register with. The access concentrator name is the same as the identity of the
router displayed before the command prompt. The identity may be set within the /system identity
submenu.

PPPOE users are created in /ppp secr et menu, see the AAA manual for further information.

Note that if no service name is specified in WindowsXP, it will use only service with no name. So
if you want to serve WindowsXP clients, leave your service name empty.

Property Description

service-name (text) - the PPPOE service name

mtu (integer; default: 1480) - Maximum Transmission Unit. The optimal value is the MTU of the
interface the tunnel is working over decreased by 20 (so, for 1500-byte Ethernet link, set the MTU
to 1480 to avoid fragmentation of packets)

mru (integer; default: 1480) - Maximum Receive Unit. The optimal value is the MTU of the
interface the tunnel is working over decreased by 20 (so, for 1500-byte Ethernet link, set the MTU
to 1480 to avoid fragmentation of packets)

authentication (multiple choice: mschap2 | mschapl | chap | pap; default: mschap2, mschapl,
chap, pap) - authentication algorithm

keepalive-timeout - defines the time period (in seconds) after which the router is starting to send
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keepalive packets every second. If no traffic and no keepalive responses has came for that period of
time (i.e. 2* keepalive-timeout), not responding client is proclaimed disconnected.

one-session-per-host (yes | no; default: no) - allow only one session per host (determined by MAC
address). If ahost will try to establish a new session, the old one will be closed

default-profile (name; default: default) - default profile to use
Notes

The default keepalive-timeout value of 10 is OK in most cases. If you set it to 0, the router will not
disconnect clients until they log out or router is restarted. To resolve this problem, the
one-session-per-host property can be used.

Security issue: do not assign an IP address to the interface you will be receiving the PPPoE
requests on.

Example

To add PPPoE server on ether 1 interface providing ex service and alowing only one connection
per host:

[adm n@M kroTi k] interface pppoe-server server> add interface=etherl \
\... service-name=ex one-sessi on-per-host=yes
[adm n@M kroTi k] interface pppoe-server server> print
Fl ags: X - disabled
0 X service-name="ex" interface=etherl ntu=1480 nru=1480
aut hent i cati on=nschap2, nschap, chap, pap keepalive-ti nmeout=10
one- sessi on- per - host =yes defaul t-profile=default

[adm n@M kroTi k] interface pppoe-server server>

PPPoOE Server Users

Home menu level: /interface pppoe-server
Property Description

name (name) - interface name

service-name (name) - name of the service the user is connected to
remote-addr ess (MAC address) - MAC address of the connected client
user (name) - the name of the connected user

encoding (text) - encryption and encoding (if asymmetric, separated with '/") being used in this
connection

uptime - shows how long the client is connected
Example

To view the currently connected users:

[adm n@M kroTi k] interface pppoe-server> print

Flags: R - running
#  NAME SERVI CE REMOTE- ADDRESS USER ENCO .. UPTI ME
0 R <pppoe-ex> ex 00: CO: CA: 16: 16: A5 ex 12s
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[adm n@M kroTi k] interface pppoe-server>
To disconnect the user ex:

[adm n@M kroTi k] interface pppoe-server> renove [find user=ex]
[adm n@M kroTi k] interface pppoe-server> print

[adm n@M kroTi k] interface pppoe-server>

Troubleshooting

Description
* | can connect to my PPPOE server. The ping goes even through it, but | still cannot open
web pages

Make sure that you have specified a valid DNS server in the router (in /ip dns or in /ppp
profile the dns-server parameter).

*  ThePPPOE server shows more than one active user entry for one client, when the clients
disconnect, they are still shown and active
Set the keepalive-timeout parameter (in the PPPoE server configuration) to 10 if You want
clients to be considered logged off if they do not respond for 10 seconds.
Note that if the keepalive-timeout parameter is set to 0 and the only-one parameter (in PPP
profile settings) is set to yes then the clients might be able to connect only once. To resolve
this problem one-session-per-host parameter in PPPoE server configuration should be set to
yes

* | can get through the PPPoE link only small packets (eg. pings)
You need to change mss of all the packets passing through the PPPOE link to the value of
PPPOE link's MTU-40 at |east on one of the peers. So for PPPoE link with MTU of 1480:
[adm n@ kroTik] ip firewall nmangl e> add protocol =tcp tcp-options=syn-only \
\.. action=passt hrough tcp-nss=1440
[adm n@ kroTik] ip firewall nangle> print
Flags: X - disabled, | - invalid
0 src-address=0.0.0.0/0:0-65535 in-interface=all
dst - addr ess=0. 0. 0. 0/ 0: 0- 65535 protocol =tcp tcp-opti ons=syn-only
i cnp-options=any: any flow="" src-nmac-address=00: 00: 00: 00: 00: 00
[imt-count=0 limt-burst=0 limt-tine=0s action=passthrough
mar k- fl ow="" tcp-mss=1440

[adm n@ kroTik] ip firewall mangle>

« My windows PPPoOE client obtains |P address and default gateway from the MikroTik
PPPOE server, but it cannot ping beyond the PPPOE server and use the I nternet
PPPoOE server is not bridging the clients. Configure masquerading for the PPPOE client
addresses, or make sure you have proper routing for the address space used by the clients, or
you enable Proxy-ARP on the Ethernet interface (See the IP Addresses and Address
Resolution Protocol (ARP) Manual)

* My Windows XP client cannot connect to the PPPOE server
You have to specify the "Service Name" in the properties of the XP PPPoE client. If the
service name is not set, or it does not match the service name of the MikroTik PPPOE server,
you get the "lineis busy" errors, or the system shows "verifying password - unknown error"

| want to havelogsfor PPPOE connection establishment
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Configure the logging feature under the /system logging facility and enable the PPP type logs

Application Examples

PPPoOE in a multipoint wireless 802.11 network

In awireless network, the PPPoE server may be attached to an Access Point (as well as to aregular
station of wireless infrastructure). Either our RouterOS client or Windows PPPoE clients may
connect to the Access Point for PPPOE authentication. Further, for RouterOS clients, the radio
interface may be set to MTU 1600 so that the PPPOE interface may be set to MTU 1500. This
optimizes the transmission of 1500 byte packets and avoids any problems associated with MTUs

lower than 1500. It has not been determined how to change the MTU of the Windows wireless
interface at this moment.

Let us consider the following setup where the MikroTik Wireless AP offers wireless clients
transparent access to the local network with authentication:

Ethernet LAMN = Internet
10.0.0.0524
i Internet
l Gatewsa
10.0.0.
interface Local Wireless
address 10.0.0.217524 Accesspoint
[MT_Prism_AP]
ssid: mt

dynamic interfaces

pppoe-inX wfrequency: 2442
addresses 10.0.0.217/32 ¢ K
*
/ p
f Y
i =
- .m-'m-"
Waorkstation Laptnﬁj
10.0.0.230 10.0.0.231

Reserved for dial-in clients
10.0.0.230.. 240

Note that you should have Basic + Wireless + Wireless AP licenses for this setup.
First of al, the Prism interface should be configured:
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[adm n@T_Prism AP] interface prisnm set 0 npbde=ap-bridge frequency=2442M1z \

\... ssid=nt disabled=no

[adm n@T_Prism AP] interface prism print

Flags: X - disabled, R - running

0 R name="prisml" mu=1500 mac-address=00: 90: 4B: 02: 17: E2 ar p=enabl ed

node=ap- bri dge r oot -ap=00: 00: 00: 00: 00: 00 frequency=2442MHz ssid="nmt"
defaul t-aut henti cati on=yes defaul t-forwardi ng=yes max-clients=2007
card-type=generic tx-power=auto supported-rates=1-11 basic-rates=1
hi de-ssi d=no

[adm n@T_Prism AP] interface prisne /ip address
Now, the Ethernet interface and IP address are to be set:

[adm n@T_Prism AP] ip address> add address=10.0.0.217/24 interface=Local
[adm n@MT_Prism AP] ip address> print

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.217/ 24 10.0.0.0 10. 0. 0. 255 Local

[adm n@T_Prism AP] ip address> /ip route

[adm n@T_Prism AP] ip route> add gateway=10.0.0.1

[adm n@T_Prism AP] ip route> print

Flags: X - disabled, | - invalid, D- dynanmc, J - rejected,
C - connect, S - static, R- rip, O- ospf, B - bgp

# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 10.0.0.1 1 Local
1 DC 10.0.0.0/ 24 r 0.0.0.0 0 Local

[adm n@IT_PrismAP] ip route> /interface ethernet
[admi n@WT_Prism AP] interface ethernet> set Local arp=proxy-arp
[adm n@M_Prism AP] interface ethernet> print
Fl ags: X - disabled, R - running
# NAME MIU  MAC- ADDRESS ARP
0 R Local 1500 00:50:08:00: 00: F5 proxy-arp

[adm n@T_Prism AP] interface ethernet>

We should add PPPoE server to the Prism interface:

[adm n@T_Prism AP] interface pppoe-server server> add interface=prisml \
servi ce- name=nt one- sessi on- per - host =yes di sabl ed=no
[adm n@T_Prism AP] interface pppoe-server server> print
Fl ags: X - disabled
0 service-name="m" interface=prisml ntu=1480 nru=1480
aut hent i cati on=nschap2, nschap, chap, pap keepalive-ti nmeout=10
one- sessi on- per - host =yes defaul t-profil e=default

[adm n@MT_Prism AP] interface pppoe-server server>
MSS should be changed for the packets flowing through the PPPOE link:

[admi n@M_PrismAP] ip firewall mangle> add protocol =tcp tcp-options=syn-only \
\.. action=passt hrough tcp-nmss=1440
[adm n@MT_PrismAP] ip firewall nangle> print
Flags: X - disabled, | - invalid
0 src-address=0. 0. 0. 0/0: 0-65535 in-interface=all
dst - addr ess=0. 0. 0. 0/ 0: 0- 65535 protocol =tcp tcp-opti ons=syn-only
i cnp-options=any: any flow="" src-mac-address=00: 00: 00: 00: 00: 00
limt-count=0 limt-burst=0 limt-tinme=0s acti on=passt hrough
mar k- fl ow="" tcp-nes=1440

[adm n@MT_PrismAP] ip firewall mangle>
And finally, we can set up PPPOE clients:

[adm n@T_Prism AP] ip pool > add nane=pppoe ranges=10.0.0.230-10. 0. 0. 240
[adm n@T_Prism AP] ip pool > print

# NAME RANGES

0 pppoe 10. 0. 0. 230- 10. 0. 0. 240
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[admi n@T_Prism AP] ip pool> /ppp profile

[adm n@T_Prism AP] ppp profile> set default use-encryption=yes \

\... local-address=10.0.0. 217 renot e- addr ess=pppoe

[adm n@T_Prism AP] ppp profile> print

Flags: * - default

0 * nanme="default" | ocal -address=10.0.0. 217 renot e- addr ess=pppoe

session-timeout =0s idle-tineout=0s use-conpressi on=no
use-vj - conpr essi on=no use-encrypti on=yes require-encrypti on=no
only-one=no tx-bit-rate=0 rx-bit-rate=0 i ncomng-filter=""
outgoing-filter=""

[adm n@T_Prism AP] ppp profile> .. secret

[adm n@T_Prism AP] ppp secret> add name=w passwor d=wkst servi ce=pppoe
[adm n@T_Prism AP] ppp secret> add nane=|l password=ltp servi ce=pppoe
[adm n@_Pri sm AP] ppp secret> print

Fl ags: X - disabl ed

# NAME SERVI CE CALLER-I D PASSWORD PROFI LE
0 w pppoe wkst def aul t
1 I pppoe Itp def aul t

[adm n@T_Prism AP] ppp secret>

Thus we have completed the configuration and added two users. w and | who are able to connect
using PPPoE client software.

Note that Windows XP built-in client supports encryption, but RASPPPOE does not. So, if it is
planned not to support Windows clients older than Windows XP, it is recommended to switch
require-encryption to yes value in the default profile configuration. In other case, the server will
accept clients that do not encrypt data.
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General Information

Summary

PPP (Point-to-Point Protocol) provides a method for transmitting datagrams over seriad
point-to-point links. Physically it relies on com1l and com2 ports from standard PC hardware
configurations. These appear as serial0 and seriall automatically. You can add more serial ports to
use the router for amodem pool using these adapters:

e  MOXA (http://mww.moxa.com) Smartio CP-132 2-port PCI multiport asynchronous board
with maximum of 8 ports (4 cards)

e MOXA (http://www.moxa.com) Smartio C104H, CP-114 or CT-114 4-port PCI multiport
asynchronous board with maximum of 16 ports (4 cards)

«  MOXA (http://www.moxa.com) Smartio C168H, CP-168H or CP-168U 8-port PCI multiport
asynchronous board with maximum of 32 ports (4 cards)

* Cyclades (http://www.cyclades.com) Cyclom-Y Series 4 to 32 port PClI multiport
asynchronous board with maximum of 128 ports (4 cards)
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* Cyclades (http://www.cyclades.com) CycladesZ Series 16 to 64 port PCl multiport
asynchronous board with maximum of 256 ports (4 cards)

TCL DataBooster 4 or 8 port High Speed Buffered PCI Communication Controllers

Specifications

Packages required: ppp

License required: levell

Home menu level: /interface ppp-client, /interface ppp-server
Standards and Technologies: PPP (REC 1661)

Hardware usage: Not significant

Related Documents

. Package Management

» DeviceDriver List

e |P Addresses and ARP
 Log Management

*  AAA

Additional Documents

. http://mww.ietf.ora/rfc/rfc2138.txt?number=2138
. http://mww.ietf.ora/rfc/rfc2138.txt?number=2139

Serial Port Configuration
Home menu level: /port

Property Description

name (name; default: serialN) - port name

used-by (read-only: text) - shows the user of the port. Only free ports can be used in PPP setup
baud-rate (integer; default: 9600) - maximal data rate of the port

data-bits (7 | 8; default: 8) - number of bits per character transmitted

parity (none | even | odd; default: none) - character parity check method

stop-bits (1 | 2; default: 1) - number of stop bits after each character transmitted

flow-control (none | hardware | xon-xoff; default: hardwar e) - flow control method

Notes

Keep in mind that baud-r ate, data-bits, parity, stop-bits and flow control parameters must be the
same for both communicating sides.
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Example

[adm n@ kroTi k] > /port print
NAME

# USED- BY BAUD- RATE
0 serialO Serial Console 9600
1 dat aboosterl 9600
2 dat abooster2 9600
3 dat abooster3 9600
4 dat abooster4 9600
5 dat abooster5 9600
6 dat abooster6 9600
7 dat abooster?7 9600
8 dat abooster8 9600
9 cycl adesAl 9600
10 cycl adesA2 9600
11 cycl adesA3 9600
12 cycl adesA4d 9600
13 cycl adesA5 9600
14 cycl adesA6 9600
15 cycl adesA7 9600
16 cycl adesA8 9600

[adm n@M kroTi k] > set 9 baud-rat e=38400
[adm n@M kroTi k] >

PPP Server Setup

Home menu level: /interface ppp-server

Description

PPP server provides a remode connection service for users. When dialing in, the users can be
authenticated locally using the local user database in the /user menu, or at the RADIUS server
specified in the /ip ppp settings.

Property Description

port (name; default: (unknown)) - seria port

authentication (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl,
chap, pap) - authentication protocol

profile (name; default: default) - profile name used for the link

mtu (integer; default: 1500) - Maximum Transmission Unit. Maximum packet size to be
transmitted

mru (integer; default: 1500) - Maximum Receive Unit

null-modem (no | yes; default: no) - enable/disable null-modem mode (when enabled, no modem
initialization strings are sent)

modem-init (text; default: "") - modem initialization string. You may use "s11=40" to improve
dialing speed

ring-count (integer; default: 1) - number of rings to wait before answering phone

name (name; default: ppp-inN) - interface name for reference

Example

Y ou can add a PPP server using the add command:
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[adm n@M kroTi k] interface ppp-server> add nane=test port=seriall
[adm n@M kroTi k] interface ppp-server> print
Flags: X - disabled, R - running
0 X name="test" ntu=1500 nru=1500 port=seriall
aut henti cati on=nschap2, chap, pap profil e=default nodeminit=""
ri ng- count =1 nul | - rodem=no
[adm n@M kroTi k] interface ppp-server> enable 0
[adm n@M kroTi k] interface ppp-server> nonitor test
status: "waiting for call..."

[adm n@M kroTi k] interface ppp-server>

PPP Client Setup
Home menu level: /interface ppp-client

Description

The section describes PPP clients configuration routines.

Property Description

port (name; default: (unknown)) - serial port

user (text; default: "") - P2P user name on the remote server to use for dialout
password (text; default: " ") - P2P user password on the remote server to use for dialout
profile (name; default: default) - local profile to use for dialout

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to alow the client to use for authentication

phone (integer; default: " ") - phone number for dialout
tone-dial (yes| no; default: yes) - defines whether use tone dial or pulse dial

mtu (integer; default: 1500) - Maximum Transmission Unit. Maximum packet size to be
transmitted

mru (integer; default: 1500) - Maximum Receive Unit

null-modem (no | yes; default: no) - enable/disable null-modem mode (when enabled, no modem
initialization strings are sent)

modem-init (text; default: "") - modem initialization strings. You may use "s11=40" to improve
dialing speed

dial-on-demand (yes | no; default: no) - enable/disable dial on demand

add-default-route (yes | no; default: no) - add PPP remote address as a default route

use-peer-dns (yes | no; default: no) - use DNS server settings from the remote server

Notes

e Additional client profiles must be configured on the server side for clients to accomplish logon
procedure. For more information see Related Documents section.

e PPP client profiles must match at least partially (local-address and values related to
encryption should match) with corresponding remote server values.
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Example

Y ou can add a PPP client using the add command:

[adm n@M kroTi k] interface ppp-client> add nane=test user=test port=seriall \

\... add-defaul t-route=yes

[adm n@M kroTi k] interface ppp-client> print

Flags: X - disabled, R - running

0 X nanme="test" ntu=1500 nru=1500 port=seriall user="test" password=""

profil e=default phone="" tone-dial =yes nodeminit="" null-nodenrno
di al - on-demand=no add- def aul t -r out e=yes use- peer-dns=no

[adm n@M kroTi k] interface ppp-client> enable 0

[adm n@M kroTi k] interface ppp-client> nonitor test

[adm n@M kroTi k] interface ppp-client> nonitor 0O

status: "dialing out..."

[admi n@M kroTi k] interface ppp-client>

PPP Application Example

Client - Server Setup

In this example we will consider the following network setup:

el XYY

g
&

-

R R2

BEMVET cliznt
3.3.31 3.3.3.2
phons: 132

login: teat

e sl

For atypical server setup we need to add one user to the R1 and configure the PPP server.

[adm n@M kroTi k] ppp secret> add nane=test password=test |ocal -address=3.3.3.1\
\... renote-address=3.3.3.2
[adm n@M kroTi k] ppp secret> print
Fl ags: X - disabl ed
0 name="test" service=any caller-id= password="test" profil e=defaul t
| ocal -address=3. 3. 3.1 renot e-address=3. 3.3.2 routes=""

[adm n@M kroTi k] ppp secret> /int ppp-server
[adm n@M kroTi k] 1 nterface ppp-server> add port=seriall disabled=no
[adm n@M kroTi k] interface ppp-server> print
Flags: X - disabled, R - running
0 nanme="ppp-inl" mtu=1500 nru=1500 port=seriall
aut hent 1 cati on=nschap2, nschapl, chap, pap profil e=default nmodeminit=""
ri ng- count =1 nul |l - rodem=no

[adm n@M kroTi k] interface ppp-server>
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Now we need to setup the client to connect to the server:

[adm n@M kroTi k] interface ppp-client> add port=seriall user=test password=test \
. phone=132
[admi n@M kroTi k] interface ppp-client> print
Fl ags: X - disabled, R - running
0